MUHHCTEPCTBO HAVKU U BBICILIEI'O OBPA3OBAHM S POCCUIICKOM ®EIEPALIMNA
dbenepanbHOE rocy1apCTBEHHOE aBTOHOMHOE 00pa30BaTeIbHOE YUPEkKAECHHE BBICIIET0 00pa30BaHUs
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PABOYAS TIPOI'PAMMA JUCHUITVIMHBI
Bbe3onacHocTs MHQOPMALMOHHBIX CUCTEM M 3alIUTa HH(OPMALUHU B CETSIX
Hanpasaenne noarorosku 09.03.02 UndopmannoHHbie cHCTEeMbI M TEXHOJIOTHH
(MudopmanimoHHbIe CHCTEMBI M TEXHOIOTHH )
®opMa NOATOTOBKU OYHAS

Kypc 2 cemectp 4

jekuuu 18 ygac.

npakTrdeckue 3austus 0 vac.

naboparopHbie paboThl 36 vac.

B TOM uncie ¢ ucrnonb3osanueM MAO nek. 0 /up. 0 /na6. 18 yac.
BCEro YacoB ayIMTOPHOU HArpy3ku 54 dac.

B TOM 4ucie ¢ ucronas3oBanueM MAO 18 gac.
camocTosTeapHas paboTa 126 vac.

B TOM YHCJIC Ha MOJIrOTOBKY K 3K3aMeHy 36 Jac.
KOHTPOJIbHBIE pabOThI (KOJHUYECTBO) HE MPEAYCMOTPEHBI
KypcoBasi paboTta / KypCcOBOH MPOEKT HE MPEyCMOTPEHbI
3a4eT HE IPELYCMOTPEH

9K3aMeH 4 ceMecTp

Pabouass mporpamma cocTaBjeHa B COOTBETCTBHHM B COOTBETCTBUM C TpeboBaHmsMH DenepaabHOro
TOCY/IapCTBEHHOTO  O0Opa30BaTEILHOTO  CTaHAapTa 1o  HampaBieHuto noxaroroBku — 09.03.02
WNHubopmanmoHHple CHCTEMBI U TEXHOJOTHH, YTBEPXKACHHOTO MprKa3oM MUHHUCTEPCTBA 00pa30BaHUS U
Hayku P® ot 19.07.2017 Ne 926 (c u3MeHEHHUSIMH U TOTIOTHEHHUSAMH).

Pabouas nporpamma oOcyxaeHa Ha 3aceJaHMU JAeNapTaMeHTa WH(QOPMAIMOHHBIX M KOMIBIOTEPHBIX
cucreM, mpoTokon Ne 7 ot 25 despans 2022 T.

Hupektop nenmapramenta MHQOPMAIIMOHHBIX U KOMIBIOTEPHBIX cucTeM [lycToBanos E.B.
CocraBurens: K.T.H., foredTt Jomxukos C.B.

BnaauBocTok
2022



OO0opoTHas cTopoHa THTYJILHOTO Jucta PITY /]

|. Padouasi IporpaMma nepecMoOTpeHa Ha 3aCelaHUM AeNnapTaMeHTa:

[IpoTokoi oT « » 20 1. Ne

HupexTop nenaprameHTa

(moamucp) (1.0. damumms)

Il. PaGouyasi nporpamMma nepecMoTpeHa Ha 3acelaHNM AeNapTaMeHTa:

IIpoTokomn oT « » 20 1. Ne

JlupekTop nenapTaMeHTa

(moamucs) (1.0. damunus)

I11. PaGouyas nmporpamMma nepecMoOTpeHa Ha 3aceJaHMH JeNapTaMeHTa:

[IpoTokoi oT « » 20 1. Ne

Jupexrop nenapraMeHTa

(oammcp) (1.0. damumus)

IV. PaGouasi nporpaMma nepecMoTpeHa Ha 3aceIaHUU JleNapTaMeHTa:

[IpoTokoi oT « » 20 1. Ne

JupexTop nenaprameHTa

(moamuce) (1.0. ®amumnms)



AHHOTaNMs K padoyeil mporpaMmme TUCUMILIMHBI
«be3onacHoCTbL MH(POPMANUOHHBIX CUCTEM M 3aAIIUTA HHPOPMAIIMHU B CETAX»

HuciunnHa «be3onacHOCTh  MH(MOPMALMOHHBIX CHCTEM M 3allUTa
uHopMalUu B CETAX» MpeJHa3HaueHa ISl CTYJEHTOB, OOYYaIOMIMXCS I10
HarnpasyieHuto noarotToBku 09.03.02 MudbopManimoHHBIE CUCTEMBI U TEXHOJIOTHH,
npoduib «MHPOpPMAIIMOHHBIE CHUCTEMBl W TEXHOJIOTMW», U BXOAUT B YaCTh,
dbopMupyeMyl0  ydacTHMKaMu  0Opa3oBaTelIbHbIX  OTHomIeHuid  broka 1
«Iucturmuaet (Moaynn)» yaeOHoro miaHa (naaekc b1.B.01.02).

OOmiasi TPyJOEMKOCTh OCBOCHHS JMCLUUIUIMHBI COCTABIIACT S5 3a4eTHBIX
enunuil, 180 yacoB. Y4eOHBIM IJTAHOM MPEAYCMOTPEHBI JIEKITMOHHBIE 3aHATHS (18
yacoB), JjabopatopHbie paboThl (36 yacoB), camocTosATeNbHAs paboTa CTYJIEHTOB
(126 4gacoB, B ToM umciie 36 4acoB Ha MOATOTOBKY K 3K3aMmeHy). JucrurimHa
peanusyercs Ha 2 kypce B 4 cemectpe. PopMa MPOMEKYTOUHOU ATTECTALUU —
DK3aMEH.

Heabro ocBoeHUs TUCHUILTMHBI «be3onacHOCTh HPOPMAIIMOHHBIX CUCTEM U
3a1KTa THPOPMALIMH B CETAX» SABIAECTCA (DOPMUPOBAHHUE Y 00YUAIOLIUXCS CHCTEMBI
3HaHMI B 00JaCTU MH(OPMAIMOHHON 0€30MaCHOCTH M NPUMEHEHHUS! Ha MPaKTUKE
METOJIOB U CPEACTB 3alUThl UHPOPMAIIUH.

3agauM OCBOCHUS TUCITUTIIINHBI:

— chopmMupoBaTh LEIOCTHOE MNPEICTABICHUE O CYIIHOCTH U MOHSITHH
MH()OPMAIMOHHOW OE€30MaCHOCTH, XapaKTEPUCTUKE €€ COCTAaBJISIOLIMX; MECTe
MH(POPMAITMOHHOM O€30MaCHOCTH B CUCTEME HAIIMOHAIBHOM O€30MTaCHOCTH CTPaHBI;
UCTOYHHUKAX yrpo3 MH(GOpPMAIIMOHHONM O€30MacHOCTM W Mepax 1o  HUX
MPENOTBPAIICHUIO; KU3HEHHBIX IUKJIAX KOH(UIEHIIMAIbHOW HWH(OpManuu B
mporiecce ee co3faHus, 00pabOTKH, Tepeaadyd; COBPEMEHHBIX CpeJCTBaxX U
criocobax obecneueHrss HHGOPMAITMOHHON OE30ITaCHOCTH,

— Hay4MTb MPOBOJUTH AHAIM3 YIpo3 HH(POPMALMOHHOW OE30MacHOCTH,
BBITIOJIHATh OCHOBHBIE ATalbl pelIeHus 3a/1a4 MH(POpMaMOHHOM 0€e30MacHOCTU U
3alUThl HHPOPMALIUH,

B pesynpraTe uW3ydeHus JaHHOM AWCIUIUIMHBL Yy  OOYYarOIIMXCS
bopMuUpyIOTCA CEAYIONINE KOMIIETEHIMU.

[IpodeccnonanbHbIe KOMIIETCHIIUHA U MHIUKATOPHI UX JTOCTHUKCHUS:

OcnoBanue (IIC,

3anaua O0BeKT Koa m HammeHOBaHue
Koa u nHamMeHoBanmue AHAJM3 MHBIX
npodgeccHoHaIb WIH . HHIHKATOPA TOCTHKEHHUSI N
. npogeccuoHaIbHOI . TpeOoBaHUIA,
HOi odJs1acTh npodeccuoHATbHOI
KOMITETEH MU NpeabsBIAEMbIX
JAeATEeJLHOCTH 3HAHUS KOMIIETeH N U

K BBIITYCKHHKaM)

Tun 3agaq HpO(l)eCCHOHaHBHOfI ACATCIIBHOCTH Hay"IHO-I/ICCHG,Z[OBaTCHLCKI/Iﬁ

Uccnenopanne | uadopman | [IK-1. Cnocobnocts | I1K-1.1. — 3Haer 06 Ces3p,
MoJieNel 1 WOHHBIE MPOBOJIUTH METOIOJIOTHIO WHPOPMAITMOHHBI




MCTOI0B
nH(pOPMAITHOHH
BIX CHUCTEM U
TEeXHOJIOTHI

CHUCTCMBI U
TCXHOJIOTH
u

HCCIIEIOBAHNS Ha
BCEX ATamnax
YKU3HEHHOTO LUKJIa
WHPOPMALTUOHHBIX
cucTeM

MIPOBEICHUS
HCCIEIOBAHUN B 00J1aCTH
“H(OPMAITMOHHBIX
CHCTEM U TEXHOIOTHI
IK-1.2. — ymeer
BBIOMPATH M IPUMEHSTH
METOAbI UCCIIENOBAHMS Ha
BCEX dTanax >KU3HEHHOT O
[IUKJTa HH)OPMAITMOHHBIX
CHCTEM

I1K-1.3. — Bnameet
HaBBIKAMH TIPOBCICHUS
HCCIIEJOBAHMI Ha BCEX
JTamnax XU3HEHHOIO
UKIIa HHQOPMAIIMOHHBIX
CHCTEM

€ ¥ KOMMYHHKa-
[IMOHHBIE
TEXHOJIOTHH (B
cthepe
WCCIIETOBAHMUA,
pa3paboTKH,
BHEJIPCHUS U
COIIPOBOKACHUS
HH(pOPMAITHOHHBI
X TEXHOJIOTUH U
CHUCTEM)

Tun 3aga4 mpodeccnoHaNbHON AEATENFHOCTH:

IMPOU3BOJACTBCHHO-TCXHOJIO

TUYECKUU

OOGecneuenue
(hYHKITMOHUPOB
aHus 0a3
JAHHBIX,
MIpeIOTBpAIlCH
Ve TIOTePh U
HOBPEXKICHUN
JAHHBIX,
obecrieucHue
WHPOPMAITMOHH
ou
0€e30I1aCHOCTH

0a3bl
JAHHBIX U
XpaHWIUIIA
uHpOp™MAIl
17031

ITIK-3. Crroco6HOCTE
BBIMOJIHATH PabOTHI
110 00€eCIIeYEHHIO
(YHKIIMOHUPOBAHUS
0a3 JaHHBIX U
o0ecrneyeHno ux
WHPOPMALTUOHHON
Oe3omacHoCcTH

IIK-3.1. — 3Haer
MIPUHIIATIEI OpTaHU3AIIH
0a3 maHHBIX, TPEOOBAHUS
UHQOPMAITHOHHON
Oe3oImacHOCTH

[IK-3.2. — ymeer
BBIMOJIHATH PabOTHI 110
00€ecIIeuYeHUIO0
(hyHKIIMOHUpOBaHUS 0a3
JIAHHBIX U 00ECIIEYUEHUTO
uX UHPOPMaAIIMOHHOH
0€e301I1aCHOCTH

T1K-3.3. — Bnaneer
HaBBIKAMM 00ECIICUEHHUS
(hyHKIIMOHUpOBaHUS 0a3
JIaHHBIX,
MIPEIOTBPAIIICHHUS TIOTEPh
Y TIOBPEXJIEHUN JTAHHBIX,
obecneyeHust
UHQOPMAITHOHHON
6e30macHoCTH

06.011
AnMuHHCTpaTOP
0a3 maHHBIX

I. CTPYKTYPA U COJEP)KAHUE TEOPETUUYECKOM YACTHU KYPCA

Paznea

1. IIpaBoBas

OCHOBA

UHPOPMALMOHHBIX cucTeM. (4 yac.)

HH(POPMALIMOHHOH

0e30ImacHoOCTH

[IpeameT, nienu u 3amauv AUCHUILUIUHBI “‘be3omacHOCTh MHGOPMAITMOHHBIX

CUCTEM M 3amuTa nHpopMamuu B ceTsx”’. OCHOBHBIC ONPEICTICHUS M TIOHITHS.

O6mass mpobsiema uWHGOPMAIIMOHHONW 0€30MacHOCTH MH(OPMAIIMOHHBIX

cucreM. JlokrprHa nHdopmanmoHHon 6e3omnacHocT PO.

Paznen 2. UudopmanuoHHass 0e30IACHOCTH M METOJ0JIOTHS 3aIMThI
MH(OPMALMHU B KOPNOPATHUBHBIX cucTemMax (4 4ac.)




Knaccudukanus wuHpOpManuu, IUPKYIUPYIOIMIEH B  KOPIOPAaTUBHBIX
cucremax. MupopMaimonnele pecypchl W HH(pOpManMoHHAas HH(pacTpyKTypa
ceTel, KaK 0OBEKTHI 3aIIUTHI.

Knaccudpukanus  w anamms3 yrpo3 wWHGOPMANMOHHONW OE30MacHOCTH
KOPIIOPATUBHBIM ~ CHUCTEMaM. YPOBHU 3alllUThl HMHQOpPMALMHU: IPABOBOM;
OpTaHU3aIMOHHBIN; alnapaTHO-MPOrPaMMHBII; KpUNTOrpadhUIeCKUN.

Pa3nen 3. Kpunrorpadudyeckue MeToabl 3amuThl HHGopManuu (4 vac.)

Knaccudukanus KpUnTorpapuueckux METO/IOB. TpanuuroHHbIE
(cUMMETpHYHbIE) KPUNTOCUCTEMBbI. biiokoBeie U moTtouHble MHUGPHL. CTOHKOCTDH
KPUNTOCUCTEM. AMeEpHUKaHCKMW  cTaHmapT mudpoBanus gaHHeix  DES.
OteuecTBeHHBIN cTanaapT kpuntorpapuyeckoit 3ammutel ['OCT 28147-89.

AcrMMeTpHUYHBIE KPUIITOCUCTEMBI. Marematnyeckune OCHOBBI
Kpuntorpaduu ¢ oTkpeIThiM KitouoM. Kpunrocucrema RSA. Kpunrocucrema Db
["amans. Kpunrocucremsl 0e3 nepenayu KIrouen.

VYrpasienue kiouamMu. MeToabl TeHEepaluuu, XpaHEHUs U paclpeiesICHUs
kioueid. [Iporokonsl ynpasiaeHus kiaodamu. MHPpacTpyKTypa OTKPBITHIX KIFOUYEH.
[udposeie  ceprudukatel. InekTpoHHas mudpoBas noxamuch (DLII).
OnHoHanpaBieHHas X31I-(PyHKIKS.

Paznesn 4. Metoabl 3alIMThl OT HECAHKUMOHHMPOBAHHOIO [0CTYNa K
HH(OPMALMHU U TEXHUYECKUM pecypcam ceteid (3 yac.)

Nnentudukanus u ayreHTUUKAUS OOBEKTOB ceTH. Maentudukauus u
MOATBEPKACHUE TOJIMHHOCTU TMojab30BaTeneil certu. [IpumenHeHue maponenn u
OMOMETPUYECKUX CPEICTB ayTeHTH(UKAWK moib3oBaTeneil.  [IpoTokosnsl
B3aMMHOUN MPOBEPKH MOJIMHHOCTH OOBEKTOB CETH.

Me:xcereBoe KpaHUPOBAHHE. [TpuHLIHUTIBI MOCTPOEHUS U
GYyHKIIMOHUPOBAHUS  MEXCETeBhIX dKkpaHoB (MD). Kmaccudpukamms MDO.
Oco0EHHOCTH MEKCETEBOTO IKPAHUPOBAHMSI HA PA3IMYHBIX ypoBHAX Mojaenu OSl.

Obecnevenue ea0CTHOCTH HHGopMalK. AyTeHTU(DUKAIUS THPOPMALIMK U
OUII coobmenuit. OpHoHanpaBieHHble xom-QyHkiuu. Koxabl  mpoBepku
MOJITMHHOCTH MH(OpMAaIIHH.

CpenctBa aHTHUBUpYCHOW 3amuThl. Kimaccudukamnuss BHPYCOB M CPEACTB
3alUThl. BUIbl aHTUBUPYCHBIX MPOrPAMMHBIX NPOAYKTOB. XapaKTepUCTHKA
HauboJiee MOMYJISIPHBIX aHTUBUPYCHBIX TTAKETOB.

Paznen 5. ApxuTekTypa W MeTOAbl OPraHM3alMM CHCTEM 3aIUTHI
uHdopmanmu. (3 yac.)



ApxutekTypa cuctembl 3amuThl nHGopmanmu (C3U1). Dtansl co3panus C3U.
Bunbr o6ecrieuenuss C3U. [Mpuniunsr pazpadorku C3H.

Crenmanu3upoBaHHbIE  MPOTpaMMHO-aIMapaTHbIE  CPEACTBAa  3aIUTHI
uHpopMarmu. CpenctBa U MeXaHH3MBI OOecreueHus: Oe30MacHOCTH CETEBOTrO
obopynoBanus Cisco systems. Cepsepsl goctyna (6panamayspsi) Cisco ASA5500.
CpenctBa oOHapy>kenus Bropskeruit IDS 4200.

Il. CTPYKTYPA U COJIEP)KAHUE MPAKTUYECKOM YACTH KYPCA
N CAMOCTOSTEJIBHOM PABOThI

JlaGoparopHsbie padoTsl (36 yac.)

Padora 1. Anaau3 puckoB nHpopMmanuonHoii 6e3onacuoctu (12 yac.)

O3HAaKOMUTBCA C QITOPUTMAMH  OIICHKA puUCKa HHOOPMAIMOHHON
oe3onacHoctu. M3yunts 'OCT P UCO/MBOK TO 13335-3-2007 «METOAbI U
CPEIACTBA OBECIIEHEHUA BE3OITACHOCTU. UYacte 3 «Metoabl
MEHEIP)KMEHTa 0€30MacHOCTH MH()OPMALIMOHHBIX TEXHOJOTHI. [Tonb3ysich oqHUM
13 METOJOB (CM. BapuaHT) npeaioxeHHbix B [Ipunoxkennn E 'OCTa npousBenure
OILICHKY PUCKOB HH(POPMAIIMOHHOM 0€30M1acCHOCTH.

PabGora 2. OOecneuenue MHGOPMANMOHHON 0€30MACHOCTH B BeayHIHUX
3apy0e:kHbIX cTpaHax (12 yac.)

O3HaKOMIIEHHE C OCHOBHBIMU IPHUHIMIAMHU oOecrieyeHus: MH(pOpMaMOHHON
0€30MacHOCTH B BEIyIIHNX 3apyOeKHbIX cTpaHaxX. [IoAroToBUTH KpaTKuil TOKIa] 10
3aJlaHHOMY BONpPOCY (CM. BapuaHT), HCHOJb3YyS JOCTYIHBIE HWCTOYHHKHU
uH(popManuu.

PaGora 3. IlocTpoeHne koHuenuuu HHGOPMANMOHHON 0€30MACHOCTH
npexnpusitus (12 gac.)

3HAKOMCTBO C OCHOBHBIMM MNPUHLHIIAMH NOCTpoeHus KoHuenuuu Wb
NPEANpUATUS, C YYETOM OCOOEHHOCTEH ero MH(pOpMAMOHHOW UHPPACTPYKTYPHI.
Hcnonb3ys npeasioxkeHHble 00pasiipl, pa3padoTaTh KOHIENIUI0 HHPOPMALIMOHHOM
0e30MacHOCTH KOMITaHUH.

CamocrosiTeJibHast padora (126 yac.)

Ne | Bun camocrositensHOM paboTsl | [lata/cpoku IIpumepHsbIe ®opMa KOHTPOJIA
n/m BBIITOJTHEHUS HOPMBI  BPEMEHH
Ha BBINIOJIHEHHE
1 IIpenmer, nenu u 3ana4u 1-4 Henens |20 gac. I1P-9
JTUCIUIUINHEL “be3omacHoCTh 00y4enus
UH(OPMALMOHHBIX CUCTEM H
3anuTa HHOOPMAIIUH B CeTAX .




OCHOBHEBIE OTIpeNeNeHUs U
rorsTusA. Oo1mas mpodiaema
WHPOPMALMOHHON 0€30MacHOCTH
MH(OPMAITMOHHBIX CHCTEM.
JlokTpuHa HHPOPMAITHOHHON
6e3omacHoctu PO.

2 Knaccupukanus napopmanmm, 5-8 nenens | 20 gac. I1P-9
LMPKY/IUpPYIOLEH B o0ydeHus
kopropatuBHbIX cuctemax OXKT.
HNndopmanmoHHble pecypchl U
WHPOPMALTUOHHAS
nH(ppacTpykrypa cereid OXKT kak
00BeKTHI 3amuThl. Kimaccudukarmms
U aHaIM3 yrpo3 MHYOPMaIIMOHHOM
0€301acHOCTH KOPITOPATHBHBIM
cucTeMaM. YPOBHHU 3aILUTHI
WHPOPMAIUK: TPaBOBOM;
OpI‘aHI/I?,aHI/IOHHBII‘/'I; arrmapaTHo-

pOrpaMMHBIi;
KpUnrorpadu4ecKuil.

3 ApPXHUTEKTypa CUCTEMBI 3aIIUThI 0-18 Henens |50 yac. I1P-9
nHpopmaruu (C3U). Drans 00yueHus

co3nanust C3U. Bunsl
obecnieuenust C3U. [MpuHnumer
paspabotku C3U. Cpencra
AHTUBUPYCHOM 3aIIUTHL.
Knaccudukanus BupycoB u
CPEJICTB 3allUThI

4 [Toxroroska K 5K3aMeHy Ceccus 36 yac. JK3aMeH

III. YHEBHO-METOANYECKOE OBECIIEYEHHUE
CAMOCTOSATEJBHOMN PABOTHI OBYUAIOIIIUXCS

3aI[aHI/IH AJIA CAaMOCTOATCEJIBbHOI'0O BBINNOJITHCHUSA

1. 3HaKOMCTBO C pEKOMEHJOBAHHOW HAYYHOM U HAyYHO-NOIYJISIPHON
JUTEpaTypoir To TmpobieMaM HWHGOPMAIMOHHONW O€30MacHOCTH H  3alllUuTe
uHpopManuu.

2. CocTaBneHue TJIOCCapysi TEPMHUHOB.

3. 3HaKOMCTBO C IIUPOKO MPUMEHSIEMBIMHU MPOTrPAMMHBIMU MPOTYKTAMHU
3alUThl HHPOPMALIUH.

3. Pemenue 3amay no aHanuzy yrpo3 HHGOPMAIIMOHHON 6€30MaHCOCTH.

4. Pa3zpaboTka mporpaMM U KOHIEMui 3amutel b npeanpusrtus.

Pexomenganum no padore c Jqureparypoii
s 6onee 3p(HEeKTUBHOTO OCBOEHHUS M YCBOEHHUS MaTepHalla peKOMEHIYeTCs
O3HAKOMUTHCSI C TEOPETUYECKUM MaTepHalioM IO TOW WM HWHOM TeMe [0



npoBeneHust gaboparopHoro 3aHsATHS. Bcio ydeOHyio luTepaTypy KenaTelibHO
U3y4aTh «I0J] KOHCTIEKT».

[{enr HamucaHWss KOHCIIEKTA MO JAWCIHUIUIMHE — C(HOPMHPOBATH HABBIKU I10
MIOKCKY, OTOOPY, aHaTu3y ¥ (OPMYITUPOBAHHUIO Y4EOHOTO MaTepraa.

PabGoTy c TeopeTMueckuM MaTepHaioM MO TEME MOKHO MPOBOAUTH IO
CJIeIyIOLIEH cXeme:

- Ha3BaHUE TEMBI;

- LIeJIM ¥ 33]1a4¥ U3yUYEHUS TEMBIL;

- OCHOBHBIC BOIIPOCHI TEMBI;

- XapaKTepUCTUKA OCHOBHBIX TOHITHH W OMpENeTeHUH, HEOOXOAUMBIX IS
YCBOCHUS IAHHOMW TEMBI;

- KpaTKue BBIBOJIbI, OPUEHTUPYIOIIME HA OMPEAENICHHYI0 COBOKYITHOCTb
CBEJICHUM, OCHOBHBIX HJCH, KIIOYEBBIX TOJOKEHHUM, CHCTEMY J0Ka3aTesIbCTB,
KOTOpbIE HEOOXOJIUMO YCBOUTb.

[Ipu pabGoTe Haa KOHCIEKTOM O0053aTEIbHO BBISBISIOTCS M OTMEUYAIOTCS
TPYAHBIE I CAaMOCTOSTEILHOTO W3YyYEHHUS BOIPOCH], C KOTOPBHIMH YMECTHO
oOpaTUTBCSA K TIPENOMABATEII0 TMPU TIOCCIMICHWH KOHCYNbTAIlMi, 1100 B
WHIUBUTyJTBHOM TTOPSIZIKE.

IToaroroBKa K NpaKTHYECKUM 3aHATHSAM

[ToAroTOBKY K KaXIOMy NPAaKTUYECKOMY 3aHSITHIO KaXKIbId CTYIEHT JOJDKEH
Ha4yaTh C M3YYEHHS TEOPETUYECKOTO MaTepHalia M O3HAKOMIICHHs C IUIAHOM,
KOTOPBIN OTpa)aeT COJAEp)KaHHE MPEJIOKEHHON Tembl. Bce HOBbIE MOHATHS MO
U3y4aeMoil Teme HeoOXOIMMO BBIyUYUTh HAU3YCTh U BHECTH B TJIOCCAPUid, KOTOPBIN
1€J1eCO00pa3HO BECTH C CAaMOT0 Hayasla u3ydeHus Kypca. Pe3ynbrar Takoil paboThl
JOJDKEH TPOSIBUTHCSI B CIHOCOOHOCTH CTyA€HTa CBOOOJHO OTBETHTHh Ha
TEOPETHUYECKHE BOINPOCHI 1O TEME€ 3aJaHus, NPABWIBHOM BBIIOJHEHUN
n1abopaTopHOIl pabOTHI.

B nporiecce 3aHATUS CTYIEHT JOJKEH CO3/1aTh TPEOYEMbIi TOKYMEHT C TIOMOIIbIO
IpeajiaraeMoro MporpaMMHOTO CpPEJCTBA U BBINOJIHUTH TpeOyemble B 3aJaHUU
oreparyu. 3agaHue 1o J1abopaTopHOH paboTe CONECPKUT METOAUYECKHUE YKA3aHUs
10 TMOATOTOBKE JOKYMEHTa, KOTOpPBIM JOJKEH OBITh MOJY4YeH B pe3yJibTare
BBINIOJIHEHUS padoThl. Ilpu moaAroToBke K jgabopaTopHOl paboTe cleayer ux
BHHUMATEJBHO MPOYECTb.

MeToanyecKkue yKa3aHus K COCTABJIEHHUIO I10CCAPUS
['moccapuii oxBaThlBaeT TEPMHHBI B paMKaX TEMaTHKH, 3aTparuBaeMou B
nexkuusix. ['moccapuii noipkeH conepxkaTh He MeHee 50 TepMHUHOB, OHHM JIOJKHBI
OBITH MepevrciieHbl B an(aBUTHOM MOpsIKe, coOmoaeHa HyMmepanus. ['noccapuit



JIOJDKEH OBITh O(hOpPMIIEH MO MPUHIUITY pedepatuBHON pabOThl, B 00s13aT€ILHOM
MOPSAJKE MPUCYTCTBYET TUTYJIbHBIN JUCT U Hymeparus crpanuil. O0bemM padoTh
noipkeH coctaBisAith 10-15 crpanun. TmarensHO NpopaOOTaHHBIA Trioccapuid
oMoraeT u30exarb pa3HOUTECHUI U TOMOYb YTIyOJICHHOMY U3YYCHHIO MaTepHaa.
['moccapuu MOTYT COZIEpKaTh OTNIETbHBIE CIIOBA, (Ppa3bl, aOOpeBUATYPHI, CJIOTAHBI U
JTaXke 1eJIble MPEe/TI0KEHUS.

KpuTtepun o11eHKH 0TYETOB MO MPOEKTAM

— 100-86 6ay1s10B BBICTABIIACTCS, €CIIU COJIEPIKAHUE U COCTABJISIONINE YaCTU
COOTBETCTBYIOT BBIJJaHHOMY 3aj/1aHuI0. [Ipo1eMOHCTpUPOBAHO BiIaICHUE HABBIKAMHU
MOJATOTOBKM JOKyMeHTa Mo TeMe. DakTUuecKuxX OIMMOOK, CBS3aHHBIX C
MOHUMAHUEM CTPYKTYPBI U COICPIKAHUS 3a/IaHUsI HET.

— 85-76 - GaIoB BBICTABISIETCS, €CIIU NP BBITIOJHEHUH 3aJJaHUs TOMYIIICHO
He OoJiee oHOM ommOku. [IpoeMoOHCTpUPOBAaHO BaJIeHNE HaBbIKAMHU MOJTOTOBKHU
JTOKyMeHTa 1Mo TeMe. DaKTHIeCKUX OMMOOK, CBA3aHHBIX C TOHUMAHUEM CTPYKTYPBI
U COJIepKaHUs 3aJlaHus HET.

— 75-61 Gam BBICTABIIAETCS, €CJIA MPU BBINOJHEHUH 3aJaHUS JOIMYIIEHO HE
O0onee nByx omubOok. I[IpoleMOHCTpUPOBAHO 3HAHWE W BIAJICHUE HABBIKAMHU
MOATOTOBKHU JIOKyMeHTa mo Teme. JlomyieHo He Oojnee 2 omuOOK, CBA3AHHBIX C
MTOHUMAHUEM CTPYKTYPBI U COICPKAHUS 3aTaHUS.

— 60-50 GamioB - eciu CTPYKTYypa U COJIepIKaHue 3aJ]aHusl HE COOTBETCTBYIOT

TpeOyeMbIM.
IV. KOHTPOJIb JOCTU/KEHUSA LHEJEN KYPCA
No Kontponupyemsie Konbr u aTamns: O1eHOYHbBIE CPENICTBA - HANMEHOBaHNE
/Tl | pa3lenbl/TeMbl JUCIUTUINHBL (hopmupoBaHus
KOMIIETEHIIUH
TEKYLH KOHTPOJIb | IPOMEXKYTOUHAs
aTTecTauus

1. | lIpenmer, uenw u 3aga9u [IK-1 3HaeT | YCTHBIA ompoc | 3a4eT
TUCITUTUINHEI “be3omacHoCcTh IK-3 (cobecenoBanme)
WH(POPMALMOHHBIX CUCTEM U
3ammTa HHQOpMAaLKHU B CeTIX .

OcHOBHBIE onpeieNIeHus ’
nonsaTus. OOmas npobiema
UHPOPMALTMOHHON
Oe3onacHocTH
WH(POPMAITMOHHBIX CHCTEM.
JokTpuHa nHpOPMaLMOHHON
6e3onacHoctu PO.

2. | Knaccudurkanus napopmanny, | T1K-1 3HaeT | YCTHBII OTIpoC | 3a4eT
APKYJIHPYIOIICH B IK-3 (cobecenoBanme)
KOPIIOPAaTUBHBIX CUCTEMAX Ymeer | UHauBUAyanbHBINA
OXT. MadopmannoHHbIC BJIAJIEET | IIPOEKT
pecypchl U HHGOpMaIMOHHAs




uHdppacTpyktypa cereid KT
KaK OOBEKTHI 3aIINTHL
Knaccuduxkarus u anamus
yrpo3 HH(HOPMAIMOHHOMN
Oe3omacHOCTH
KOPIIOPATUBHBIM CHCTEMaM.
YpoBHHU 3a1IUThI
nH(GOpPMAIUH: PABOBOM;

OpraHu3alMOHHbIN;
anmnapaTHO-TPOTrPAMMHBIH;
KpUnTorpaduIecKuii.

3. | ApXHTEKTypa CHCTEMBI IIK-1 3HaeT | YCTHBIH ompoc | 3a4eT
3amuThl nHGopmanmu (C3N). I1K-3 (cobecenoBanme)
Otansl co3ganug C3U. Bunsl Ymeer | UnnuBuayanbHbIN
obecneuenust C3U. [Ipununmns BJIJICET | MPOEKT

paspabotku C3U. Cpencraa
AHTUBUPYCHOM 3alllUTHI.
Knaccudukanus BupycoB u
CPEACTB 3aILUThHI

V. CIIMCOK YUYEBHOM JIUTEPATYPbHI U UHOOPMAIIMOHHO-
METOINYECKOE OBECIIEYEHHUE JUCHUIIJINHBI

OcHoBHas JquTEepaTypa
(2/1eKmpoHHble U neYamHvle U30aHUs1)

1. bapanoBa, E. K. MHWuHpopmaunonHas Oe30macHOCTb U  3alIuTa
undopmaruu : yuebnoe nocooue / E.K. bapanoa, A.B. babam. — 4-¢ uzn.,
nepepab. u gon. — Mockpa : PUOP : UHOPA-M, 2021. — 336 ¢. — URL:
https://znanium.com/catalog/product/1189326

2. bproxomunxkuit, FO. A. be3onacHocTh nH(pOPMAIIMOHHBIX TEXHOJIOTHIA. B
2 yactax. Y.1 : yue6Hoe mocobue / FO. A. bproxomuukuii. — PocrtoB-Ha-/{ony,
Taraunpor : UzpatensctBo KOxHOTO eaepanbHOro yHuBepcutera, 2020. — 171 c.
— URL: https://www.iprbookshop.ru/107943.html

3. Hudopmarmonnas 6e30MacHOCTh U 3amuTa HHGOPMAIHIH [ DIICKTPOHHBIH
pecypc] : yue6. mocobue / bapanosa E.K., ba6am A.B. — 4-e u3a., nepepal. u jor.
— M. : PUOP : HH®PA-M, 2019. — 322 c¢. — Pexum pocrymna:
http://znanium.com/catalog/product/1009606

4. TletpoB, A. A. KommnbrorepHas Oe3omnacHocTh. Kpuntorpaduueckue

METOJbI 3amuThl [DnekTpoHHbId pecypc] / A. A. IlerpoB. — Capartos
[IpodgobpazoBanue,  2017. — 446 C. —  Pexum  poctyma:
http://www.iprbookshop.ru/63800.html

5. Cysopogna, I'. M. Undopmarninonnas 6€30macHOCTh : yueOHoe mocooue /
I'. M. CyBopoBa. — Caparos : By3zoBckoe oopazoBanue, 2019. — 214 ¢. — URL:
https://www.iprbookshop.ru/86938.html



https://znanium.com/catalog/product/1189326
https://www.iprbookshop.ru/107943.html
http://znanium.com/catalog/product/1009606
http://www.iprbookshop.ru/63800.html
https://www.iprbookshop.ru/86938.html

6. Csrues, 0. H. 3amura undopmanmum u nadhopmanonHas 6€301macHOCTh
: yuebHoe nmocodbue / FO.H. CpiueB. — Mocksa : UH®PA-M, 2021. — 201 c. —

URL: https://znanium.com/catalog/product/1013711
/. ®umunmoB, b. W. MHWudopmanuonnas O6e3onacHOCTb. OCHOBBI

HAJIC)KHOCTH CPEJICTB CBA3M [DNIeKTPOHHBIN pecypce] : yueOnuk / b. Y. ®ununmos,
O. I'. llepctueBa. — Caparos : Aii [1lu Op Meaua, 2019. — 227 ¢. — Pexum
noctyma: http://www.iprbookshop.ru/80290.html

8. Illlambrun, B. ®. WudopmanumonHas Oe30mMacHOCT, U  3allUTa

uHpopMmaruu [DnekTponuslii pecypc] / B. ®. IHawerun. — CaparoB
[IpodpobpazoBanue, 2017. — 702 ¢. —  Pexum  poctyma:
http://www.iprbookshop.ru/63594.html

9. Ilanbrun, B. ®@. 3amura xommnbsroTepHoit nHbopmaruu. IddeKTuBHbIC
MeTosl u cpeactsa / B. @. [llanprun. — 2-¢ uza. — Caparos : [IpodobpazoBanue,
2019. — 543 c¢. — URL: https://www.iprbookshop.ru/87992.html

JlonoJIHUTeIbHASI JIUTepaTypa
(271eKmpoHHble U nevamuvle U30aHus1)

1. Aunekcees, A. I1. MHOroypoBHeBas 3amura nHGopManuu [ D1eKTPOHHBIN
pecype] / A. II. AnekceeB. — Camapa : [loBomkckuit rocyaapCTBEHHBIM
YHUBEPCUTET TEICKOMMYHHMKaAIMi u uHpopmaruku, 2017. — 128 ¢. — Pexum
noctyna: http://www.iprbookshop.ru/75387.html

2. bacems, E. A. CucremHOe agMUHUCTPUPOBAHME U WH(OpMAIMOHHAS

oe3onacHocTh : yueOHoe mocodbue / E. A. baceiHa. — HoBocubupck
HoBocubupckuii rocygapcTBEHHBIM TEXHHUECKU yHUBEepcuTeT, 2018, — 79 €. —
URL: https://www.iprbookshop.ru/91423.html

3. bemsxos, C. JI. OcHOBHI pa3paOOTKH IporpamMm Ha s3bike C++ 1i1st cuctem

uHdopmarmoHHon Oe3omnacHoctH : yueOHoe mocobume / C. JI. benskos, A. B.
boxentok, M. B. Iletpsiea ; FOxHbiii deaepanbHbiii yHUBEpCUTET. - PocToB-Ha-
Hony ; Taranpor : U3natensctBo IOxHOTO (henepanpHOro yHusepcuteta, 2020. -
152 c. - URL: https://znanium.com/catalog/product/1308353

4. bexpoy3, A. Kpunrorpagus u Oe3omacHOCTb ceTeil [DIEeKTPOHHBIN
pecypc] : yaebHoe nocooue / dopoyszan A. bexpoys ; nmox pen. A. H. bepnun. —
MockBa, CaparoB : WutepHer-Ynuepcuter MHpopMannoHHbIX TexHoIOrun

(MHTYUT), Bysosckoe obpaszoBanme, 2017. — 782 c. — Pexum pocryna:
http://www.iprbookshop.ru/72337.html
5. buprokos, A. A. MadopManrmoHHas 6€30IMaCHOCTh: 3allluTa U HamaJAcHUue

[DnexTpoHHBIN pecype] / A.A. buprokos. - 2-e u3ja., nepepad. u gom. - Mocksa :
JAMK IIpecc, 2017. - 434 C. - Pexum JOCTyIa:
http://znanium.com/catalog/product/1028060
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6. Bborymsckas, H. A. Monxenu 6e30macHOCTH KOMIIBIOTEPHBIX CHUCTEM :
yaeoHoe mocobue / H. A. borynbsckas, M. M. Kydepos. - Kpacnosipck : Cub. denep.
yH-T, 2019. - 206 c. - URL.: https://znanium.com/catalog/product/1819309

7. bommapenko, M. C. Mertonsl u cpencTtBa 3amuThl WHOpMAIUU

[DnekTpoHHBIN pecypc] : nmaboparopubiit ipaktukym / M. C. bounapenko, FO. B.
Hemunmua. — M. : Uznarensckuit Jlom MUCuC, 2018. — 32 ¢. — Pexum
noctyma: http://www.iprbookshop.ru/84413.html

8. I'pumuna, H. B. OcHoBBI HH(OpMAIIMOHHON 6€30MaCHOCTU NIPEANPUATHS
: yueoHOoe mocodue / H. B. I'pummmna. - Mocksa : UHOPA-M, 2021. - 216 c. - URL:
https://znanium.com/catalog/product/1178150

9. T'pummna, H. B. OcHOBHI ynipaBieHus nH(pOpMamoHHOH 0€30MacHOCTHIO
: yueOHO-MeTommueckoe nocooue / H.B. I'pumnna. — Mocksa : UHOPA-M, 2021.
— 99 c. — URL: https://znanium.com/catalog/product/1859951

10. Kpunrorpaduyeckue Metoas! 3amuThl uHGopManuu. T.1 [DnekTpoHHbBIN
pecypc] :Yu.-meroa.noc./ babam A. B., 2-e u3a. - M.: U1l PUOP, HUL] MTH®PA-
M, 2019. - 413 c. - Pexxum noctyna: http://znanium.com/catalog/product/1022055

11. Kpsuios, I'. O. Ilouatuiinbiii annapatr nHGOPMAMOHHOW 0€3011aCHOCTH

[OnexTponHbIil pecype] : cmoBapb / I'. O. Kpsuios, C. JI. Jlapuonosa, B. JI.
Huxutnna. — MockBa, CapartoB : Bcepoccuiickuil rocy1apCTBEHHbIM YHUBEPCUTET
toctuninu (PTTIA Muntocta Poccun), Ait [Tu Op Menua, 2016. — 343 ¢. — Pexum
noctyna: http://www.iprbookshop.ru/64306.html

12. Hukudopos, C. H. 3amura undopmaruu. [laponu, ckpeiTue, yaaaeHue
JTAHHBIX [DneKTpoHHBIN pecypc] : yueOHoe nocodue / C. H. Hukudopos, M. M.
PomananoB. — CIIO. : Cankr-TleTepOyprckuii TocyJapCTBEHHBI apXUTEKTYPHO-
ctpoutensHbiii yauBepcurer, ObC ACB, 2017. — 108 c¢. — Pexum nocryna:
http://www.iprbookshop.ru/80747.html

13. Iletpenxo, B. W. 3anura nepcoHaIbHBIX JaHHBIX B WH()OPMAITMOHHBIX

cuctemMax [DNneKTpoHHBINA pecypc] : maboparopHsiii mpaktukyMm / B. U. Ilerpenko,
N. B. Manapuna. — CraBpornonis : CeBepo-KaBkasckuii ¢denepanbHbIN
YHUBEPCUTET, 2018. — 118 C. — Pexum JNOCTyTa:
http://www.iprbookshop.ru/83198.html

14. TIporpammHoO-anmapaTHble CPEICTBA 3aUUThl HTHPOPMALIMOHHBIX CUCTEM
[DnexTpoHHBIHN pecypc] : yueoHoe nocodue / FO. FO. I'pomos, MBanosa O. I'., K. B.

Crapony6oB, A. A. KaapikoB. — TamboB : TamOOBCKMii TOCYIapCTBEHHBIN
texuudyeckuii yauBepcuter, ObC ACB, 2017. — 193 c¢. — Pexum noctyma:
http://www.iprbookshop.ru/85968.html

15. PepnuBbix, A. B. MHdopmanronHas 0e30MacHOCT, B OpraHU3AIUAX :
yuebHoe nocobue / A. B. PeBauBbix. — Mocksa : A#i [Tu Ap Mexaua, 2021. — 83
c. — URL.: https://www.iprbookshop.ru/108227.htmi
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16. Coiues, 10. H. Cranmaptsl nHQOpMaIIMOHHOW 0€30MacHOCTH. 3alluTa U
00paboTka KOH(PUIACHIIMAIBHBIX JOKYMEHTOB : yueOHoe mocodue / FO.H. CprueB. —
MockBa : NH®PA-M, 2021. . 223 C. - URL.:
https://znanium.com/catalog/product/1189349

17. ®omumn, 1. B. UadopmarninonHas 6€301acHOCTh U 3aliuTa HHGQOPMAIIUN:

CTICIIMATU3UPOBAHHBIC aTTECTOBAHHBIE MPOTPAMMHBIC M MTPOrPAMMHO-allapaTHbIC
cpelcTBa [ DNeKTpOHHBIN pecypc] : yueOHo-MeToauueckoe nocodue / 1. B. ®omun.
— CaparoB : By3oBckoe oOpazoBanue, 2018. — 218 ¢. — Pexum nocrymna:
http://www.iprbookshop.ru/77317.html

18. llunoB, A. K. VYnopanenne wHOOPMAMOHHON 0€30MaCHOCTHIO
[DnexTpoHHBIHN pecypc] : yueObHoe mocodue / A. K. I1Iunos ; FOxubI GeaepaibHbIii

yHuBepcuteT. - PocroB-Ha-Jlony ; Taranpor : MW3parensctBo FOxkHOrO
dbenepanpHoro  yHmBepcutera, 2018. - 120 c¢. - Pexum pgocryna:
http://znanium.com/catalog/product/1021744

HopMmaTuBHO-IpaBOBbIe MATEPHUAJIBI
1. ®enepanbuslii 3akoH Poccuiickoit @eaepannu ot 27 uronst 2006 r. N 149-
®3 «O6 undopManyu, UHPOPMAITMOHHBIX TEXHOJIOTUAX U O 3aIIUTEe UHPOPMAITUN
www.consultant.ru
2. ®enepanbubliii 3akoH Poccuiickoit deneparyu ot 27 uronst 2006 1. N 152-
®3 «O mepcoHaNbHBIX JaHHBIX» WWW.consultant.ru

Ilepeuenb pecypcoB HHGOPMALMOHHO-TEJIEKOMMYHUKAIIUOHHOM ceTH
HNurepuer
1. http://www.securitylab.ru/ Cexropuru 51a6.
2. https://www.anti-malware.ru/ MuadopmaimoHHO-aHATTUTHYECKUI TIECHTP,
MOCBSIIEHHBIN  WH(OpManmoHHOW ©Oe3omacHocTH.  Anti-Malware mpoBoauT

CpaBHUTEJIbHBIC TECTHI AHTUBUPYCOB, MMyOJIUKYET aHATUTHYECKHUE CTaThU, SKCIIEPTHI
OPUHUMAIOT y4acTUeE B IUCKYCCUSX Ha (hopyme.

3. https://geektimes.ru/hub/infosecurity/  Tlomymsipublii  xab  caiita
geektimes.ru po nHGOPMALIMOHHYIO 0€30MaCHOCTh. JeCSITKHU ThICSY TMTPOCMOTPOB

cTaTei, NyOJMKAaIlM¥M O HOBHHKAX HWHAYCTPUH W aKTHUBHOE OOCYXJICHHEC B
KOMMEHTapHsX.
4. http://safe.cnews.ru/ Pa3genmr HOBOCTHOrO WM3JaHUS O  BBICOKHX

texHosmorussx CNEWS, mnocBsmieHHbpli  MHPOPMAIMOHHOW  O€30MacHOCTH.
[TyOmuKyrOTCS HOBOCTU U OKCTIEPTHBIE CTAThH.

5. http://www.is027000.ru/  Huatepuer-nopran ISO27000.RU — 310
omanaka g oomenus coeruanuctos mo UMb, Ecte TemaTrmueckuii karaigor

CCBUIOK Ha pecypcChl 110 MHGOPMAIIMOHHON 0€30MaCHOCTH U 3alllUTe WH(POPMALIUU.
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HepequL l/IH(l)OpMaIII/IOHHLIX TEXHOJIOTUH U nmporpaMmmMHoOro o0ecrneueHus

Jlekunun MPOBOASTCA C WCMOJIB30BAHUEM IMPOECKTOPAa U MYJIBTUMENUWHOTO
KOMIUIEKCA IS TPOBEACHUS JIEKIMU BHYTPEHHEW cucteMbl mnoprana BOY.
[IpakTHuecKkne 3aHATHS MTPOBOAATCA B CIEIUATU3HUPOBAHHOM KOMIBIOTEPHOM

kiaacce. JIst COCTaBIEHUS JOKYMEHTAIMU HCIIOJIb3YETCS TEKCTOBBIN IPOIIECCOP
(LibreOffice mu MicrosoftWord).

VI. METOAUYECKHUE YKA3ZAHUSA 110 OCBOEHUIO IUCHUITJINHBI

JucuuniauHa u3y4daeTcss B CIEIYIOIIMX OpraHM3allMOHHBIX (opMax:
JIEKIIMOHHOE 3aHATHE; IIPAKTUYECKOE 3aHATHE. CaMOCTOATENIBHOE W3YUYEHHUE
TEOPETUYECKOI0 MaTepuaia; CaMOCTOSTEIbHOE BBIIIOJHEHUE WHIWBHUIYaJIbHOIO
IIPOEKTa; UHAUBUAYAJIBHBIE U TPYIIIOBBIE KOHCYJIBTALIUH.

OcHOBHOI1 (hOpMOI CAMOCTOSATENBHOM pabOTHI CTYACHTA SIBISETCS U3yYEHUE
KOHCITEKTa JIEKIIMI, UX JOTIOJIHEHUE PEKOMEHIOBAHHOM JINTEPATYPOU, BBITIOJTHEHUE
IIPOEKTa, a TAK)KE aKTUBHAs paboTa Ha JTa0OPATOPHBIX U MPAKTUUECKUX 3aHATHUSX.

K nmpocnymuBaHuio JeKIUU CIEAYeT TOTOBUTHCS, Uil 3TOT0 HEOOXOAUMO
3HaThb IPOrpaMMy Kypca M PEKOMEHIOBAaHHYIO JdTeparypy. Torma B Ipouecce
JIEKIUY JIETYE OTACIIUTH TJIABHOE OT BTOPOCTENEHHOI0, JIEr4e COPUEHTUPOBATHC:
4TO 3amucarh, YTO CaMOCTOSTEIBHO MPOpadOTaTh, YTO SIBJISETCS TPYAHBIM JIs
ITOHMMAHMS, & YTO JIETKO YCBOUTD.

KoHTposib 32  BBINIOJIHEHHMEM  CaMOCTOSITENBHOW  pabOThl  CTyAEHTa
MPOU3BOAMTCS B BHJAE KOHTPOJS KAXKIOTO I3Tama padoOThl, OTPAKEHHOIO B
JOKYMEHTAIMU U 3aILUTHI IPOEKTA.

CryneHT JOJDKeH IUIAaHUPOBaTh TIpaHUK CaMOCTOSATENbHONM padoThl IO
JUCUUIUIMHE U PUIEP)KUBATHCS €T0.

Vil. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE
JANCIUIIJIMHBI

Jlnst mpoBeneHHUs Y4YeOHBIX 3aHATHH 10 AWCIUIUIMHE, a TaKke JUIs
OpraHW3allid CaMOCTOSATEIHLHON pPabOThI CTyJAEHTaM JIOCTYIHO CIEAYIoIIee
1abopaTopHOE o0opynoBaHue u CIIeIIMaIN3uPOBAHHBIC KaOMHETHI,
COOTBETCTBYIOIINE JICHCTBYIOMIUM CAHUTAPHBIM U MPOTUBOIIOXKAPHBIM HOpMaM, a
Tak)ke TPEOOBAHUAM TEXHUKH 0€30MTaCHOCTH TIPH MPOBEJACHUU YUYSOHBIX M HAYYHO-
MIPOU3BOJICTBEHHBIX PabOT:



HaumenoBanue 060pya0BaHHBIX
IIOMEIIECHUN U ITIOMENIECHUHN 11
CaMOCTOSITEIIbHOU PabOTHI

[TepeueHb OCHOBHOTO 000PYAOBaHUS

BiaguBocTok, 0. Pycckui, 1.
Asixe 1.10, kopryc L, ayn. L 565
yueOHas ayJUTOpHs 1715
MPOBEJICHUS 3aHATUN
JEKIIMOHHOI'O TUIIA, 3aHITHI
CEMHHAPCKOI0 TUIIA, TPYIIIOBBIX
Y UHIUBUYAJIbHBIX
KOHCYJIbTALIUH, TEKYILErO
KOHTPOJIA U TPOMEKYTOUHON
aTTecTaluu

MynbpTUMeEaNITHOE 000pYI0BaHHE:
JKK-mmanens 47", Full HD, LG M4716 CCBA - 1 1ur.
[TapThl U cTyBA

Bnagusoctok, o. Pycckui, m.
Asixe 1.10, kopryc L, ayn. L 507
CIIeMaJIu3UpOBaHHAA
naboparopus kadenpsr KC:
JlaGopaTtopust
MHUKPOIPOLIECCOPHOU TEXHUKHU

Crennaxku, CTOJBI U CTYJIbS
MynpsTumenuitnoe obopynosanue: npoexkrop BENQ CHI100,
HoyTOyKk ACER ASPIRE TimeLine 3495

YuraneHble 3asbl Hayunou
oubmuoreku [IBOY ¢
OTKPBITBIM JOCTYIOM K (DOHTY
(xopmyc A - yposeHb 10)
YuebHas ayuTopus 1is
MPOBEJICHUS CAMOCTOSATEIILHOM
paboThI ¥ NOATOTOBKHU K
JK3aMEHY

Momno60x HP ProOme 400 All-in-One 19,5 (1600x900),
Core i3-4150T, 4GB DDR3-1600 (1x4GB), 1TB HDD 7200
SATA, DVD+/-RW,GigEth,Wi-Fi,BT,usb kbd/mse,Win7Pro
(64-bit)+Win8.1Pro(64-bit),1-1-1 Wty CxopocTs g0ocTyIa B
Hurtepuer 500 Mowut/cex. Paboune mecta jyis JIroaei ¢
OTpaHUYEHHBIMUA BO3MOYKHOCTSIMH 37I0POBbSI OCHAIIICHBI
JUCIIJICSIMU U IPUHTEpaMu bpaiiist; 000pynoBaHsbI:
MOPTATUBHBIMU YCTPONCTBAMH JIJISl YTCHHS TIOCKOMIEYaTHBIX
TEKCTOB, CKAHMPYIOIIUMH U YATAOIIUMHU MAITHHAMHA
BH/ICOYBEJICUNTEIIEM C BO3MOKHOCTBIO PETYJISIIUH IIBETOBBIX
CIIEKTPOB; YBEINYUBAIOIIUMHE AJICKTPOHHBIMH JIyIIAMHU U
yJIBTPa3BYKOBBIMH MapKHUPOBIIHKAMHU

B nemsix oGecrieueHns CrieluaibHBIX YCIOBHN 00yUSHUS HHBAIUIOB 1 JIUIT C

OTpaHUYEHHBIMUA BO3MOXHOCTSIMU 370poBbs B JIBDY Bce 31aHua 000pya0BaHBI

MaHayCcaMu,
OCHAIIlEHHBIMHA

mudramu,

HABUTALIMOHHOM TTOJEPHKKH.

ok whE

IHOABCMHUKAMMU,
TyaJICTHBIMU

CIICOUAIIM3UPOBAHHBIMHU  MCCTaMM,

KOMHaTaMu, TabJuuykaMud  WHOOPMAIIMOHHO-

VI. ®OHA OHEHOYHBIX CPEJACTB

Bomnpocel k 3k3aMeny

Knaccuduxkanus yrpo3 undopmanuu
Yrpo3bl uHBOpMaAUU U3 BHYTPEHHEHN Cpe/Ibl.

Yrpo3a nHpopmMaiu oT HepeaJHAMEPEHHBIX OITMOOK MOJIb30BaTeNeH

Yrpo3a uHpOpMaIIUK OT KPak U MOJIOTOB

Yrpo3sl nHpOpMAIUH, HCXOASIINE U3 BHENTHEN CPEIbI

Knaccudukanus KOMIbIOTEPHBIX BUPYCOB




7. Knaccudukarus METOI0B 3allIUThl UH(POPMAITUU

8. IIpaBoBoii ypoBeHb 3aUTH HHGOPMAITHH

9. OpraHu3anvOHHBINA YPOBEHb 3aIIUTHI HH()OPMALIUU

10.ITonuTHka 6e30macHOCTH

11.Pa6orta ¢ nepcoHaaom 1o 3anure nHpopMamm

12.®usunyeckas 3amuTa MoMemneHuit 1 060pyaoBaHus

13. AnmapaTHO-TIporpaMMHBII YPOBEHB 3alIUTHl HHPOpPMaLIUU
14.3amura OT HECAaHKIIMOHUPOBAHHOTO JIOCTYIAa K HH(PpOpMallUuu
15.nentudukanus u ayrentudukanus. OCHOBHbIC IOHATHS U OTIPEACTICHUS
16.TlepexBaTunKu CKaHKOIOB KJIaBUATYPhl. OCHOBHBIC TIOHATHS U OTIPEICTICHUS
17.Tokensl, kak cpeactBo 3anuthl oT HCJJ

18.YnpasieHue 10CTynoM K uHPpopMaIuu

19.1lludpoBanue mHOpMAIUU KaK CPECTBO 3alUTHI HHPOPMAIIUU
20.ITpoToKOIMpOBaHUE U AYTUT

21.3ammTa uH(pOPMaIIUU C UCTIOJIH30BAHUEM IKPAHOB

22.3ammTa OT KOMITBIOTEPHBIX BUPYCOB

23.IIpodunakTrka 3apakxeHusi KOMIIBIOTEPHBIMUA BUPYCaMU

24 Knaccudukanys aHTUBUPYCHBIX TPOTpaMM

25.AHTUBUpPYCHBIN 1IeHTp AVP

26.Kpunrorpadguueckuii ypoBeHb 3aIUTh HHPOPMAIUH

27 Ilpunnumns! mmdpoBanus HHGOPMAITUH

28.KoHntenmus opraHu3aliid CUCTEM 3aIlUThl HHPOopMaruu
29.0ranel co3nanus C3U

30.Buapt obecrieuenus C3U

31.Mopens S1IeTOHUPOBAHHOM 00OPOHBI

32.0OcHoBHBIE IPUHIUTIEI pazpaboTku C3U

33.Metoauka opranuzanuu C3U1

34 Kpunrorpaduueckuii anroputm DES.

35.Kpunrorpaduueckuit anroputm RSA.

Kpurepuu BoICTaB/IeHHS OLICHKHU CTYACHTY

Baanbl Ouenka 3auerta/
(pedTHHTOBOM IK3aMeHa
OIIEHKH) (cranmapTHas)

Tpeﬁonamm K C(l)OpMHpOBaHHbIM KOMIICTCHIUAM




86-100

«3a4TEHO»/ «OTIUIHOY

OlLleHKa «OTIUIHO» (3aUTEHO) BHICTABIISACTCS CTYACHTY,
€CIM OH TJIyOOKO W TIPOYHO YCBOWJ MPOTPaMMHBIN
MaTepHal, UCUePITBIBAIOIIE, MTOCIESI0BATELHO, YSTKO U
JOTHYECKH CTPOMHO €ro u3jaraer, yMeeT TECHO
YBS3BIBATH ~ TEOPUI0  C  MPAKTHKOW,  CBOOOJHO
CIpaBiseTcsl C 3ajauaMH, BONPOCAMH U JAPYTHMHU
BUJIaMH TIPUMEHCHHS 3HAHUW, IPUYEM HE 3aTPYIHICTCS
C OTBETOM MNpH BHJIOM3MCHCHHWW 33JJaHWUl, MPaBUILHO
000CHOBEIBACT MIPUHSTOC peleHue, BIIQJICET
Pa3HOCTOPOHHUMHM HaBBIKAMU M TIPUEMaMH BBITIOTHCHUS
MPaKTUYECKUX 3a/1a4.

76-85

«3a4TEHO»/ «XOpo1o»

OrneHka «xopouioy (3a4Te€HO) BBICTABISETCS CTYACHTY,
€ClIi OH TBEPAO 3HAeT Marepuan, IPaMOTHO M TIO
CYLIECTBY H3JIaraeT €ro, He JOITyCKas CYyLIeCTBEHHBIX
HETOYHOCTEHl B OTBETE Ha BOIPOC, MPABUIBHO
NPHUMEHSIET TEOPETUUECKUE ITOJIOKEHHS NPH PEIEeHUU
MpakTUYECKUX  BONPOCOB M 3aj4ad,  BJajaeeT
HEOOXOMUMBIMH ~ HaBBIKAMH W TpPHEMaMd  HUX
BBITIOJIHECHHUS.

61-75

«3a4TEeHOY/
«yIIOBIIETBOPUTEILHO

Ornenka «YIOBIIETBOPHUTEIHEHOY» BBICTaBIISICTCS
CTYACHTY, €CJIH OH MMEET 3HaHHS TOJbKO OCHOBHOTO
MaTepuaia, HO HE YCBOWJI €ro JeTajel, HOIyCKaeT
HETOYHOCTH, HEIOCTATOYHO MpaBUIIbHBIC
(b opMynHpOBKH, HapyLIeHNs JIOTHYECKOI
MOCJIEIOBATEIFHOCTH B W3JI0)KEHUH TMPOTPAMMHOTO
MaTepHala, HCHBITHIBAET 3aTPyIHEHHS IIPH BBITIOIHEHUH
MPaKTUYECKUX PadoOT.

0-60

«HE 3a4TeHO/
«HEYIOBJIETBOPUTETHHOY

OneHka  «HEYJOBJIETBOPUTENBHO»  BBICTABIAETCS
CTYJEHTY, KOTOpPBIM HE 3HAET 3HAYMTEIbHOW YacTH
MIPOrpaMMHOI0 MaTepHaia, JOMYCKAaeT CYIEeCTBEHHBIE
OomMOKH, HEYBEPEHHO, ¢ OONBIIMMHU 3aTpPYyAHEHUSIMU
BBINOJIHSET TpakTuueckue pabotel. Kak mpasuio,
OIIEHKa «HEYJIOBJIETBOPUTEIILHO» CTAaBUTCS CTYICHTaM,
KOTOpble HE MOTYT NPOJIOJDKUTH o00yueHue 0Oe3
JIOTIONIHATENBHBIX ~ 3aHATHI 1O  COOTBETCTBYIOIIEH
JUCITUTITAHE.

Texkymuii KOHTPOJIb

TGKYIHEUI arrecranuss CTYACHTOB IMPOBOAUTCA B  COOTBCTCTBUU C

JIOKaJIbHBIMH HOpMaTUBHBIMU akTamu [IBDY u sBrnsercst 00s3aTensHOM.

Texymrast arrectamsi TPOBOAUTCS B (QopMe 3alUThl TPOCKTa W

OCYHICCTBIILCTCA BEAYIIMM IIPCIIOJaBaTCIICM.

OOBexTaMu OLICHHMBAHM: BBICTYIIAIOT!

CTCIICHb YCBOCHUS TCOPCTHYCCKHX 3HAHUU - OLICHUBACTCA B (bopMe

coOecemoBaHus;

YPOBCHL OBJIAJACHUA IIPAKTHYCCKHMMH YMCHHAMHU W HABBIKAMHU —

OLICHUBACTCA B (I)OpMe 3alIUThI IIPOCKTA.




KpuTtepumn omieHKH NpPoeKTOB

e 100-86 6amioB BHICTABIAETCS, €CJIU CTYJICHT/TPYyIIa TOUYHO OMPEACTIIH
coJiep>KaHue U COCTABIISIFOIIUE YaCTH 33/IJaHUs1, YMEIOT ApTyMEHTHPOBAHHO OTBEYATh
Ha BOIIPOCHI, CBsI3aHHbIE C 3a7aHueM. [IpoIeMOHCTpUPOBAHO 3HAHKME U BIIAJICHUE
HABBIKAMH CaMOCTOSITEJIbHON MCCIIeI0BAaTEIbCKOM pabOThl 0 TeMe. PaKTUYeCKUX
OILIMOOK, CBA3aHHBIX C TOHUMAaHUEM MPOOJIEMBI, HET.

e 85-76 - GamioB - paboTa CTyAeHTa/TPYNIbl XapaKTePU3yeTCsl CMBICIIOBOM
HENbHOCTBIO, CBA3HOCTBIO W TMOCIEAOBATEIBHOCTHIO M3JIOKEHHUS; JOMYIICHO He
oosmee 1 ommOKM mnpu OOBICHEHUH CMBICIA WM COJACpP)KaHHUS TPOOJIEMBI.
[Ipo/IeMOHCTPUPOBAHBI HCCIIEOBATEIbCKAE YMEHHMS M HaBbIKU. DaKTUYECKHUX
OIIMOOK, CBSA3aHHBIX C TOHUMAHUEM MPOOJIEMBbI, HET.

e 75-61 Gam — mpoOBEICH IOCTATOYHO CAMOCTOATENbHBIN aHAIN3 OCHOBHBIX
ATAOB M CMBICIOBBIX COCTABIISIOMIMX MPOOJIEMBbI; TOHUMaHHuEe 0a30BBIX OCHOB U
TEOPETHUECKOTO0 O0OOCHOBAaHMS BBIOpaHHOW TeMbl. I[IpWBIEUYEHBI OCHOBHBIC
MCTOYHUKH IO paccMaTpuBaeMoit TeMe. JlomyiieHo He 6osee 2 ommOOK B CMbICTE
WM COJIEPIKaHUH MPOOIIEMBbI

e 60-50 GamoB - ecmu paboTa MpeacTaBiIsIeT COOON TEpPeCKa3aHHBIA WM
MOJIHOCTBIO TMEPENUCAHHBI HMCXOJIHBIA TEKCT 0€3 Kakux Obl TO HHU ObLIO
KOMMEHTapu1eB, ananu3a. He packpsita cTpyKTypa U TeOpeTHIecKasi COCTaBIISIONIAs
TeMbl. JlonymeHo Tpu uiau 0Oojiee TpeX OLIMOOK CMBICIOBOIO COAEpKaHUE

pacKpbIBacMOi TTPOOIEeMBbI
lxana oueHnBaHus

Memnee 60 6amioB HE3a4TEHO HEYAOBJIETBOPUTEIHHO
Ot 61 no 75 6annos 3a4TEHO YAOBJIIETBOPUTEIBHO
Ot 76 no 85 6amnoB 3a4TEHO XOpOILIO

Ot 86 o 100 6anos 3aYTEHO OTIIUYHO

OueHouHbIe CpeACTBA ISl TEKYILIEH aTTecTAlNU

TecToBbIE 3a1aHUs NJIS TEKYIET0 KOHTPOJIA
1. KakoBbI BO3MOXKHBIE TTOCIIEICTBHSI (SKOHOMUYECKHE) aTak Ha nHpopmaruio?
#5 a) PackpeiTe KOMMeEpYeCKOW HH(pOpPMAIUA MOXKET MPUBECTU K CEPHE3HBIM
MPSIMBIM YOBITKAM Ha PBIHKE.
0) U3BecTue o kpaxke 60Jb110T0 00heMa HHPOpMaIIUK OOBIYHO CEPHhE3HO BIUAET HA
penyTtanuio GUPMBI, MPUBOISI KOCBEHHO K TOTEPSIM B 00beMaX TOPTOBBIX OIEpaIHii



B) OUPMBI-KOHKYPEHTBI MOT'YT BOCIIOJIb30BAaThCS Kpaykel MHPOpMAILIUH, €CIIH Ta
ocTajach HE3aMEUEHHOM, AJI TOTO YTOOBI MOJHOCTBIO Pa30pHUTh pupmy,
HaBs3bIBasA €l (PUKTUBHBIC TUOO 3aBEIOMO YOBITOUHBIE CIIETKU

r) [lonMena uHpoOpMaIMK Kak Ha dTame nepeiadd, Tak U Ha dTale XpaHEHUs B
(¢upmMe MOKET IPUBECTU K OTPOMHBIM YOBITKaM

1) MHOroKpaTHbIE€ YCHEIIHbIE aTaku Ha (GUpMy, NMPEAOCTABISIONIYI0 KaKOH-I100
BUJ| MH(OPMALMOHHBIX YCIYT, CHI)KAIOT JOBEpHUE K (UPME Yy KIHUEHTOB, 4YTO
CKa3bIBAaETCsl HA 00bEME JOXO/I0B

#4 a) PackppiTue KOMMepUYecKol WH(GOpPMAIMU MOXKET MPHUBECTH K CEPbE3HBIM
IPSIMBIM YOBITKAaM Ha PBIHKE.

0) U3BecTue o0 kpaxke 60Jb1I0r0 00beMa HHPOpMaUK OOBIYHO CEPHhE3HO BIMAET Ha
penyranuio GpupMbl, IPUBOJI KOCBEHHO K MOTEPSIM B 00bEMaxX TOPTOBBIX OIlEepaluii
B) OUPMBI-KOHKYPEHTBI MOTYT BOCIIOJIb30BaThCs Kpaykel HH(POpMALUH, €CIIU Ta
ocTajach HE3aMEUEHHOM, AJI TOTO YTOOBI MTOJIHOCTBIO pa30pUTh pupmy,
HaBsA3bIBasA €l (PUKTUBHBIC JTMOO 3aBEIOMO YOBITOUHBIE CIIETKU

r) [lonmena uHpopManMKy Kak Ha 3Tare MepeJadyu, Tak U Ha dTale XpaHEHUs B
(bupMe MOKET IPUBECTU K OTPOMHBIM YOBITKaM

#3 a) U3zBectue o kpake 60IIIOr0 00beMa HHGOPMAITUU OOBIYHO CEPHE3HO BIUSET
Ha pemyTanuio (pUpMbl, MPUBOAS KOCBEHHO K MOTEpsSM B 00BEMax TOPrOBBIX
orepanuin

0) @UPMBI-KOHKYPEHTBHI MOTYT BOCIIOJIB30BaThCA Kpakel nHdopmaIuu, eciiv ta
ocTajach HE3aMEUEHHOM, AJI1 TOTO YTOOBI MOJIHOCTBIO Pa30pUTh pupmy,
HaBsI3bIBas €l (PUKTUBHBIE JINOO 3aBEJOMO YOBITOUHBIE CAEIIKU

B) Ilonmena mHpopmanuu Kak Ha 3Tane nepenayd, Tak U Ha 3Tare XpaHEHHs B
(dbupme MOKET MPUBECTU K OTPOMHBIM YOBITKaM

#2 a) PackpbiTue KOMMEpUYECKOW MH(POpPMALMUA MOXKET MPUBECTU K HEOOJBIINM
yOBITKaM Ha phIHKE.

0) Ataku Ha MHGOPMAIIMOHHBIE PECYPChl (DUPMBI MOTYT MOCITY>KUTHh CBOETO poja
pexaMoil i1t GUpMBI

#1 Ataku Ha MHPOPMALIUIO HE PUBOSAT K CYILIECTBEHHBIM MOTEPSIM Ha PhIHKE.

2. Kakumu kaTeropusiMmu 001ajiaeT “HQopMalus ¢ TOUKH 3peHus HH(HOPMAIMOHHON
6e3onacHocTH?

#5 Wudopmarus obmagaeT CIeayrONIMMH KaTETOPUSMU: KOH(DHUICHIIMATBHOCTS,
LEJIOCTHOCTh, Ay TEHTUYHOCTb, alleJNIUPYEMOCTb.

#4 Wudopmarus obmagaeT CIEAYIONIMMH KaTETOPUSMU: KOH(DHUICHIIMATBHOCTS,
LEJI0CTHOCTh, 8y TEHTUYHOCTb.

#3 WNudopmanus obnagaeT cleayrOUMMU KaTErOpUsIMHU: KOH(PUACHIIMAIbHOCTbD,
LEJI0CTHOCTb.



#2  Huadopmanuss obnagaer KOHPHUIEHIMAIBHOCTBIO C TOYKH  3pPEHHSA
uHGOPMAIMOHHON 0€30MaCHOCTH.

#1 YV wunHdopmanmu HeT KaTeropuid € TOYKH 3peHUs UHGOPMAIMOHHON
0€30I1aCHOCTH.

3. laiite onpeneneHne KOH(PUIEHIUATBHOCTH.

#5 KOH(UIEHIINAIBHOCTD — FapaHTUs TOT0, YTO KOHKPETHAs: UH(OpMAaLMs TOCTyIIHA
TOJIBKO TOMY KPYTY JIULI, Il KOTO OHA IIpeIHa3HaueHa; HapyIlIeHNE 3TOW KaTeropuu
HA3bIBACTCS XUIICHUEM JHOO0 pacKphITHEM HHPOpMAIUH.

#4 koH(UIEHIINATBHOCTD — FTAPaHTHUS TOTO, YUTO KOHKPETHAss HHPOpMAIIHs JOCTYITHA
TOJIBKO ONpPENEIEHHOMY KpYyTry JIML; HapylUI€eHUE 3TOM KaTeropuu Ha3bIBAETCS
XMILEHUEM JINOO PACKPBITHEM HUH(DOPMALIUH.

#3 KOH(UIEHIINAIBHOCTD — FapaHTHUs TOTO, YTO KOHKPETHAsi UH(OpMAaLHs TOCTyITHA
JUIaM, KOTOPbBIM OHa HeoOXoAuma ajisi pabOThl; HAapyIIEHUWE 3TOM KaTeropuu
HA3bIBACTCS XUIICHUEM JHOO0 pacKphITHEM HHPOPMAIUK.

#2 KOHPUACHIIMATBHOCTD — FAPaHTHs TOT0, YTO KOHKpETHAsi HH(GOpMAaIUs JOCTyITHA
BCEM COTPYJHMKAM OpraHM3aluMd U HE JOCTyNHa JIMIaM HE padoTaloIUM B
OpraHU3aLNH.

#1 KOH(UIEHIMAIBHOCTh — rapaHTUs TOTO, YTO Jr00ast MH(poOpMaLus JOCTYIHA
BCEM COTpPYJHUKaM OpraHM3allid W HE JOCTyIHAa JIMlaM He paboTarolmM B
OpraHU3alnH.

4. [aiiTe onpeneneHre KaTeropuu — LHeJIOCTHOCTh HH(POpMaLUU.

#5 1EeNOCTHOCTh — TapaHTHsd TOT0, YTO MH(OpMalus cerdyac CyIIeCTBYET B €€
MCXOJTHOM BHUJE, TO €CTh MPU €€ XPaHEHUH WIH Mepeadye He ObUIO MPOU3BEICHO
HECAHKIMOHUPOBAHHBIX WM3MEHEHUM; HApYLIEHHE HSTOM KaTErOpUH Ha3bIBAETCS
danscudukaimeit CoooIIeHus.

#4 11eTOCTHOCTh — TapaHTHs TOro, YTO MH(pOpMalHMs ceiluac CyIIeCTBYeT B €€
UCXOAHOM BHUJE, TO €CTh HE OBUIO MPOU3BEICHO HECAHKIIMOHUPOBAHHBIX
W3MEHEHUH; HapylleHue JTOM KaTeropuu HaszbpiBaeTcsi  (anbcuduxanuein
COOOIIEeHUSI.

#3 1EeNOCTHOCTh — TapaHTUsA TOT0, YTO MH(OpMalus cedyac CyIIeCTBYET B €€
UCXOJTHOM BHJI€, TO €CThb HE ObUIO MPOU3BEJCHO M3MEHEHUI; HapylIEHUE 3TOH
KaTeropuu Ha3biBaeTcs aabcudukaiuei.

#2 1eNOCTHOCTh — TapaHTHsl TOro, YTO MH(OPMAIHS CYIIECTBYET B €€ UCXOIHOM
BUJIE, TO €CTh JaKe €CJIU OBLJIO MPOU3BEICHO U3MEHEHHE, TO OHO HE3HAYUTEIBHO.
#1 11eOCTHOCTB — rapaHTus TOrO, YTO UH(POPMALUS, JaXKe €CIIU ObUIO IPOU3BEACHO
WU3MEHEHHE, CYLIECTBYET B €€ HCXOJAHOM BH/IE.



5. Yto Takoe ayTeHTUIHOCTH HHpOopMarmm?

#5 ayTeHTUYHOCTh — TapaHTUSl TOrO, YTO HCTOYHHKOM HH(OpMamuu sBIsSETCS
UMEHHO TO JIMI0, KOTOPOE 3asBJICHO KaK €€ aBTOp; HapyIICHHE 3TON KaTeropuu
TakKe Ha3bIBaeTcs (panbcuukanuen, HoO y>Ke aBTopa COOOIIEHUS.

#4 ayTEHTUYHOCTh — TapaHTUS TOTO, YTO HCTOYHWKOM HH(OpMAIMu SBISETCS
UMEHHO TO JIMII0, KOTOPOE 3asBIICHO KaK €€ aBTOp; HapyIICHHE 3TOH KaTeropuu
Ha3zbIBaeTcs anbcuduKammei.

#3 ayTEeHTUYHOCTh — TapaHTHUS TOTO, YTO MCTOYHUKOM HH(OpMAIUU SBIISICTCS €€
aBTOP.

#2 ayTEeHTUYHOCTh — FapaHTHUs TOTO, YTO Y MH(OPMAIIUU €CTh aBTOP.

#1 ayTeHTUYHOCTH — TaApaHTHUs TOTO, YTO HHPOPMAIIHS TPABUIIHHASL.

6. Kakue ¢ Touku 3peHust nH(HOpMalnOHHON 0€30aCHOCTH CYILIECTBYIOT KaTErOpUH
B OTHOIICHUU MH(POPMALITMOHHBIX CUCTEM?

#5 B oTHOIIEHNH HHPOPMALIMOHHBIX CUCTEM IPUMEHSIOTCS CIIEIYIOIINE
KATETOPUU: HAJIE)KHOCTh, TOYHOCTh, KOHTPOJIb TOCTYNa, KOHTPOJIUPYEMOCTb,
KOHTPOJIb UAECHTU(UKALIMH, YCTOMYUBOCTh K YMBIIIEHHBIM COOSIM.

#4 B oTHOIIEHNH HHPOPMALMOHHBIX CUCTEM IPUMEHSIOTCS CIEAYIOIIHE
KATErOpUU: HAJIE)KHOCTh, KOHTPOJIb JOCTYIA, KOHTPOJIUPYEMOCTh, KOHTPOJIb
UACHTU(DUKAIINH, YCTOMYUBOCTh K YMBIIIEHHBIM COOSIM.

#3 B oTHOIIeHNH HHPOPMALIMOHHBIX CUCTEM MPUMEHSIOTCS CIIEIYIOIINe
KATErOpUU: HAJIE)KHOCTh, KOHTPOJIUPYEMOCTh, YCTOWUUBOCTD K YMBILIUIEHHBIM
cOosM.

#2 B oTHOIIEHNH HHPOPMALITMOHHBIX CUCTEM IPUMEHSIOTCS CIIEAYIOIIHNE
KATETOpUU: HAJIE)KHOCTh, KOHTPOJIUPYEMOCTD.

#1 B oTHOLIEHUU MH(DOPMALMOHHBIX CUCTEM MPUMEHSIOTCS TAKHE K€ KAaTEropuu
KaK ¥ 1Jis1 uHOpMaIuu.

7. Haiite onpeaeneHue HaJe)KHOCTH U TOYHOCTH MH()OPMAIIMOHHBIX CUCTEM.

#5 Hane)xxHOCTh — rapaHTHs TOT0, YTO CUCTEMa BEJIET ce0si B HOPMAJIbHOM U
BHEIITATHOM PEXKHUMaX TakK, KaK 3alyIaHUPOBAHO, TOUHOCTh — FapaHTHUsI TOYHOTO U
IIOJIHOTO BBIIIOJIHEHUS BCEX KOMAH/I.

#4 HanesxHOCTh — rapaHTHs TOT0, YTO CUCTEMA BEACT ceOs B HOPMAJIbLHOM U
BHEIITATHOM PEXXUMaX HaJACKHO, TOYHOCTh — FapaHTUs TOYHOTO U MOJIHOTO
BBITIOJTHEHHUS BCEX KOMaHI.

#3 Hane)xHOCTh — rapaHTHs TOTO, YTO CUCTEMA BEACT CeOsl B HOPMAJIBLHOM PEKUME
TaK, KaK 3alJIAHUPOBAHO, TOYHOCTh — FraPaHTUSI TOUHOTO BBITTOJHEHHUS BCEX
KOMaH]I.



#2 Ha/Ie)KHOCTh — FapaHTUs TOrO, YTO CUCTEMaA paboTaeT 0e3 cO0eB, TOUHOCTh —
rapaHTyUs BBIIOJHEHHS BCEX KOMAHII.

#1 HageXHOCTh — rapaHTHsl TOrO, YTO CHUCTEMa pabOTAET, TOYHOCTh — TAPAHTHUS
BBITIOJIHEHNS KOMAaH/.

8. Uro 3a KaTeropum KOHTPOJIb JIOCTyHa U KOHTPOJIMPYEMOCTh  JUIS
UH(OPMAIMOHHBIX CUCTEM?

#5 KoHTpoabs gocTyna — rapaHTHs TOTO, YTO Pa3IMYHbIE TPYMIbI JIUI UMEIOT
pPa3TUYHBIA JOCTYI K MH(POPMAITMOHHBIM OOBEKTaM, M 3TH OTPAHUYCHUS JOCTyIa
MOCTOSIHHO BBIMOJIHSIIOTCS; KOHTPOJUPYEMOCTh — TapaHTUsl TOro, YTO B JIOOOM
MOMEHT MOKET OBITh MPOU3BEJICHA TOJIHOLIEHHAs! MPOBEPKA JIIOOOTO KOMIIOHEHTA
MPOrPaMMHOT0 KOMILJIEKCA.

#4 KOHTpoib JOCTyNa — rapaHTUsi TOrO, YTO TPYHIbI JHI] UMEIOT Pa3IHMYHbIN
JOCTYT K MH(GOPMAIIMOHHBIM 00BEKTaM, U 3TH OTPaHUYEHHS JOCTyMa MOCTOSHHO
BBITIOJIHAIOTCS; KOHTPOJIUPYEMOCTh — TapaHTHs TOTO, YTO MOKET OBITh TPOU3BE/ICHA
MOJIHOLIEHHAs ITPOBEPKA JIFOOOr0 KOMIIOHEHTA TPOrPaMMHOT0 KOMILIEKCA.

#3 KoHTposnb moctyna — rapaHTHsl TOTO, YTO JIMIA UMEIOT Pa3JIMYHBIN TOCTYI K
WHQOPMAIIMOHHBIM OOBEKTaM, W OSTU OrPAHUYEHUS JOCTyMHa BBHIMOIHSIIOTCS;
KOHTPOJIMPYEMOCTh — TapaHTHsl TOTO, YTO MOKET OBITh MPOU3BEJCHA IMPOBEPKA
MPOrPaMMHOT0 KOMILJIEKCA.

#2 KOHTpOJb AOCTYIA — TAPAHTHS TOTO, YTO CYIIECTBYIOT OrPaHUYEHUS JOCTYyNa K
uH(hOpMaIUU; KOHTPOJIMPYEMOCTh — TapaHTUs TOT0, YTO MOKHO TIPOBECTU
KOHTPOJIb CUCTEMBL.

#1 KoHTposb q0CTyma — rapaHTUs TOro, YTO MOKHO BECTH OTpaHUYEHUS JOCTYMa K
uHpopMaIu; KOHTPOJIUPYEMOCTh — TrapaHTHs TOr0, YTO OrPaHUYEHUS MOKHO
KOHTPOJIMPOBATh.

9. llaiiTe ompejneneHne KaTEropuil: KOHTPOJIb UACHTHU(UKAINK, YCTOMYUBOCTDh K
YMBIIIEHHBIM COOSIM.

#5 KoHTposib uaeHTU(PUKAIIMN — rapaHTUs TOTO, YTO KJIUEHT, MOJKIIOYCHHBIN B
JAHHBII MOMEHT K CHCTEME, SIBJII€TCS MMEHHO TEM, 3a KOro ceOsl BbIAAeT.
VY CTOWUYNMBOCTh K YMBIIUICHHBIM COOSIM — TapaHTHUsSl TOTO, YTO MPU YMBIILJICHHOM
BHECEHHMH OIHUOOK B MpeEJeax 3apaHee OrOBOPEHHBIX HOPM cucTeMa OyJeT BECTH
ce0st Tak, KaKk OTOBOPEHO 3apaHee.

it4 Kontpons wuneHtudukammm — rapaHTHs TOTO, 4YTO IMOJH30BATEIb,
MOIKJTFOYCHHBIN B JAHHBIN MOMEHT K CHUCTEME, SIBIIICTCS UMEHHO TEM, 3a KOTO ce0s
BbIJIAET. Y CTOWYMBOCTH K YMBILIJIEHHBIM COOSIM — TapaHTHsI TOTO, YTO IPU BHECEHUU
OLIMOOK B MpeJieyax 3apaHee OrOBOPEHHBIX HOPM cHcTeMa OyneT BecTu ceds Tak,
KaK OrOBOPEHO 3apaHee.



#3 KoHTponb uaeHTU(UKAIMM — TapaHTHUs TOrO, YTO IOJb30BATENb SBIIAETCA
UMEHHO TeM, 3a KOTO ceOs BblIaeT. YCTOHYMBOCTh K YMBIIUICHHBIM COOSIM —
rapaHTusi TOro, YTO MPHU BHECEHUH HEOOJBIIOrO KOJWYECTBA OIMIMOOK cHCTEeMa
Oyzet BecTu ceds Tak, Kak OrOBOPEHO 3apaHee.

#2 KoHTpoab HWASHTHU(PHUKAIUU — TapaHTHUs TOTO, YTO IOJIb30BATENb SIBISETCA
UMEHHO TE€M, 3a KOro ceOs BbIIaeT. YCTOHYMBOCTh K YMBIIUIEHHBIM COOSIM —
rapaHTUsl TOTO, YTO MpPHU BHECEHUM OIIMOOK cuUcTeMa OYyIEeT BECTH ceOsl Tak, Kak
OTOBOPEHO 3apaHee.

#1 KoHTpoJib focTyna — rapaHTHs TOr0, YTO MOKHO BECTH OIPaHUYEHUS JOCTyNa K
uHbOpMaIlMK; KOHTPOJIHUPYEMOCTh — TapaHTHs TOTO, YTO OTPAHUYCHHUS MOYKHO
KOHTPOJIMPOBATh.

10. Korja 1 kem ObLTH OITyOJIMKOBAaHbI M KAK OHU HA3bIBAJIUCH MIEPBbIC HACTABICHUS
1o MH(OOPMAIIMOHHOM 0€301acHOCTH?

#5 B asrycre 1983 MunucrepctBom o6oponsl CIIA Obuii B mepBbIe
onyOnukoBaHbl «Kputepun OLEHKHM HAJEKHBIX KOMIBIOTEPHBIX CHCTEMY,
MOJTYYMBIIIME HA3BaHUE IO IBETY 00JI0KKH «OpaHKeBasi KHUTA.

#4 B 1983 MunucrepctBoM 000poHbl CHIA ObuIM B mepBbie OMyOIMKOBAHBI
«KpuTepun OLIEHKM HAJIEKHBIX KOMIBIOTEPHBIX CHCTEM», MOJIYYUBIINE HA3BAHUE
1o 1BETy 00510:KKH «OpaHkeBasi KHUTA.

#3 B nauane 80-x rogoB MunuctepctBom 000ponbl CIIIA Obimu omyOIuKoBaHbI
«KpuTtepun onieHKM HaJEKHBIX KOMIIBIOTEPHBIX CUCTEM).

#2 B 80-x rogax MunucrtepctBo 060poHbl CIIIA onyOnukoBanio HacTaBJIEHUS IO
uHpopMarmonHou 6e3onacHoCTH («OpaHKXEBYIO KHUTY).

#1 B xonue 80-x romoB MunuctepctBo o060oponbl CIIIA omyOnukoBaso
HACTaBJICHUS 110 UH(OOPMAIIMOHHON 0€30MMacHOCTH.

11. Kak «OpanxeBast KHUTa» TOSICHSIET OHITHE 0€301MacCHON CUCTEMBI?

#5 "OpamxeBas KHura" TIOSCHSET TMOHATHE OE30MACHOM CHCTEMBI, KOTOpas
"yIpaBiisieT, TOCPEICTBOM COOTBETCTBYIOIIUX CPEACTB, IOCTYIIOM K MH(popMaliuu,
TaK 4YTO TOJIbKO JOJKHBIM 0Opa3oM aBTOPU30BAHHBIC JIMIA WJW IPOIIECCHI,
JEUCTBYIOIIUE OT UX UMEHH, MOJYYaroT MPaBO YATATh, TUCATh, CO3/IaBaTh U YIAJISATh
uHpopmanuio".

#4  "OpamkeBass KHHUTa" TOSICHSAET TMOHATHE O€30MacHOW CHCTEMBI, KOTOpas
"yOopaBisieT JOCTYNOM K HMH(pOpMalUd, TaK YTO TOJBKO JOJDKHBIM 00pa3om
aBTOPU30BAHHBIE JUIA WJIA MPOILIECCHI, JACHUCTBYIOIIUE OT UX HWMEHH, MOIY4YaroT
MpaBoO YUTATh, MUCATh, CO3/1ABaTh U YIAIATh HH(GOPMALIHIO" .

#3 "OpamxeBass KHUTA" TIOSCHSET TMOHATHE O€30MacHON CHCTEMBI, KOTOpas
"yopaBisieT JOCTynoM K HH(OpManuu, Tak 4YTO aBTOPU30BAHHBIC JIMIA WIH



MPOLIECChl, JNEUCTBYIOIIME OT HMX HKMEHM, MOJy4yaloT MNpaBO YWTaTh, IHUCATh,
co3aBaTh U yJIalIATh HHGOPMAITHIO' .

#2 "OpamxeBas KHHUTa" TOSICHSIET TMOHATHE OE30MacHOM CHUCTEMBI, KOTOpas
"yrpaBisieT AOCTYNIOM K HWHGOpMalWu, TaK 4YTO BCE JIMIA WM TPOIECCHI,
JIEUCTBYIOLIUE OT UX UMEHH, MTOJTYYaloT MPaBO YUTATh, TMCATh, CO3/IaBATh U yIAJSATh
uHpopmaruio".

#1 "OpanxeBasi KHUTA" HUKAK HE MOSICHSET MOHTHE 0€30MacCHON CUCTEMBI.

12. Kax «KpuTepuu OIIEHKM HAJIEKHBIX KOMITBIOTEPHBIX CHCTEM» OIPEICISIOT
NOHATHE HaJIe)KHAs cucTema?

#5 Hanexnas cucreMa onpenensercs Kak ''cucreMma, UCIOIb3YoIasi JOCTaTOYHbIE
anmapaTHble M TPOrPaMMHBIC CPEJCTBA, YTOOBI 00ECIEUUTh OJHOBPEMEHHYIO
00paboTKy MH(pOPMAIIMK Pa3HOW CTENEHU CEKPETHOCTHU TPYIION MoIb30BaTeeit
0e3 HapyIlIeHus mpaB gocTyna'.

#4 HanexxHas cucteMa onpenelsieTcs: Kak "'cucTemMa, UCIOoJIb3YIOoIasl anmnapaTHblie U
IPOrpaMMHBIE  CPEJICTBA, YTOOBI OOECHEYUTh OJHOBPEMEHHYIO 00pabOTKy
uH(pOpMalMU pa3HOM CTENEHH CEKPETHOCTH TpPyNmol moJsib3oBareneil 0e3
HapylIeHUs MpaB qocryna’.

#3 HanexxHas cuctema onpeensercs Kak "'cucrema, UCIoJb3Yoiasl IporpaMMHbIE
CpelcTBa, YTOOBI 00ECTIeUUTh OJHOBPEMEHHYI0 00pabOTKy MH(OpMAIMu pa3HOM
CTEIMEHHU CEKPETHOCTH TPYIIION MOIb30BaTenen ".

#2 HapexxHast cuctema onpenesseTcs Kak ''cucrema, CIoJb3yIolasi BCe CPeACTBa,
yTOOBl O0ECNEeUUTh OJHOBPEMEHHYIO 00paboTKy uWHOOpMaMK TPYNNON
IoJIb30BaTeNen ".

#1 Hanexxnast cucteMa onpenensiercs Kak "cucremMa, mo3BoJsiomas OJJHOBPEMEHHO
oOpabaTteiBaTh HHGOPMAIMIO TPYTIIIAMHU MOJIb30BaTENeH .

13. Ilo kakuM KpUTEPUSIM OLIEHUBAETCS HAJIE)KHOCTh CUCTEM?

#5 HapneXHOCTh cucTeM (CTENEHb JIOBEpHUs) OLIEHUBAETCS 1O JIBYM OCHOBHBIM
KPUTEPUSIM: TIOJIUTHKA OE30MMaCHOCTH U TapaHTUPOBAHHOCTh, HO HA/IO JOOAaBUThH U
MOJI0TYETHOCTD (ITPOTOKOIMPOBAHKUE).

#4 Hane>xHOCTh cucTeM (CTENEHb I0BEpHs) OLIEHUBAETCS MOJIUTUKOM 0€30MacHOCTH
Y TapaHTUPOBAHHOCTHIO.

#3 HanmexHoctb cucteM (CTENEHb JIOBEpUs])) OLEHUBAETCA  MOJUTHUKOU
0€30IaCHOCTH.

#2 HanexHoCTh crcTeM (CTETIeHb TOBEPHs) OIEHUBAECTCSI MOHUTOPOM OOpaIieHu .
#1  Hanmexnocts cucteM (CTeneHb JOBEpUs) OLEHUBAETCS  HAJEKHOU
BBIYMCIIUTENHLHON 0a30ii



14. JlaiiTe onpeneneHne NOJUTUKN OE30MIaCHOCTH.

#5 Ilonutuka Oe3omacHOCTH - HA0Op 3aKOHOB, MPAaBWJI W HOPM IOBEICHUS,
OTIPEMETSIONNX, KaK opraHu3anusi o0padaThIBaeT, 3alUIACT U PACIpPOCTPaHSIET
uHpopMaluio. B yacTHOCTH, IpaBHiia ONPEIEISIIOT, B KAKUX CIIy4asiX MOJIb30BaTelNb
UMEET IIPaBO ONEPUPOBATH C ONPEACICHHBIMU Ha0opaMu JaHHBIX. UeM HajexHee
CUCTEMA, TEM CTPOXKE U MHOI0OOpa3Hee JOJKHA ObITh MOJUTHKA Oe30macHoCTH. B
3aBHCHUMOCTH OT C(QOPMYJIUPOBAHHON MOJUTHUKUA MOKHO BBIOMpPATh KOHKPETHBIE
MEXaHU3MBbI, 0OecreunBarolme 6e30nacHocTs cucteMsl. [lomuTrka 6e3onacHoCTH -
3TO aKTUBHBIN KOMIIOHEHT 3aIllMThI, BKIIOYAIOIIUH B €051 aHAIN3 BO3MOXKHBIX YTpO3
U BBIOOp Mep MPOTHUBOACHUCTBUA.

#4 Tlonutuka Oe3omacHOCTH - HAOOp 3aKOHOB, MPAaBWI M HOPM IIOBEIEHUA,
OIIpEETAIOMX, KaK opraHu3anus o0OpadaThIBaeT, 3alIUILAET U PacCHpOCTPaHSIET
uHpopMarmio. Yem HaJeKHEE CHUCTEMA, TEM CTPOXKE JOJDKHA OBbITh MOJUTHKA
oe3onacHocTu. IlomuTHka 0€30MAaCHOCTH - 3TO AKTUBHBIM KOMIIOHEHT 3allUTHI,
BKJIFOYAIOLIUI B ce0s1 aHAJIN3 BO3MOXHBIX YIPO3 U BBIOOp MEp MPOTUBOACUCTBUS.
#3 Tlonutuka Oe3omacHOCTH - HA0Op 3aKOHOB, MPAaBWJI W HOPM IOBEICHUS,
ONPEAENSIONINX, KAK OpraHu3anus o0padaTbIBaeT U paclpoCTpaHIeT HHPOPMALIHIO.
[TonmuTuka 6€30MACHOCTH - 3TO AKTHUBHBIA KOMIIOHEHT 3aIUTHI, BKIIOYAIOIMNUNA B
ce0sl aHaIM3 BO3MOKHBIX YIpO3 U BEIOOP MEp MPOTUBOACHCTBHUSL.

#2 Ilonutrka 6€30mMacHOCTH - HA0Op TMPaBWJI W HOPM TIOBEACHHS PaOOTHUKOB
OpraHu3alyy, pacrnpocTpaHstomux nHpopmanuio. [lomutrka 6e3omacHocTy - 3TO
aKTUBHBIM KOMIIOHEHT 3alUThI, BKIIOYAIOIINI B ce0sl aHAJIN3 BO3MOXKHBIX yTPO3 CO
CTOPOHBI MEPCOHAJa U BEIOOP Mep HaKa3aHUS.

#1 Tlomutuka OGe30mMacHOCTH - HAOOp MpaBWJ U HOPM IMOBEACHUS PAOOTHUKOB
opranm3zanmu. [lonuTrka 0€30MACHOCTH - 3TO AKTHBHBIA KOMIIOHEHT 3allUTHI,
BKJTFOUAIOTUI B ce0sl aHAIN3 BO3MOXKHBIX YTPO3 CO CTOPOHBI MIEPCOHANIA M BHIOOD
Mep HaKa3aHUsl.

15. Yto Takoe rapaHTUPOBAHHOCTH?

#5 TapaHTUpPOBAaHHOCTb - Mepa JOBEpHUs, KOTOpas MOXET OBbITh OKa3aHa
APXUTEKTYpE U peaM3aluy CUCTEMbl. | apaHTUPOBAHHOCTH MOXKET IPOUCTEKATH
KaK U3 TECTUPOBAHMS, TaK U U3 MPOBEPKHU ((hopManbHON MUIIM HET) 0OILEro 3ambiciia
M WCIOJIHEHMS CHUCTEMBI B LIEJIOM M €€ KOMIIOHEHTOB. ['apaHTHpPOBaHHOCTH
[I0Ka3bIBACT, HACKOJIBKO KOPPEKTHBI MEXaHU3MBI, OTBEUYAIOLIHE 3a IIPOBEICHUE B
KU3Hb MOJIUTUKHA 0€30MaCHOCTH. ['apaHTUPOBAaHHOCTH MOKHO CUHUTATh ACCUBHBIM
KOMIIOHEHTOM 3aIlUTHI, HAA3UPAIOIIUM 3a CAMUMH 3aLIUTHUKAMHU.

#4 T'apaHTUpPOBAaHHOCTb - Mepa JOBEpHs, KOTOpas MOXKET ObITh OKa3zaHa
APXUTEKTYpE U peald3aldd CUCTEeMbl. ['apaHTUPOBAHHOCTH ONPEIEIACTCS
IPOBEPKO OOIIEro 3aMbIciia U UCIIOJIHEHHSI CUCTEMBI B LIEJIOM U €€ KOMIIOHEHTOB.



['apaHTUPOBAaHHOCTh  MOKAa3bIBAET,  HACKOJIBKO  KOPPEKTHBl  MEXAHU3MBI,
OTBEYAIOIINE 32 IPOBECHUE B KU3Hb IMOJUTUKNA O€301aCHOCTH.

#3 T'apaHTHpPOBAHHOCTH - Mepa JOBEPHs, KOTOpas MOXKET OBITh OKa3aHa CHCTEME.
["apaHTHPOBAaHHOCTH ONPENEISAETCS BCEW CUCTEMOU B LEIOM. [ apaHTUPOBAHHOCTH
MOKa3bIBAET, HACKOJIBKO KOPPEKTHBI MEXAaHU3MbI O€30ITACHOCTH.

#2 l'apaHTUPOBAHHOCTb — XApPAaKTEPUCTUKA CHUCTEMBbL. ['apaHTUPOBAHHOCTH
OTpeJeNsieTCs] TMOJUTUKOM Oe3omacHOCTH. ['apaHTHPOBAHHOCTH IOKa3bIBAET,
HACKOJIbKO Ba)KHbI MEXaHU3MbI 0€30M1aCHOCTH.

#1 TapaHTHUPOBAaHHOCTH — XapaKTEPUCTHKAa CUCTEMBbI. [ apaHTUPOBAHHOCTH
OIpPEAENSIETCS MEXaHU3MaMH 0€30MIaCHOCTH.

16. KakoBbI OCHOBHBIE 3JIEMEHTHI ITOJIMTUKN 0€30IMacHOCTH?

#5 Tlonmutuka O€30macHOCTH JIOJDKHA BKJIOYaTh B ce0s 1O KpailHeH Mepe
CICAYIOIINE DJIEMEHTBI: MPOU3BOJILHOE YIIPABJICHUE JOCTYIIOM; O€30MacHOCTh
MTOBTOPHOTO HCIIOJIb30BaHUS OOBEKTOB, METKH O€30MAaCHOCTH; MPUHYIUTEIBHOE
yIpaBJI€HUE JIOCTYIIOM.

#4 IlonuTuka 0€30MacCHOCTH JIOJDKHA BKJIIOYATh  CIEAYIOIIUE 3JIEMEHTHI:
MIPOU3BOJILHOE YIIPABJICHUE JIOCTYNIOM; METKH OE€30MaCHOCTH; MNPUHYIUTEIHLHOE
YIIPaBJICHUE JIOCTYIIOM.

#3 IlonuTuka OE30MACHOCTH BKJIIOUYACT CICAYIOIIME JJEMEHTHI: IPOU3BOJIBHOE
yIIpaBJICHUE JIOCTYIIOM; IPUHYIUTEIHHOE YIIPABICHUE JOCTYIIOM.

#2 TlonmuTuka O€30MAaCHOCTH BKIIIOYACT CJSAYIONIME DSJIEMEHTHI: yIpaBJICHUC
JIOCTYTIOM; METKH 0€30MaCHOCTH.

#1 IlonuTuka O€30MAaCHOCTH BKIIOYAET PSAJ AJIEMEHTOB, KOTOPBIM OTHOCHUTCS
yIpaBJ€HUE IOCTYIIOM.

17. YUTo Takoe mMpou3BOJILHOE YIPABJICHHUE TOCTYIIOM?

#5 IIpon3BOibHOE yIpaBIEHUE JOCTYNOM - 3TO METOJ OTPaHUYEHHMs JOCTyna K
00BEKTaM, OCHOBAHHBIN HA yuyeTe JIMYHOCTU CYOBEKTa WU TPYIIIbI, B KOTOPYIO
CcyOBeKT BXOAUT. [IpOU3BONIBHOCTH yHpaBi€HUS COCTOUT B TOM, YTO HEKOTOpPOE
Ju1o (0OBIYHO BiaAeNel] 00bEKTa) MOXKET M0 CBOEMY YCMOTPEHUIO JaBaTh IPYyTUM
cyObeKTaM WM OTOMpaTh y HHMX IpaBa JoCTymna K o0bekTy. C KOHIENTyalbHOM
TOYKH 3PEHHUSI TEKYIIee COCTOSHUE MPaB AOCTyNa MPU MPOU3BOJIHLHOM YIIPABIECHUN
OIKCBHIBAETCSI MAaTPHULIEH, B CTPOKAX KOTOPOU MepEeUYHCIIEHbI CYOBEKTHI, a B CTOJIOIAX
- 00beKThl. B KileTkax, pacrnoyioKeHHBIX Ha MEPEeCeYeHHH CTPOK M CTOJIOLOB,
3aIMChIBAIOTCS CIIOCOOBI JOCTYIA, JOMYCTUMBIE IJIsi CYOBEKTa MO OTHOLIEHUIO K
O0OBEKTY - HallpUMEp, YTEHUE, 3aITUCh, BBITIOJIHEHUE, BO3MOXKHOCTh Mepeaun Mpas
JIpYyruM CcyObeKTaM M T.M. BOJBIIMHCTBO ONEPAIIMOHHBIX CHCTEM M CHUCTEM
yhOpaBieHus 0a3aMM JaHHBIX PEATM3yI0T HMMEHHO MPOU3BOJIBHOE YIpaBIICHUE



noctynoMm. ['maBHOe ero JOCTOMHCTBO - THUOKOCTb, TJIaBHbIE HENOCTaTKU -
paccpelOTOYEHHOCTh YIPABIEHUS U CIOKHOCTh LIEHTPAJIU30BAHHOIO KOHTPOJIS, a
TaKk€ OTOPBAHHOCTh MpaB JOCTyHa OT JaHHBIX, YTO IO3BOJSET KOMUPOBATH
CEKpPETHYIO MH(OPMAITHIO B 00IIEIOCTYITHBIE (haiiibl.

#4 [lpou3BoibHOE yIpaBiCHUE JOCTYIIOM - 3TO METOJ| OTpaHUYEHHs JOCTymna K
00BbEKTaM, OCHOBAaHHBIM Ha ydeTe JUYHOCTU CyObEKTa WM TPYIIbI, B KOTOPYIO
cyObekT BXOAWT. [IpoM3BOIBHOCTH YHpaBICHUS COCTOMT B TOM, YTO BIaJeell
00BEKTa MOXKET MO0 CBOEMY YCMOTPEHHMIO JaBaTh IPYrUM CyObEeKTaM WM OTOUpPAThH
y HHX TIpaBa JIOCTyma K 00bekTy. C KOHIENTyaJbHOW TOYKH 3PCHHS TEKYIee
COCTOSIHUE MPAB JIOCTYTIa MPU MPOU3BOJIHLHOM YIIPABJICHUU OMUCHIBACTCS MATPUIIEH,
B CTPOKAX KOTOPOU MEPEUHUCICHBI CYOBEKTHI, a B CTOJIOIaX - OOBEKTHI.

#3 Ilpou3BoibHOE yHpaBiIEHUE JOCTYNOM - 3TO METOJI OFPAHUYEHUSI JOCTyNna K
00BEKTaM, OCHOBAaHHBIM Ha y4eTe JUYHOCTU CyOBEKTa WM TPYIIbI, B KOTOPYIO
cyOBekT BXOAUT. [IpOM3BOIBHOCTH YIpaBICHUSI COCTOMT B TOM, UYTO BIIaJIEJIEI]
00BEKTa MOKET IO CBOEMY YCMOTPEHHUIO JaBaTh APYIHMM IOJIb30BATENSIM WM
oTOMpaTh y HUX IIpaBa JOCTYyMa K OObEKTY.

#2 Ilpou3BOJIbHOE yMpaBiEHUE AOCTYIIOM - 3TO METOJ JOCTyNa K OOBEKTaM,
OCHOBaHHBIM Ha yueTe mnojb3oBaTeieil. [I[pou3BOIBLHOCTE yHpaBiIeHUS COCTOUT B
TOM, YTO JIO0OM MOJIb30BaTEh 0OBEKTAa MOXKET MO CBOEMY YCMOTPEHHUIO JaBaTh
JPYTUM TI0JIb30BaTENIIM WM OTOUPATh y HUX TIpaBa J0CTyNa K OOBEKTY.

#1 IlpousBosIbHOE yTNpaBlIeHHWE JOCTYIOM - 3TO METOJl JOCTymna K OOBEKTaM, OH
COCTOUT B TOM, UTO JIFOOOM MOJIH30BaTEIh 00BEKTA MOXKET IO CBOEMY YCMOTPEHHUIO
JlaBaTh APYTUM IOJIb30BATENISIM UJIM OTOUPATh Y HUX ITpaBa JOCTyNa K 0OBEKTY.

18. Yto Takoe 0€30MacHOCTh MOBTOPHOTO UCIIOIL30BaHUs 00HEKTOB?

#5 be30macHOCTh MOBTOPHOTO MCIOJIb30BaHUSI OOBEKTOB - BaXKHOE HA MPAKTUKE
JIOTIOJTHEHUE CPEJICTB YMPABIICHUS JOCTYINOM, MPEIOXPAHSIONIee OT CIy4yalHOTO
WM TPEeIHAMEPEHHOTO U3BJICUCHUS CEKpeTHOW wuHpopMmanuu u3z '"mycopa'.
be3omacHOCTh MOBTOPHOTO HCIOJB30BAHUS JIOJDKHA TapaHTHPOBATHCA IS
oOnacTeil onepaTMBHON MaMsTH (B 4aCTHOCTH, JUisl Oy(depoB ¢ oOpa3amu sKpaHa,
pacmGpoBaHHBIMK TAPOJIIMA W T.I.), JJIS JUCKOBBIX OJOKOB M MarHUTHBIX
Hocuteser B 1enoM. [lockonbky nHpOpMaIms o cyObeKkTax TakkKe MPeACTaBIIsICT
cobolf OO0BEKT, HEOOXOIUMO T03a00TUTHCS O OE30MacCHOCTH "MOBTOPHOTO
UCIONIb30BaHusl CcyOBekToB". Korma monp3oBaTrens TOKUAACT OpraHU3aIluIo,
CJIEyeT HE TOJBKO JIUIIUTH €r0 BO3MOXKHOCTH BXOJ[a B CUCTEMY, HO M 3alIPETHUTh
JOCTYIT KO BceM oObekTaM. COBpEMEHHbIE WHTEUICKTyallbHbIE TepudepuitHbie
YCTPOMCTBA YCIOXKHSIOT oOecreueHre 0e30MacHOCTH MOBTOPHOTO MCIOJIb30BAHUS
OOBEKTOB, MO3TOMY HEOOXOAMMO MPEANPHUHATh CHEHAIbHBIE MEpbl, YTOOBI
"BBITOJIKHYTH" JTaHHBIE OTTYyA.



#4 be3zonmacHOCTbh MOBTOPHOI'O HCIOJIb30BAaHUA OOBEKTOB - BXKHOE HA MPAKTUKE
JIOTIOJIHEHUE CPENICTB YMHPABICHUS JOCTYNOM, MPEIOXPAaHSIONIee OT CIy4ailHOTrO
WM TIPEeIHAMEPEHHOTO W3BJIICUCHUS CEKpPeTHOW wH(popManuu wu3 '"mycopa'.
be3onacHOCTh TMOBTOPHOTO HWCIOJB30BaHUS JOJDKHA TapaHTHUPOBATBCS IS
obJlacTeil ornepaTuBHOMN MaMATH (B 4aCTHOCTH, i1 OydepoB ¢ oOpasaMu 3KpaHa,
pactuiidpoBaHHBIMU TMAPOJIAIMA U T.I.), JJIS JUCKOBBIX OJOKOB M MAarHUTHBIX
HOCHTEJICH B LIEJIOM, a TaKXKe JIJIsl MHTEJUIEKTYaIbHBIX IEPUPEPUITHBIX CUCTEM.

#3  be3zonacHOCTb MOBTOPHOTO MCIOJI30BaHUSI OOBEKTOB, MPEJOXPaHSIET OT
CIIy4yalHOr0 WM TpEeAHAMEPEHHOr0 W3BJICUCHUS HHpopMalmu u3 '"mycopa'.
be3onacHOCTh MOBTOPHOTO HCIONB30BaHMS JOJKHA TapaHTHUPOBATHCSA NI BCEX
YCTPONCTB, BXOSIINX B BEIYUCIUTCILHYIO CUCTEMY.

#2 be3onacHOCTh MOBTOPHOTO HCIIOJNB30BaHUSI OOBEKTOB, MPEAOXPAHSAET OT
CIIy4ailHOrO WJIM TpeJHAMEpPEHHOro u3BlIeYeHuss uHopmanuu u3z '"Mycopa'.
be3omacHOCTh ~ MOBTOPHOTO  HWCIIOJNB30BAaHUSA  JOJDKHA  TapaHTUPOBATHCSA
YHUYTOXKEHUEM BCEX YCTPOMCTB, BXOJSIIUX B BBIUUCIUTEIBHYIO CUCTEMY, TOCIIE
BBIBOJIAa U3 IKCILTyaTaI[|H.

#1 be3omacHOCT NOBTOPHOTO MCHOJB30BaHUS OOBEKTOB, MPEIOXPAHSIET
U3BIICYCHHS] MH(OPMALIUK U3 PA3NUYHBIX YCTPONCTB. be3omacHOCTh MOBTOPHOTO
WCITIOJIb30BAHUS JOJHKHA JIOCTUTAThCS YHUUYTOKEHUEM BCEX YCTPOMCTB, BXOISIINX
B BBIYMCIIUTEIILHYIO CUCTEMY, MOCTIE BBIBOJIA U3 DKCILTyaTaIUH.

19. JlaiiTe XapakKTEpUCTUKY METOK 0€30MaCHOCTH.

#5 Jns peanuzaiyi NpUHYIUTENBHOTO YIpPaBIEHUS JOCTYNOM C CyOBEKTaMH U
00bEKTaMM aCCOLIUUPYIOTCS METKH 0€30MacHOCTH. MeTKa CyObeKTa OMUCHIBAET €T0
0JIarOHAJIE)KHOCTh, METKA OOBEKTA - CTENEHb 3aKPBITOCTH COAEpKALIEHCs B HEM
uH(popmanuu. MeTku 6€301aCHOCTH COCTOSAT U3 ABYX YaCTE! - YpOBHS CEKPETHOCTH
M CIOUCKAa KaTeropui. YPOBHU CEKPETHOCTH, NOAACPKUBAEMBIE CHUCTEMOW,
00pa3yIoT ynopsA04eHHOE MHOKECTBO, KOTOPOE MOXKET BBITJISACTh, HAIIPUMED, TaK
COBEpIICHHO CEKPETHO, CEKPETHO, KOH(UACHIIHAIbHO, HecekpeTHo. Kareropuu
o0pa3yloT HeymnopsiioueHHbI Habop. Mx Ha3HaueHwe - omucaTh MPEIMETHYIO
00J1aCTh, K KOTOPOW OTHOCSTCS JaHHbIE. B BOGHHOM OKpYXEHUU KaxKasi KaTeropus
MOXET COOTBETCTBOBAaTh, HANPUMEP, OMNPEICICHHOMY BHUIY BOOPYXEHUH.
MexaHu3M KaTeropuil MO3BOJIAET pa3leNuTh HHPOPMALUIO MO OTCEKaM, YTO
CHOCOOCTBYET JIyullel 3alUIEHHOCTH.

#4 Jlns peanvzanyivl TPUHYIUTEIBHOTO YIPaBICHUS JOCTYIIOM C CyOBEeKTaMH |
00BEKTaMH aCCOITUUPYIOTCSI METKHU 0€30MacHOCTH. MeTka CyObeKTa OMUCHIBAET €T0
0JIarOHA/Ie)KHOCTh, METKa O0BEKTA - CTENEHb 3aKPBITOCTH COAEp KalIEHCs B HEM
uHpopmaiuu. MeTku 6€30MacCHOCTU COCTOST U3 ABYX YaCTE! - YPOBHS CEKPETHOCTU
U CIHACKAa KaTeropui. YPOBHU CEKPETHOCTH, NOAACPKUBAEMBIE CHCTEMOW,



00pa3yloT ynops/I04eHHOEe MHOXeCTBO. Kareropuu o0pa3yloT HEYNopsA0UEHHBIH
Habop. MexaHn3M KaTeropuii mo3BoJIsIeT pa3AeaIuTh HH(OOPMALIUIO IO OTCEKaM, YTO
CIOCOOCTBYET JTyUIIel 3aIlUIIEHHOCTH.

#3 Jlnsa peanu3ani OPUHYIUTEIBHOTO YIPaBICHUS JOCTYIIOM C CyOBEKTaMU U
00BEKTaMH acCCOLIMUPYIOTCS METKU Oe3omacHOoCTH. MeTku 6e301acHOCTH COCTOSIT
U3 JIBYX YacTell - ypOBHS CEKPETHOCTHU U CIHMCKA KaTeropuil. YPOBHU CEKPETHOCTHU
00pa3yloT ynopsI04eHHOEe MHOXECTBO. Kareropuu o0pa3yloT HEYNoOpsA0UEHHBIH
Habop.

#2 Jlns peanmuzanuyl YIpaBiIeHUS TOCTYIIOM HEOOXOJMMBI METKH O€30MacHOCTH.
MeTkn 0e30macHOCTH TMOBBIIMIAIOT YPOBEHb CEKPETHOCTU. YPOBHH CEKPETHOCTHU
00pa3yloT ynopsA04€HHOE MHOKECTBO.

#1 Jlns peanuzanuy MpoU3BOJIBHOTO YIPABICHUS JOCTYIIOM HCIOJIb3YIOTCS METKU
Oe3omacHOCTH. MeTKH 0€30MacCHOCTH MOBBIIIAIOT YPOBEHb CEKPETHOCTH, YTO
CHOCOOCTBYIOT JIy4Ilel 3alIUILEHHOCTH CUCTEMBI. Y POBHU CEKPETHOCTH 00pa3yroT
HEYIOPSII0UEHHOE MHOXKECTBO.

20. OxapakTepu3ylTe Takoll  SJIEMEHT TIOJUTUKA OE30MaCHOCTH, Kak
NPUHYAUTETHHOE YIPABICHUE JOCTYIIOM.

#5 [lpuHyauTenbHOE YIpaBJIeHUE JOCTYIIOM OCHOBAHO HAa COMOCTAaBJICHUU METOK
6e3omacHocTH cyObekTa M 00BbekTa. CyOBEKT MOXKET 4YuTaTh WHOOPMAIUIO W3
00BbEKTa, €CIIM YPOBEHb CEKPETHOCTH CyOBEKTa HE HIIKE, YeM y O0BbeKTa, a BCE
KaTeropuu, MEpeunciIeHHble B METKe 0e30ImacHOCTH OOBEeKTa, MPUCYTCTBYIOT B
MeTKe cyObekTa. B TakoM ciyyae roBopsT, 4UTO METKa CyObeKTa JOMUHHUPYET HaJ
MeTKOM 00bekTa. CMbICT COPMYITUPOBAHHOTO MTPaBUJIa TOHITEH - YUTATh MOKHO
TOJIBKO TO, 4TO MOJI0kKeHO. CyOBEKT MOXKET 3aluChiBaTh HHPOPMALIMIO B OOBEKT,
ecliM MeTKa O0e30MacHOCTH O0BbEKTa JOMUHHUPYET HaJ METKOM cyObekTa. B
YaCTHOCTH, "KOHPUACHIIMAIBHBIN" CYOBEKT MOXKET MHUCATh B CEKPETHBIE (Pailiibl, HO
HE MOXET - B HECEKpeTHblEe (pa3yMeeTcs, MOJDKHBI TaKXKE BBIOJHATHCS
OorpaHWYeHMs Ha Habop karteropuil). Hu mpm kakux omepanusx ypOBEHb
CEeKPETHOCTH HWH(OpPMAIMN HE JODKCH TMOHWXKAThCs, XOTS OOpaTHBIN MpOIECC
BIIOJIHE BO3MOXeH. OMNUCaHHBIA CMOCO0 yMpaBlIeHUS JOCTYIIOM Ha3bIBAETCS
NPUHYAUTEITHHBIM, IOCKOJIBKY OH HE 3aBUCHUT OT BOJIM CyOBEKTOB (J1a’Ke CHCTEMHBIX
aamuHucTtparopoB). Ilocine Toro, kak 3adUMKCUPOBAHBI METKH O€30MaCHOCTH
CyOBEKTOB U 0OBEKTOB, OKAa3bIBAIOTCS 3a()MKCHPOBAHHBIMU U TIPaBa JIOCTYTIA.

#4 [lpuHyauTenbHOE YIpaBJiIeHUE JOCTYIIOM OCHOBAHO HAa COMOCTAaBJICHUU METOK
6e3omacHocTH cyObekTa M 00BekTa. CyOBEKT MOXKET uuTaTh WHOOPMAIUIO W3
00BEKTa, €CIM YPOBEHb CEKPETHOCTU CyObEKTa HE HUXKE, 4eM y O0BEeKTa, a BCe
KaTerOpuM, TMEpPEUHUCICHHbIE B METKE O€30MacCHOCTH OOBEKTa, MPUCYTCTBYIOT B
MeTKe cyOobekTa. CyOBbeKT MOXKET 3aliChIBaTh HHPOPMAIIHIO B OOBEKT, €CJIM METKA



0e30macHOCTH 00bEKTA JTOMUHUPYET HaJl METKOM cyObekTa. "KoHduaeHunanbHbIH"
CYOBEKT MOXET MUCaTh B CEKPETHbIC (aillibl, HO HE MOXET - B HECEKpPETHHIC
(TOJKHBI TaK)Ke BBIMOJHATHCA OTpaHUYeHHs] Ha HaObop kareropuil). Hu nmpu kakux
orepalusIX ypoBEHb CEKpETHOCTH WHGOpPMAIMU HE JOJHKEH MOHIKATHCS, XOTS
oOpaTHBIi ITpoliecC BIIOJIHE BO3MOKeH. ONMCaHHBIM CITOCO0 YIpaBiIeHUs J0CTYIIOM
HA3bIBACTCSI MPUHYJIUTEIBHBIM, MOCKOJBKY OH HE 3aBUCUT OT BOJHU CYOBEKTOB.
[Tocne Toro, kak 3adukcupoBaHbl METKM 0€30MACHOCTH CYOBEKTOB M OOBEKTOB,
OKa3bIBAIOTCS 3a(DUKCUPOBAHHBIMU U IIpaBa JOCTYyIA.

#3 [lpuHyauTenpHOE YIpaBiIeHUE JOCTYIIOM OCHOBAHO HAa COMOCTAaBJICHUU METOK
oe3omacHocTH. CyObEKT MOXKET YUTaTh WH(GOPMAIIMIO U3 00BEKTa, €CITU YPOBEHb
CEKPETHOCTH CyOBEKTa HE HUXKE, 4eM y 00bekTa. CyObEeKT MOXKET 3alHChbIBAThH
uHpopMalio B OOBEKT, €ClIM METKa 0e30MacHOCTH OOBEKTa JTOMUHHUPYET HaJ
MeTKOH cyOobekTa. Hampumep, "kKoHQUACHIMATBHBIA" CyOBEKT MOMKET NMUCATh B
CeKpeTHbIe (ailiibl, HO HE MOXET - B HecekpeTHble. Hu mpu Kakux omepanusax
YPOBEHb CEKPETHOCTU MH(OpPMALIMK HE JTO0JKEH MOHMKaThCs. ONucaHHbINA c11oco0
yIpPaBICHUS TOCTYIIOM HA3bIBACTCSA MPUHYIUTEIBHBIM, TOCKOJIBKY OH HE 3aBHUCHUT
OT BOJIM CyOBEKTOB.

#2 1IpuHyIMTENBHOE YNPABIECHUE TOCTYIIOM OCHOBAHO HA CONOCTABJIEHUU METOK
oe3onacHocTU. CyOBEKT MOXKET YUTaTh MH(POPMALIUIO U3 00BEKTa, €CIIU YPOBEHb
CEKPETHOCTH CYOBEKTa HE BbIIE, 4YeM y oO0bekTa. CyOBEeKT MOXKET 3alHChIBaTh
uH(pOpMAIUIO B 00BEKT, €CITM METKa 0€30MaCHOCTH O0OBEKTa COOTBETCTBYET METKE
cyorekta. Hampumep, "kondbumeHuuambHbIM" CyOBEKT MOXET MHCAaTh B
KOH(HIeHIMaNbHbIE (haiijibl, HO HE MOXKET - B ceKpeTHble. ONUCaHHBIA CIOCOO
yIpaBIEHUS TOCTYIIOM HA3bIBACTCSA MPUHYIAUTEIBHBIM, TOCKOJIBKY OH HE 3aBUCHUT
OT BOJIM CyOBEKTOB.

#1 1lpuHynuTenbHOE ynpaBiIEHUE TOCTYIIOM OCHOBAHO HAa CONOCTABJIEHUH METOK
6e3onacHocTu. CyOBEKT MOXKET YuTaTh WH(MOPMAINIO U3 00BEKTa, €CIIU YPOBEHb
CEeKPETHOCTH CyObEKTa HE BbllIe, yeM y 00bekTa. CyOBEKT MOXKET 3aIlluChIBaTh
uH(pOpPMAITUIO B 0OBEKT, €CITM METKa 0€30MacCHOCTH 00BEKTa COOTBETCTBYET METKE
cyobekta. Hampumep, "KoHpuAeHUUANBbHBIA" CyOBEKT MOXET THCaTh B
HECEKpETHBIE (haiiiIbl, HO HE MOXKET - B ceKpeTHbIe. OMHICaHHbIN CIOCO0 yIpaBIeHUs
JIOCTYTIOM Ha3bIBACTCSl MPUHYIUTEIbHBIM, MOCKOJBKY OH HE 3aBHCHT OT BOJIU
CyOBEKTOB.

21. KakoBbl 11€JI1 U CPEACTBA MOJOTYETHOCTHU ?

#5 llenb MOAOTYETHOCTH - B KXKIbIi MOMEHT BPEMEHH 3HATh, KTO (TI0JIb30BATEIb,
poliecc OT UMEHU MOJIb30BaTENs) paboTaeT B CUCTEME U UTO OH jAenaer. CpeacTsa
MOJOTYETHOCTU JEJATCS Ha TPU KaTeropuu: UACHTUPUKALUS U ayTeHTU(DUKAIKS,
MPEeI0CTaBIIEHUE HAZCKHOTO MMyTH, aHAJIU3 PETUCTPAIIMOHHON HH(OpMAIUH.



#4 1lenp MOAOTYETHOCTH - B KAXKIbIi MOMEHT BPEMEHM 3HATh, KTO pabOTaeT B
cUcTeME M 4TO OH jaenaeT. CpeAcTBa NOJOTYETHOCTU JENSATCS HA TPU KAaTErOpHUU:
uACHTU(UKAIMS, TPEAOCTABICHUE HAJEKHOTO MyTH, aHAIM3 PETUCTPALMOHHON
uHbOpMaIUu.

#3 llesb MOMOTYETHOCTU - 3HATh, KTO pabOTaeT B CUCTEME M UYTO OH JIEJacT.
CpencrtBa NOJOTYETHOCTH JEIATCS HAa KaTETOpUU: UACHTU(DUKALMS, aHAJIN3
perucTpalioHHON HH(OPMALINH.

#2 1lenp NOJOTYETHOCTH - (PUKCUPOBATH BCIO MHpopMaiuio o cucreme. CpeacTsa
MOJIOTUYETHOCTU JIETSATCS HAa KAaTErOpUH: HUACHTHU(PHUKAIUS CHCTEM M IPOIIECCOB,
aHanu3 WHQGOPMAIMH O COOBITHSIX.

#1  llenpb MOAOTYETHOCTH - (PUKCHPOBATH BCIO HH(OPMALUIO O COOBITUSAX,
OpUBOJAIIMX K omuOkaM B pabore. CpencrBa MOJOTYETHOCTU JENATCA Ha
KaTeropuu: UJIEHTU(PUKALUS TPOLECCOB, aHAIN3 HWH(OPMALIUU O COOBITHSIX.

22. JlaiiTe XxapakTepUCTUKY UACHTUPUKALUY U ayTCHTU(DUKAIINH.

#5 Wnentudukanus v ayTeHTU(PUKALUSA - TEPBbIM U BaXXKHEUIIWIA TPOrpaMMHO-
TEXHUYECKUH pyOex wuH(popMalMoHHONW Oe3omacHocTH. Ecium He cocTtaBiser
npoOJieMbl MOJYYUTh JOCTYH K CHUCTEME IOJ JIIOOBIM HMEHEM, TO Jpyrue
MEXaHU3Mbl 0€30MaCHOCTH, HAIPUMED, YIPABICHUE TOCTYIIOM, OYEBUHO, TEPSIIOT
cMmbIca. Kaxaplil mosib30BaTelib, MPEkKIE YEM MOIYUYUTh MPABO COBEPIIATh KaKHeE-
00 NEeUCTBHS B CUCTEME, JOKEH UAeHTUUIIMpoBaTh ce0si. OObIUHBIN CIIOCO0
UJeHTU(GUKAIIMK - BBOJI UMEHHU TIOJIb30BaTeNid MPU BXOJE B cUCTeMy. B cBomo
odepellb, CUCTEMA JTOJKHA MTPOBEPUTH MOJIMHHOCTD JINYHOCTHU IOJIB30BATENS, TO
€CTh UTO OH SIBJSIETCS UMEHHO TeM, 3a KOro ceos BoigaeT. CTaHAapTHOE CPECTBO
MPOBEPKU TOJIMHHOCTH (ayTeHTU(UKALUKU) - TAPOJib, XOTS B MPUHIIMUIE MOTYT
UCIIOJI30BAaThCA TAKXKE pa3HOro0 poja JHYHbIE KapTOUKH, OMOMETPUYECKHE
YCTPOMCTBAa (CKAHUPOBAHWE POTOBHIBI WJIM OTHEYATKOB TMAajblIEB) WU HX
KOMOWHAIHSA. bes UIeHTH(PUKAITIT I10JIb30BaTEIEH HEBO3MOKHO
MMPOTOKOJIMPOBAHUE HUX ACUCTBUUA. B Culy NEpEeUMCICHHBIX MPUYHAH MPOBEPKE
MOJIMHHOCTHU JOJKHO MPHUIABATHCS NMEPBOCTEIIEHHOE 3HAaueHHe. Jlexkiapupyercs,
YTO MOJIb30BATEIIO JOJIKHO OBITh TTO3BOJICHO MEHSTH CBOM NapOJib, YTO NMAPOJIH, KaK
MPaBUJIO, JIOJDKHBI OBITh MAaIIMHHO-CITCHEPUPOBAHHBIMU (a HE BBIOpAaHHBIMU
"BpydHyt0'), YTO MOJB30BATENI0 JOJDKHA MPEAOCTaBIATHCS  HEKOTOpas
peructpanmonHas uHdopmarus (gata ¥ BpeMs TOCIEIHETO BXOJa B CHUCTEMY U
T.IL.).

#4 Wnentuduxanus v ayTeHTUGUKAMSA - TIEPBBIM U BaXXHEUIIINIA TTPOTrpaMMHO-
TeXHUYECKUN pyOexx HHpopManmoHHOW OezonmacHocTH. Kaxknplii moip3oBartess,
MPEX/Ie YeM MOJIYYHUTh ITPABO COBEPIIATH KaKME-I10O0 IEUCTBUS B CUCTEME, IOJKEH
uneHtuuimpoBatb ceds. OOBIYHBIN CIOCOO HIASHTU(PUKAIIMK - BBOJ HMEHU



[0JIb30BaTENsl NpU BXoJe B cucreMy. lIpm 3TOM cucrema AODKHA IMPOBEPUTH
NOJJIMHHOCTH JINYHOCTH MOJIB30BATENSA, TO €CTh YTO OH SIBJISIETCSI HMEHHO TEM, 32
koro cebs Bbyaer. CraHgapTHOE  CPEICTBO  NPOBEPKM  MOAJIUHHOCTH
(ayTeHTH(QUKAIIUN) - MApOJIb, XOTS B MPHUHIIMIIE MOTYT HCIOJB30BATHCA TaKKe
pa3HOro pojia JMYHbIE KapTOUYKH, OMOMETPUUYECKUE YCTPOMCTBA (CKaHUPOBAHME
POTOBHIIBI MM OTIIEYATKOB MajbleB) WIK UX KoMmOuHanus. be3 maentuduxanmu
II0JIb30BATEIIE  HEBO3MOXKHO IIPOTOKOJMPOBAHME WX JAeucTBUUM. B cuiy
HNEPEYUCIICHHbIX NPUYUH MPOBEPKE MOUIMHHOCTH JOJDKHO  IPUJABaThCS
NIEPBOCTENEHHOE 3HAUEHUE.

#3 Wpentuduxanus u ayTeHTHPHUKAIUS - BRKHEUITUN TPOrpaMMHO-TEXHUYECKUN
pyoex umHbopManroHHONW Oe3omacHOCTU. Kaxkaplii MoJib30BaTelb, MPEKIE YeM
NOJy4YUTh TMpPaBO COBEpIIATh Kakue-mMOO JEHCTBUS B CUCTEME, JOJDKEH
uneHtuduipoBatb ceds. OOBIYHBIN CIIOCOO HIASHTU(PHUKAIIMK - BBOJ HMEHU
II0JIB30BATEISI ITPU BXOJ€ B cucTeMy. IIpu 3TOM cuctema npoBepsieT MOAJIMHHOCTD
JUYHOCTH MOJb30BaTENs, TO €CTh YTO OH SIBIISIETCS MMEHHO TEM, 3a KOro ceols
BbiAaeT. CTaHAApTHOE CPENCTBO MPOBEPKU MOJIMHHOCTU (AyTEeHTU(PUKALNUH) —
napodb. [IpoBepke NOJIMHHOCTH AOHKHO MPHUIaBaThCs IEPBOCTENEHHOE 3HAUCHHUE.
#2 Wnentudukanuss W ayTeHTHPUKALMS - BAXKHEWIIMNA TPOrpamMMHBIN pyOex
uHpopMalmoHHON OezonacHocTU. Kakaplii OJIB30BaTENb, IPEXKAE YEM MOTYUUTh
IPaBO COBEpIIATh KaKHe-TUO0 AEHCTBUS B CUCTEME, JOJIKEH HIECHTU(UIUPOBATH
cebs ¢ momombio naposs. Ilociae dero emy paspelieHbl Bce ACHCTBUS C
MH(POPMAILIMOHHBIMU PECYpCaMU CUCTEMBI.

#1 Wpentudukauusa u ayTeHTU(PUKAUMA - BaKHEHIIMI anmapaTHbId pyOex
nH(popMaMOHHOW O6e30macHOCTH. KaxKblil 0JIb30BaTENb, MPEXKIE YEM MOITYUUTh
IIpaBO COBEpIIATh KaKHe-IMOO NEHCTBUS B CUCTEME, JOJKEH BECTH HH(POPMALIUIO O
cebe U MmoATBepaUTh ee mapojeM. [locne dyero emy pasperieHbl Bce ACHCTBUS C
MH(GOPMALIMOHHBIMU PECYPCaMU CUCTEMBI.

23. Yrto Takoe rapaHTUPOBAHHOCTh, KAKUE BUbI TAPAHTUPOBAHHOCTH OBIBAIOT?

#5 T'apaHTUPOBAHHOCTH - 3TO MEpPa YBEPEHHOCTH, C KOTOPOH MOYHO yTBEPKIATh,
4YTO JJIsi TPOBEACHHS B JKU3Hb C(HOPMYJIUPOBAHHOM NOJUTUKH O€30MacHOCTU
BBIOpAH MOAXOASAIINI HA0OP CPEACTB, M UTO KAXKIA0€ U3 HUX MPABUIBHO UCTIOJIHSET
OTBEIEHHYI0 €My poib. B "OpanxeBol KHHMre" paccMaTpuBaceTCs JBa BHUIA
rapaHTUPOBAHHOCTH - ONEPALMOHHAas W TexHoJorndyeckas. OmnepannoHHas
rapaHTUPOBAHHOCTh OTHOCHUTCS K apXUTEKTYPHBIM M PEAIU3ALMOHHBIM ACIEKTaM
CUCTEMBI, B TO BpEMsS KaK TEXHOJIOTMYECKas - K METOJaM IOCTPOCHHS U
COIPOBOK/ICHHUS.

#4 T['apaHTUPOBAHHOCTH - 3TO M€pa YBEPEHHOCTH, C KOTOPO MOYKHO YTBEPKIATh,
YTO JJIS TPOBEACHUSI B KU3Hb TMOJMUTUKU O€30MACHOCTH HMEETCS MOJIXOASIIUN



Habop cpeactB. B "OpamxeBod KHUre" paccMaTpuBaeTcs JBa  BUJA
rapaHTUPOBAHHOCTU - ONEpallMOHHAas M TexHoJiornyeckas. OnepannoHHas
rapaHTUPOBAHHOCTh OTHOCHUTCSI K apXUTEKTYPHBIM U PEATU3ALMOHHBIM aCIEKTaM
CUCTEMBI, B TO BpeMs KaK TEXHOJIOTMYECKass - K METOJaM IOCTPOCHHUS U
COTIPOBOK/ICHHSI.

#3 T['apaHTUPOBAaHHOCTH - 3TO M€pa YBEPEHHOCTH, C KOTOPOIl MOYKHO YTBEPKIATh,
YTO JUIsl BBIMOJHEHUS TOJUTUKM O€30MacHOCTH HMeeTcs Halop CpeiCTB.
CymiecTByeT J1Ba BHUJla TAPAHTUPOBAHHOCTH - ONEPALMOHHAS U TEXHOJOTUYECKAS.
OnepalioHHasi TapaHTHPOBAHHOCTh OTHOCUTCS K AaPXUTEKTYPHBIM acleKTam
CUCTEMBI, B TO BpeMs KaK TEXHOJOIMYEeCKass — COOTBETCTBYET METOJaM
COMPOBOXKICHHUS.

#2 ['apaHTHPOBAHHOCTH - 3TO M€pa YBEPEHHOCTH, C KOTOPO MOYKHO YTBEPKIATh
HAOOp CPENCTB COOTBETCTBYET CTaHJAApTaM CHCTEMBI 3allUThl. MOXHO JBa BUAA
rapaHTUPOBAHHOCTU — CUCTEMHasl (TEXHUYECKas) U TexHoJorndyeckas. CucreMHas
rapaHTHUPOBAHHOCTb OTHOCUTCS K PEATU3ALMOHHBIM acCIEeKTaM KOMIIBIOTEPHOMN
CUCTEMBI, B TO BpEMS KaK TEXHOJIOTHYECKas - K METOAaM MOCTPOCHHUS CUCTEM.

#1 1'apaHTHPOBAHHOCTH - ATO MEPA YBEPEHHOCTH, C KOTOPOH MOKHO YTBEPKIATh
Ha0Op CpPEeICTB COOTBETCTBYET CTaHAAPTaM CUCTEMBbI 3alUThl. MOXHO JBa BUIA
rapaHTUPOBAHHOCTM  —TEXHHYECKass W TEXHOJIOrMYecKas.  TexHudeckas
rapaHTUPOBAHHOCTh ONPENEISAETCS NPOU3BOAUTENIEM KOMIIBIOTEPHOM CUCTEMBI, B
TO BpeMsl KaK TEXHOJIOTMYECKas - K METOoJaM IOCTPOEHMsI MH(POPMAIMOHHBIX
CUCTEM.

24. Yto BKIIIOYAET B ceOs onepaiMoHHasi rapaHTUPOBAHHOCTh?
#5 OmnepalluoOHHas] TapaHTUPOBAHHOCTh BKJIIOUAET B CEOsl MPOBEPKY CIEAYIOIIHUX
DIIEMEHTOB:

e ApXUTEKTypa CUCTEMBI.

e [lemoCTHOCTD CHUCTEMBI.

e AHanu3 TalHBIX KaHAJIOB Mepeaayn HHPOPMaInu.

e HanexHoe aAMUHUCTPUPOBAHUE.

e HanexHoe BoccTaHOBJIEHHUE MOCTE COOEB.
OmnepaliioHHasi TapaHTUPOBAHHOCTH - 3TO CHOCOO YOEIUThCS B TOM, YTO
apXUTEKTypa CUCTEMbl M €€ peanu3alus JIeUCTBUTEIbHO MPOBOJIAT B KHU3Hb
U30paHHYIO OJUTHKY 0€30MacHOCTH.
#4 OmnepalliOHHAsI TaPAHTHUPOBAHHOCThH BKIIFOUACT B CEOsl MPOBEPKY CIEAYIOIIUX
AIIEMEHTOB:

e ApPXUTEKTypa U LIEJIOCTHOCTb CUCTEMBI.

e AnHayiu3 TalHBIX KaHAIOB Nepenayr nHHOPMAaLIUU.

e Hanexxnoe aIiMMHUCTPUPOBAHUE.



e HanexxHoe BOCCTaHOBJIEHHUE MOCIE COOEB.
OmneparioHHasi TapaHTUPOBAHHOCTH - O3TO CHOCOO0 yOEemWThCS B TOM, HUTO
apXUTEKTypa CHUCTEMBbl W €€ peaju3anus JACUCTBUTEIBHO MPOBOISIT B JKHU3HB
n30paHHYIO OJUTUKY O€30MaCHOCTH.
#3 OmnepallMOHHAs] TapaHTHPOBAHHOCThH BKJIIOYAET B cE€0sl MPOBEPKY CIEAYIOMIUX
AIIEMEHTOB:

® ApPXHUTEKTYpa U UEIOCTHOCTh CUCTEMBI.

e AHanu3 KaHaJIOB Iepeaadn uHopmauu.

e AJIMUHUCTPUPOBAHUE U BOCCTAHOBJICHHUE MTOCJIE COOEB.
OnepallMoOHHAsT TapaHTUPOBAHHOCTH - 3TO CHOCOO YOEIUThCS B TOM, YTO
apXUTEKTypa CHUCTEMBI W €€ peanu3alus ICUCTBUTEIBHO IPOBOIAT B KHU3Hb
M30paHHYIO TIOJIMTUKY O€30MaCHOCTH.
#2 OnepalioHHasi TAPaHTUPOBAHHOCTh BKIIIOYAET B CEOSl MPOBEPKY CIETYIOIIUX
AJIEMEHTOB:

® ApPXHTEKTypa U TEXHHIECKOE 00CCTIICUCHHE CHCTEMBI.

o [IporpammHoe oOecriedUeHrE CUCTEMBI.

o Kanaibl nepenaun nHGOPMAIIUH.

e BoccranoBnenue nocie cOoeB.

e AmmapaTHbI€ CPEICTBA 3AITUTHI CUCTEMBI.

e [IporpammHBIE€ CpeCTBA 3aIIUTHI CUCTEMBI.
OmnepaliioHHasi TapaHTUPOBAHHOCTh - O3TO CIOCOO YOEIUThCS B TOM, YTO
apXUTEKTypa CUCTEMBbI W €€ peanu3alus JCUCTBUTEIbHO MPOBOIAT B KHU3Hb
n30paHHYIO0 TOJUTUKY O€30MaCHOCTH.
#1 OmnepanioHHasi TApaHTUPOBAHHOCTh BKIIFOYAET B CEOSl MPOBEPKY CIETYIOIIUX
AJIIEMEHTOB:

o TexHHYECKOe 00ECIICUCHHE CHCTEMBI.

e [IporpammHoOe 0Oecrie4eHre CUCTEMBI.

o Kanainel nepenayun nHGOpMAIIHH.

e BoccranoBnenue nocie cOoeB.

e AmmapaTHbIC CPEACTBA 3aITUTHI CHCTEMEI.

e [IporpamMmHBIC CpECTBA 3aMIUTHI CHCTEMBI.
OrnepaniioHHasi TapaHTUPOBAHHOCTH - 3TO CHOCOO YOEIUThCS B TOM, YTO
TEXHUUYECKOE CHCTEMBbl W €€ peanau3aius JIEeUCTBUTEIHLHO XOPOIIO 3alUIIal0T
CUCTEMY.

25. Y1o TaKkoe TEXHOJIOTMYECKasi FapaHTUPOBAHHOCTh?
#5 TexHosornyeckass rapaHTHUPOBAHHOCTb OXBATHIBAET BECh JKU3HEHHBIN LUK
CUCTEMBI, TO €CThb NEPHUOABl IPOEKTUPOBAHMS, pealIn3aluM, TECTUPOBAHUS,



MIPOJIAKH U COMPOBOXKIAEHUS. Bee nepeuncieHnble 1eCTBUS JOJKHBI BBITOIHATHCS
B COOTBETCTBUU C >KECTKUMHU CTaHIapTaMHU, YTOOBI 00€30MAaCUTHCS OT YTEUKHU
uHbOpMaIlMU U HeJleraJbHbIX "3aknanok’. TexHomoruueckas rapaHTUPOBAHHOCTh
BKJIIOYAET TECTHPOBAHHUE, CPEJCTBA KOH(UTYPAIIMOHHOTO YTPaBJICHHS, KOTOPbHIE
3AIIMIIAKT CUCTEMY B IPOLIECCE MPOEKTUPOBAHUS, PEATU3ALMHU U COIPOBOKICHUS,
HAJIC)KHOE pacipeciICHUE.

#4 TexHomorndeckas rapaHTUPOBAHHOCTb OXBAThIBAET BECh KW3HEHHBIA IUKII
CUCTEMBI, TO €CThb IMEpPUOABl IPOCKTUPOBAHMS, pEATU3ALNU, TECTUPOBAHMUS,
IIPOJIAXKH U CONPOBOXKIEHUA. Bee nepeuncieHHble 1eCTBUS TOKHBI BBITOIHATHCS
B COOTBETCTBUU C >KECTKUMHU CTaHIapTaMH, YTOOBI 00€30MAaCUTHCS OT YTEUKHU
MH(pOpMAIMU U HEJIETAIbHBIX "3aKIaa0K".

#3  TexHosiorM4eckas TrapaHTUPOBAHHOCTb OXBAThIBAET LUK CHCTEMBI, OT
peanu3alld U TECTUPOBAHMUSA JO IMPOJAXU U CONPOBOXKICHHs. Bce aeicTBus
BBITIOJIHSIOTCS B COOTBETCTBHH C )KECTKHUMHU CTaHIapTaMU, YTOOBI 00€3011aCUThCS OT
yTeuku MHGOPMAIIMK U HEeJIeTAIbHBIX "3aKiIamioK".

#2 TexHonornveckasi rapaHTUPOBAHHOCTh 3aTPAruBAET IUKJII CUCTEMBI, CB3aHHBIN
MPOAAXKEN U COMPOBOXKACHUEM. Bce NEMCTBUS BBIIOJIHAIOTCS B COOTBETCTBUU CO
CTaHJAapTaMu, 4TOObI 00€30MACUTBhCS OT YTEUKH WH(GOPMAMK U HEJIErajbHbIX
"3aKmamok".

#1 TexHonmornyeckasi rapaHTUPOBAHHOCTH OIPENESAETCs] TEXHOIOTHeH pa3paboTKu
cucteMbl. Bece NeHCTBUS BBINOJIHAIOTCA B COOTBETCTBUU CO CTaHAApPTAMM, YTOOBI
00€30IacuThCs OT YTEUKH HHPOPMAIIMH U HEJIETAIbHBIX "3aKIai0K".

26. CKobKO M KaKue Kiiacchl OezonacHocTH cornacHo «Kpurepue» MunucrepcTsa
ob6oponsl CIIIA cymecTByeT?

#5 "Kputepun" MunucrepctBa 000ponbl CLIIA OTKpbUIM NyTh K PaHXUPOBAHUIO
WH(OPMAITMOHHBIX CUCTEM IO CTeneHu HaaexHoctu. B "OpamxeBod kHure"
oTIpeIeNsieTCs YeThIpe YPOBHS Oe3onacHocTH (HaaexHocth) - D, C, B u A. YpoBeHn
D mpennasHayeH AJis CUCTEM, NMPU3HAHHBIX HEYJOBIETBOpUTENbHBIMU. [0 Mepe
nepexona ot ypoBHs C K A K HaJIeXKHOCTH CUCTEM MpPEABABISIIOTCA Bce Oojee
kectkue TpeboBanus. Yposuu C u B noapazaenstores Ha knaccel (C1, C2, Bl, B2,
B3) ¢ mocTeneHHbIM BO3pacTaHUEM HAAEKHOCTU. TakuM oOpa3oM, BCEro UMEETCS
mecTh KjaccoB Oe3omacHoctn - Cl1, C2, B1, B2, B3, Al. UroOsl cucrema B
pe3ynbTare Mporeayphl cepTUUKAIMK MOTJIa ObITh OTHECEHAa K HEKOTOPOMY
KJIACCy, €€ MOJUTHKA 0€30MacHOCTH ¥ TAPAHTUPOBAHHOCTH JIOJDKHBI YIOBIETBOPSIThH
TpeOOBAHMIM, KOTOPBIE XapaKTEPHBI TSl KAXKI0TO Kiiacca.

#4 "Kpurepun" MunuctepctBa 0060poHbl CIIIA omnpenenstoT 4eThipe YpOBHS
6e3onacHoctu (HagexHocTH) - D, C, B u A. YpoBenb D npeHazHaueH 115 CUCTEM,
MIPU3HAHHBIX HEYAOBJIETBOpUTENbHBIMU. 110 Mepe mepexoma oT ypoBHI C Kk A K



HAJISKHOCTU CUCTEM MPEIBABIIAIOTCS Bce Ooee kecTkue TpedoBanus. YpoBHu C u
B nonpasznensitorcs Ha kiaceel (Cl, C2, B1, B2, B3) ¢ nocTeneHHbIM BO3pacTaHUEM
HaJe)KHOCTU. TakuM 00pa3oM, BCEro MMeeTcs IecTh KiaccoB Oe3omacHoctu - Cl,
C2, B1, B2, B3, Al. UtoObl cucteMa B pe3yjbTaTe MpOLEAYphl cepTUUKAIIH
MoTJjia ObITh OTHECEHa K HEKOTOPOMY KJIacCy, €€ MOJIUTHKA O€30MacHOCTU U
rapaHTUPOBAHHOCTH JIOJKHBI YJIOBJIETBOPSITH OMPEACIICHHBIM TPEOOBAHUSM.

#3 "Kpurepun" MunuctepctBa 000opoHbl CIIIA omnpenenstoT 4eThIpe YpPOBHS
oe3omnacHoctu (HagexHocTH) - D, C, B u A. Yposens D npenHa3zHaueH 1l CUCTEM,
IPU3HAHHBIX HEyAoBIeTBOpUTENbHBIMU. 110 Mepe mepexona ot ypoBHa C k A K
HAJeKHOCTH CUCTEM MPEIBABISIIOTCS Bce Ooee )kecTkue TpedoBanus. YpoBuu C u
B nonpaznensitorcs Ha kinaceel (Cl, C2, C3, B1, B2) ¢ nocTeneHHbIM BO3pacTaHUEM
HaJe)KHOCTU. TakuM 00pa3oM, BCEro MMeeTcs MecTh kinaccoB OezonacHocty - Cl,
C2, C3, BIl, B2, Al. UtoObl cuctemMa B pe3ysibTaTe MPOIEAYphl cepTUhUKAIINU
Morja ObITh OTHECEHAa K HEKOTOpPOMY KJIAcCy, €€ IOJINTUKA Oe30MacHOCTH U
rapaHTUPOBAHHOCTD JOJKHBI YJOBJIETBOPATH TPeOOBaHUAM Kiacca.

#2 "Kputepun" MunuctepctBa o6oponsl CHIA onpenensitor 4eTbipe YpOBHS
oe3onacHoctu (HaaexxHocTH) - D, C, B u A. YpoBens D npegHazHaueH A CUCTEM,
IIPU3HAHHBIX HEYAOBJIETBOPUTENbHBIMU. 110 Mepe mepexona or ypoBHs C Kk A K
HAJIC)KHOCTU CHUCTEM IIPENBABIAIOTCA Bce Oosiee kecTkue TpeOoBaHus. Taxum
o0Opa3oM, Bcero uMmeercst Tpu kiacca 6e3omnacHoct - C, B, A. Uto6sl cucrema B
pe3ysbTaTe MpOoLENypbl CEPTHUPHUKAIMU MOIJIa ObITh OTHECEHa K HEKOTOpPOMY
KJIacCy, €€ MOJUTHKA 0€30MaCHOCTH U TapaHTUPOBAHHOCTb JOJKHBI YI0BIETBOPSATH
TpeOOBaHMIM KJlacca.

#1 "Kputepun" MunuctepctBa o6oponsl CHIA onpenensitor 4eTbipe YpOBHS
oe3onacHoctu (HagexxHoctu) - D, C, B u A. 1o mepe nepexona ot ypoBHs D k A k
HAJ©KHOCTU CHCTEM MNPEIBSABIAIOTCS Bce Oonee kecTkue TpedoBaHus. UToObI
CUCTEMa B pe3ylbTaTe Mpoleaypbl CepTHUPHUKAUU MOrja OBbITh OTHECEHa K
HEKOTOPOMY KJIAacCy, €€ MOJMTHKA 0€30MacHOCTH U TapaHTUPOBAHHOCTH JOJKHBI
yIIOBJIETBOPSATH TPEOOBAHUSM KJlacca.

27. Kak pacnpenenstorcs TpeOoBaHUs K MOJIUTUKE O€30IaCHOCTH MPU NEPEXOAE OT
KJ1acca kiaccy?

#5 TlonuTuka O0€30MaCHOCTM B «MIIQAIIMX» KjlaccaX JOBOJIBHO OBICTPO
y>KECTO4aeTcsl, AOCTUrasi M1Ka K kiaccy Bl.

#4 TlonmuThka 0€30MAaCHOCTH B «MIIQMIIMX» KjlaccaXx JOBOJIBHO OBICTPO
y>KECTOYaeTCsl, JOCTUTasi MUKa K Kiaccy B2.

#3 TlonuTuka O0€30MAaCHOCTM B «MIIQAIIMX» KjaccaX JOBOJIBHO OBICTPO
y>KecTovaeTcs, JocTuras nmuka k kiaccy C3.



#2 TlonuTka ©€30MaCHOCTH B «CTApLIMX» Kjaccax JOBOJBHO OBICTPO
y2KECTOYAETCs, JOCTUrasl MUKA K Kiaccy B3.
#1 Tlomutuka O€30MACHOCTH B «CTApUIMX» KJaccaX JOBOJBHO OBICTPO
y>)KECTOYAETCs, IOCTUras MMKa K kiaccy Al.

28. Kak pacnpenensitorcss TpeOOBaHUSI K TapaHTUPOBAHHOCTH IPHU IEPEXOJie OT
KJ1acca kiaccy?

#5 Mepbl rapaHTUPOBAHHOCTH OTHECEHBI B OCHOBHOM B «CTapLIME» KJIACCHI,
HaunHas ¢ B2.

#4 Mepbl TapaHTUPOBAHHOCTH OTHECEHBl B OCHOBHOM B «CTapIlIM€» KIIACCHI,
HaunHas ¢ Bl.

#3 Mepbl rapaHTUPOBAHHOCTU OTHECEHBI B OCHOBHOM B «CTapIIME» KIACCHI,
HauuHas ¢ B3.

#2 Mepbl rapaHTUPOBAHHOCTH OTHECEHBI B OCHOBHOM B «MJIAJIIME» KIIACCHI,
HauuHasg ¢ Cl u gocturas nuka K kiuaccy B2.

#1 Mepbl rapaHTUPOBAHHOCTHM OTHECEHBI B OCHOBHOM B «MJIAJIINE» KIIACCHI,
HaunHas ¢ C1 u gocturas nuka k kiaccy Bl.

29. Ha xoro u Ha KakuMe CHCTEMbl B OCHOBHOM OpHEHTHpOBaHbl «Kpurepum»
MunucrepctBa o6oponsl CIITA?

#5 «Kpurepum» S[BHO OpPUEHTHPOBAHBI HA MPOU3BOJMUTENSI M OLECHIIHKA
(mpou3BoAIIEro cepTUPUKAIIUIO CUCTEM), a HE Ha mokymnarens cucteM. OHU He
JAI0T OTBET Ha BOIPOC, Kak O€30MacHO CTPOUTh CHUCTEMY, KaK HapalluBaTh
OT/IeJIbHbIC KOMITIOHEHTHI U KOHQuUrypauuwo B menoM. «Kputepun» paccuutansl B
OCHOBHOM Ha CTaTMYHbIEC, 3aMKHYTBIE CUCTEMBI, KOTOPBIE PEIKH B KOMMEPUYECKOU
cpene.

#4 «Kpurepun» SIBHO OPUEHTHPOBAHBI HA MPOU3BOAUTENS M OLCHILIMKA, a HE Ha
nokynatenst cucteM. OHU TOJIBKO YaCTUYHO JIAt0T OTBET Ha BOMPOC, Kak 0€30MMacHO
CTPOUTH CUCTEMY, KaK HApaIllMBaTh OTACIbHBIC KOMIIOHEHTH M KOH(PUTYPAIUIO B
uesioM. «Kpurepun» paccuntanbl B OCHOBHOM HA HEKOMMEPUYECKHUE CUCTEMBI.

#3 «Kputepun» SIBHO OpUEHTHUPOBAHBI HA MPOU3BOAUTEIS U OLECHIIMKA, a HE Ha
nokymnaresns cucteM. OHU XOTS U JAal0T OTBET Ha BOIPOC, Kak 0€30MacHO CTPOUTH
CHUCTEMY, KaK HapalluBaTh OT/ICJIbHbIC KOMIIOHEHThI M KOH(MUTYpAITUIO B 11€JI0M, HO
paccurTaHbl B OCHOBHOM Ha HEKOMMEPUYECKHUE CUCTEMBI.

#2 Xots «Kputepun» OpPUEHTUPOBAHBI HA IMPOU3BOAMUTENS W OLICHIINKA, HO U
MOKyTaTelb CUCTEM MOXKET HAWTH OTBET Ha BOIPOC, Kak OE30MacHO CTPOUTH
CUCTEMY, KaK HapalluBaTh OTJEIbHbIE KOMIIOHEHTHI U KOHPUTYPAIUIO B 1IEJIOM.

#1 «Kpurepum» OpUEHTHPOBAaHBI KaK Ha NPOU3BOJAUTENS M OLEHIIMKA, TaK U
nokymnarensa cucremM. B «Kpurepusix» MOXKHO HaWTH OTBET Ha BOMPOC, KaK



0e30MacHO CTPOUTh CHUCTEMY, KakK HapaliBaTh OTAEIbHbIE KOMIIOHEHTHI H
KOH(HUTYpAIHIO B IIETIOM.

30. EBporielickue KpuTepHuH OIEHKH 0€30MMacHOCTH WH(OPMAIIMOHHBIX CHCTEM.

#5 Crenys o myTu uHTErpanuu, B 1991 rona or uMEeHH COOTBETCTBYIOIIMX OPTaHOB
yeTblpex cTpaH - Opanuuu, ['epmanuu, Hunepnannos u BenukoOputanuu ObLIN
INPUHATHL COTJIACOBAHHBIE KPUTEPUM OLEHKH O€30MacHOCTH HWH(OPMAIMOHHBIX
texHosoruii (Information Technology Security Evaluation Criteria, ITSEC).
BbIros1a OT HCHOJB30BAHMS COTJIACOBAaHHBIX KPUTEPUEB OUEBHIHA JIJISl BCEX - U LIS
POM3BOAUTENEH, U IS MOTpeOuTeNel, U A1 CaMHX OPraHoOB CEepTHU(UKAIIUU.
[IprHIMnManbHO BakHOM 4epTor EBponerickux Kpurepues sBIsIETCS OTCYTCTBHE
alpUOPHBIX TpeOOBaHMM K YCIOBUSAM, B KOTOPBIX JOJDKHa paboTaTh
uHpopmanmonHas cuctema. Ilo EBpomneiickum Kpurtepusim opranuzanus,
3arpaliyBaroas cepTuUKalUOHHbIE YCIYTH, POPMYIUPYET LENb OLIEHKH, TO €CTh
OIKCHIBAET yCIIOBUS, B KOTOPBIX JOJDKHA pabOTaTh CUCTEMA, BO3MOYKHBIE YTPO3bI €€
0e30MacHOCTH M TMPEAOCTaBIIIEMbIE €10 3alllMTHbIE (PYHKUIMHU. 3ajadya opraHa
CcepTU(PUKALNHU - OLEHUTh, HACKOJIBKO IMOJIHO JOCTUTAIOTCS MOCTaBICHHBIE LIETH, TO
€CTh HACKOJBKO KOpPPEKTHbI U 3()(PEKTUBHBI apXUTEKTypa M peaju3alus
MEXaHU3MOB 0€30MaCHOCTH B OMMCAHHBIX OpraHu3aluen ycinoBusx. EBponeiickue
Kputepun oTHOCATCA K TapaHTHUPOBAHHOCTH Oe€30macHOM paboOThl CUCTEMBI.
TpeboBanus kK MONUTHKE 0€30MACHOCTH M K HAJMYUIO 3alUTHBIX MEXaHU3MOB HE
ABJISIFOTCS cocTaBHOM 4yacTeio Kpurepues. Xotss Kpurepun copepxar B KauecTBe
NPWIOKEHUSI OMNHUCAaHUE JECSITH TNPHUMEPHBIX KJIACCOB (PYHKIMOHAIBHOCTH,
TUMWYHBIX U1 IPABUTEILCTBEHHBIX 1 KOMMEPUYECKUX CUCTEM.

#4 B 1991 roma oT ©MEHN COOTBETCTBYIOLIMX OPraHOB YEThIpEX cTpaH - OpaHuuy,
I'epmanun, HupnepnannoB u BenukoOpuTanuu ObUIM NPUHATHI COTJIACOBAHHbBIE
KPUTEPUHN OIIEHKH 0e30macHOCTH HHQPOpManUOHHBIX TexHosoruit (Information
Technology Security Evaluation Criteria, ITSEC). CormnacoBannbie KpuUTepuu
OPUMEHUMBI U JJI1 TPOU3BOAUTENEH, U A MOTpeOuTeNel, U Uisl CaMUX OpPraHOB
cepruukanuu. [lpuHuunuansHo BaxHOW ueproil EBpomeiickux Kpurtepuen
SBJIIETCSI OTCYTCTBUE alPUOPHBIX TPeOOBAaHUU K YCJIOBHSIM, B KOTOPBIX JTOJKHA
paborarb nunpopmanronHas cucrema. [lo EBponerickum Kpurepusim opranuzanus,
3anpanuBaoas CEpTUPUKALMOHHBIE YCIYTH, GOPMYIUPYET 11€b OLIEHKH, TO €CTh
OIKCHIBAET YCIOBHS, B KOTOPBIX JOJKHA pabOTaTh CHCTEMa, BO3MOXHbBIE YTPO3bI €€
0€30MacHOCTH M TPEJOCTaBIIsiEMble €10 3alllUTHhIE (PYHKIMH. 3ajada opraHa
cepTU(UKALNY - OLICHUTb, HACKOJIBKO MOJIHO TOCTUTal0TCs IOCTABICHHBIE 1€, TO
€CTh HACKOJBKO KOPPEKTHBI U A()QPEKTUBHBI aAPXUTEKTypa H pealu3anus
MEXaHU3MOB 0€30IaCHOCTH B OMMCAHHBIX OpraHu3aluen ycioBusax. EBpornelickue
Kputepun OTHOCATCS K TapaHTUPOBAHHOCTU O€30macHOM paboOThl CHUCTEMBI.



TpeOoBaHUs K MOJUTUKE O€30MACHOCTH M K HAIMYHUIO 3AIlIUTHBIX MEXaHU3MOB HE
ABJISIIOTCS] COCTaBHOM 4acThio Kpurepues.

#3 B nauase 90-x ro0B OT UMEHHU COOTBETCTBYIOIIMX OPIaHOB YETBIPEX CTPAH -
Opannun, ['epmannn, HunepnangoB u  BenukoOputanuu ObUTM  TPUHSATHI
COTJIaCOBaHHBIE KPUTEPUU OLEHKH 0€30MacHOCTU MH(POPMALMOHHBIX TEXHOJIOTHM
(Information Technology Security Evaluation Criteria, ITSEC). CornacoBanubie
KPUTEPUU TPUMEHUMBI Kak Jis MPOU3BOAUTENCH, TaK W I TMOTpeOuTene.
Baxunoii yeproii EBpomeiickux KputepueB SBISIETCS OTCYTCTBUE AalpPUOPHBIX
TpeOOBaHMI! K yCIOBHUSIM, B KOTOPBIX JOJDKHA pa00TaTh HHPOPMAIIMOHHAS CHCTEMA.
[To EBpomneiickum Kputepusim opranuzamusi cama (HOpMyIHpPyeT U OMHCHIBAET
YCIIOBHS, B KOTOPBIX JIOJDKHA paldoTaThb CHUCTEMA, BO3MOXHBIE YIpO3bl €€
0€30MacHOCTH M NPEJOCTaBIIsIEMbIE €10 3alllUTHbIE (YHKIMM. 3ajada opraHa
cepTu(UKaLUY - OLEHUTh HACKOJIBKO KOPPEKTHBI U 3()(PEKTUBHBI apXUTEKTYpa U
peanu3anusi MEXaHU3MOB O€30MACHOCTH B ONUCAHHBIX OPTraHU3ALMUEN YCIOBUSX.
EBponeiickue Kpurepun OTHOCATCS K rapaHTUPOBAHHOCTH O€30MacHOM paboThI
CUCTEMBL.

#2 B Haudame 90-x rogoB €BpPONEMCKHE CTPaHbl NPUHSAIM CBOM COTJIACOBAHHBIC
KPUTCPUU OIICHKH Oe30IacHOCTH HH(pOpPMAIMOHHBIX TexHoyoruid (Information
Technology Security Evaluation Criteria, ITSEC). CoriacoBanHble KpUTEpUU
NpUMEHUMBI it ToTpebuteneit. Baxnoit weproit EBpomneilickux Kputepues
SBJISIETCS HaJM4YME AaNpUOPHBIX TPeOOBaHUI K YCIOBHSM, B KOTOPBIX JOJKHA
paborats nHpopmanmonHas cuctema. [lo EBponeiickum Kpurepusim opranuszanus
cama WJIM ¢ MOMOIIbI0 OpraHa cepTudukanuu noAOUpaeT CUCTEMY Uil YCIIOBUM, B
KOTOPBIX JOJDKHA OHa paboTaTh, C YYETOM BO3MOXHBIX Yrpo3 0O€30MacHOCTH U
MPEIOCTaBIIIEMBIX €10 3alIUTHBIX QyHKImMi. EBponeiickue Kpurepuu otHOCATCS K
rapaHTUPOBAHHOCTH 0€30MacHON pabOThl CUCTEMBI.

#1 B nHauame 90-x rogoB €BpOMNEICKHE CTPaHbl MPUHSJIM CBOM COTJIACOBAaHHbBIC
KPUTEPUHN OIIEHKH O0e30macHOCTH HMH(POpManuoHHBIX TexHosoruii (Information
Technology Security Evaluation Criteria, ITSEC), ocHoBbIBasick Ha «Kputepusx»
MunucrepctBa o6oponsl CIIA. CornmacoBaHHble KpPUTEPUM NPUMEHUMBI B
OCHOBHOM [JIs1 Tnpou3BoauTener. BaxnHoil uyeproin EBponeiickux Kpurepues
SBJIIETCSl HaJU4KMe anpUOPHBIX TPeOOBAaHUM K YCJIOBHUSIM, B KOTOPBIX JOJKHA
paborarb uHpopmarronnas cuctema. [lo EBponeiickum Kpurepusim opranuzanus
cama WIU C MIOMOIIBIO OpTraHa CepTUPHUKAIUN OIOMPAET CUCTEMY ISl YCIIOBHM, B
KOTOPBIX JOJDKHA OHa paboTaTh, C yYETOM BO3MOXKHBIX YIrpo3 0O€30MacHOCTH U
MIPEIOCTaBIIIEMbIX €10 3aiUTHBIX QyHKImi. EBponeiickue Kputepun otHOCATCS K
rapaHTUPOBAHHOCTH 0€30MacCHON padOThl CUCTEMBI.



31. OcHOBHbIE COCTaBISIIOUIME HMHPOPMALMOHHON OE30MaCHOCTH COIJIACHO
EBponerickum Kpurepusam.

#5 EBponeiickue Kpurepun paccMaTpuBarOT CIEAYIOIIME COCTABIISIONINE
uHGOPMAIMOHHOHN 0€30MaCHOCTH:

- KOH(UJIEHIIUATBLHOCTh, TO €CTh 3aIUTy OT HECAaHKIMOHUPOBAHHOTO TOJYUYECHHUS
uHpopMarnuy;

- LEJIOCTHOCTh, TO €CTh 3alUTYy OT HECAHKIUOHUPOBAHHOTO H3MEHECHUS
uHpopManuy;

- JIOCTYIHOCTb, TO €CTh 3aIUTy OT HECAHKUMOHUPOBAHHOIO YAECPKAHMS
nH(OpPMAITUU U PECYPCOB.

#4 Esponeiickue Kpurepum paccMaTtpuBaroT —CIEAYIOIIME  COCTaBIIOLINE
UH(OPMAITMOHHON 0€30MaCHOCTH:

- KOH(UIEHIMAIBHOCTb, TO €CTh 3alIUTYy UH(OpMaLUY;

- LIEJIOCTHOCTb, TO €CTh 3aAIIUTY OT U3MEHEHUSI HHPOpMALUY;

- TOCTYIHOCTb, TO €CTh 3aILUTY OT yAepKaHUs UHPOPMAIH U PECYPCOB.

#3 EBpomeiickue KpuTepunm paccMaTrpuBarOT CIECIYIONIME COCTAaBISAIOIINAE
MH(OPMATMOHHOW 0€30MaCHOCTH:

- LIEJIOCTHOCTh, TO €CTh 3aAIIUTY OT U3MEHEHHU HH(POpMaALUK;

- TOCTYIHOCTb, TO €CTh 3aILUTY OT yAepKaHUs UHPOPMAIMHU U PECYPCOB.

#2 EBponeiickue Kputepuum paccMaTtpuBaroT —CIEAYIOLUIME COCTaBIISIIOLINE
nH(OPMAITMOHHON 0€30MaCHOCTH:

- CEKPETHOCTD JJAHHBIX;

- IIEJIOCTHOCTH 0a3 JaHHBIX;

- IOCTYITHOCTb PECYpPCOB U 0a3 JaHHBIX.

#1 EBponeiickue Kpurepum paccMaTrpuBaroT —CIEAYIOIIME  COCTaBIISIOLINE
MH(OPMAITMOHHOW 0€30MaCHOCTH:

- IIEJIOCTHOCTH 0a3 JaHHbBIX;

- TOCTYIHOCTb PECYpCOB U 0a3 JaHHBIX.

32. CyniecTBYIOT JU pa3inuyus B EBPONEUCKUX KPUTEPUAX MEXKIY CUCTEMAMH U
POIYKTaMU, €CJIH J1a TO B UEM OTJINYHUSA?

#5 Ja, oTiinuus cyniecTByroT. Cucrema — 3TO KOHKPETHAs! annapaTHO-IIporpaMmMHas
KOH(UTrypalusi, TOCTPOEHHAsl C ONPEIeTICHHBIMH LEIsIMU U (PYHKIIMOHUPYIOLIAs B
U3BECTHOM OKpYyXeHuHU. IIpoIyKT — 3TO anmapaTHO-IIPOTPaAMMHBIN  «IIAKET»,
KOTOPBIN MOKHO KYIIUTh U BCTPOUTH B Ty WIH HHYIO CUCTEMY.

#4  Jla, ortnumumsi cyunlectByroT. CuctemMa — 5TO KOHKpETHas amnmnapaTHO-
IporpaMMHasi KOHQUrypauus, OCTPOEHHAasi ¢ COIVIACHO ONPEIEJIEHHBIM LEISIM U
(YHKIIMOHUpPYIOLIAs B M3BECTHOM OKpYXeHHMH. [IpoIyKT — 3TO mporpammHbIi
«IaKeT», KOTOPbI MOXHO KYIIUTh U BCTPOUTD B Ty UM UHYIO CUCTEMY.



#3 Jla, oTiinuus cymecTByroT. CHcTeMa — 3TO KOHKPETHAs! allllapaTHO-IIporpaMMHast
KoHuUrypauus, GyHKIIMOHUPYIOIIAas B M3BECTHOM OKpyxeHHH. IIpogykt — 3To
IPOTrPAMMHBIN «ITAKET», KOTOPBII BCTPOUTH B JTHOOYIO CUCTEMY.

#2 Hert. Ho no EBponelickum KpurepusiM cuctema — 3T0 KOHKpPETHAs! anmapaTHO-
nporpaMMHasi KOHQUrypauus, (QyHKIMOHUpPYIOUIash B H3BECTHOM OKpY>KEHUHU.
[TpoayKT — 3TO mpOrpaMMHBIN «I1aKET», KOTOPbINA BCTPOUTH B JIIOOYIO CUCTEMY.

#1  Her. EBponelickum Kpurepusm cuctemMa U OPOAYKT — 3TO KOHKpETHas
anmnapaTHO-IIpOrpaMMHasi  KOoH(urypanusi, (yHKIMOHHUPYIOIAsi B H3BECTHOM
OKPY’KCHUH.

33. Yto Ha3bIBAIOT rapaHTUPOBAHHOCTHIO M OT YETO OHA 3aBUCHUT?

#5 I'apaHTHPOBAHHOCTHIO HA3BIBAIOT CTEIEHb YBEPEHHOCTH B Habope GyHKIUN U
MexaHu3MOB Oe3omacHocTu. OHa 3aBUCUT OT TIIATELHOCTH MPOBEICHUS OLICHKU
0€30I1aCHOCTH.

#4 TapaHTHUPOBAHHOCTBHIO HA3bBIBAIOT YBEPEHHOCTh B Habope OQyHKIMN u
MeXaHU3MOB Oe3onacHocTd. OHa 3aBUCUT OT crnoco0a MPOBEACHUS OLICHKU
0€30MacHOCTH.

#3 I'apaHTUPOBAHHOCTBIO HA3bIBAIOT HAOOP (DYHKIIMIT 1 MEXaHU3MOB 0€30MaCHOCTH.
Omna 3aBUCHT OT crioco0a NPOBEACHMSI OLICHKM MEXaHU3MOB O€30MacCHOCTH.

#2 I'apaHTHPOBAHHOCTH - ’TO YBEPEHHOCTH B 0€30MacHO paboTe CUCTEMBI (TTaKeTa).
Omna 3aBHCHT OT crioco0a peanu3anuu QyHKIUH 1 MEXaHU3MOB O€30MaCHOCTH.

#1 T'apaHTUPOBAHHOCTH - 3TO YBEPEHHOCTh B Oe3omacHoi paboTe cuctembl. OHa
3aBUCHUT OT CIOco0a peasin3aluyu MEXaHU3MOB O€30aCHOCTH.

34. Kakne acnekTsl 3aTparuBacT rapaHTUPOBAHHOCTH?

#5 TapaHTUpOBaHHOCTH 3aTparuBaeT JABa acnekrta — d3POEKTUBHOCTh U
KOPPEKTHOCTb CPEICTB O€30MacHOCTH.

#4 TapaHTUPOBAHHOCTH 3aTparuBacT CIEAYIOIIME AacleKThl: 3(PPEKTUBHOCTh U
KOPPEKTHOCTh 0€30IacHOCTH.

#3 T'apaHTUPOBAHHOCTH 3aTPAarvuBaeT CIEAYIOMIME acleKThl: 3(()EKTUBHOCTD,
KOPPEKTHOCTh U (DYHKIITMOHAIBHOCTh O€30MaCHOCTH CUCTEMBI.

#2 ['apaHTUPOBAaHHOCTH 3aTParuBaeT CIEAYIOUIME aCHEeKThl: PYHKIMOHAIBHOCTD U
Ha0Op MEXaHU3MOB 0€30MACHOCTH.

#1  T'apanTHpOBaHHOCTH  3aTparuBaeT  CJEAYIOIIME  AaCMeKThl:  (QYHKUIUHU
0e301macHOCTH U HAOOp MEXaHU3MOB OC30ITaCHOCTH.

35. Yro onpeaensieT 3¢ HEKTUBHOCTh CPEACTB OE30MIaCHOCTH?
#5 Tlpu npoBepke d3PGEKTUBHOCTH aHATM3UPYETCS COOTBETCTBHE MEXKIY IIEIISMHU,
KOTOpbIe C(HOPMYIHpPOBaHBI JUIsI OOBEKTa OIEHKH, W HUMEIONIMMCS Habopom



byHkuuii  0€30MacHOCTH, a TaKXe CIOCOOHOCTh MEXAaHU3MOB  3aIUTHI
MPOTUBOCTOSITH IPSIMBIM aTakaM (MOIITHOCTh MEXaHH3MA).

#4 Tlpu npoBepke 3PHEKTUBHOCTH aHATM3UPYETCS COOTBETCTBUE MEXIY IEIIMU
3aIIATHl ¥ UMEIOIIMMCST HA0OpOoM (YHKIMA O€30MaCHOCTH, a TaKKe CIIOCOOHOCTh
3aIUTHI MPOTUBOCTOATH MPSMbBIM aTaKaM.

#3 Ilpu npoBepke 3((HEKTUBHOCTU aHATUZUPYETCS COOTBETCTBUE MEXKY 3aIIUTON
U UMEIOIUMCsT HabopoM (PYHKIUN O€30MaCHOCTH, a TaKKe CIIOCOOHOCTH 3alllUThI
MPOTUBOCTOSITH aTakaM Ha UH(POPMAIIHUIO.

#2 3 PEeKTUBHOCTH ONpPEACISIET COOTBETCTBHE MEXIY BO3MOXHBIMH aTaKaMH U
UMEIOIINMCSI HAaOOPOM MEXaHW3MOB 3aITUTHI U (YYHKIIMA 0€30TTaCHOCTH.

#1 DOddEeKTUBHOCTL OMNpeeNsieT COOTBETCTBHE MEXKAY aTakKaMd U MMEIOIIUMCS
HAa0OPOM MEXaHU3MOB, 3AITUIIAIOIINX KOHKPETHBIE YCTPOICTBRA.

36. CKoOJIBKO M KaKu€ rpajallid MOIIHOCTH 3allIUTHBIX MEXaHU3MOB OMNPEIEIIIOT
EBporneiickue KpuTepuu.

#5 EBpomneickue KpUTEpUM OMNPENCNSIOT TPU Tpajallii MOIIHOCTH 3alllUTHBIX
MEXaHU3MOB — 0a30Basi, CPEJIHSISI U BHICOKAS.

#4 EBpomnenckue KpUTEpUHM OMNPENCISIOT TPU Tpajallii MOIIHOCTH 3alllUTHBIX
MEXAHU3MOB — HaYaJIbHasl, CPEIHSAS U BBICOKASL.

#3 EBpomneickue KpUTEpHH ONPEACNSIIOT TPU Tpajallid MOIIHOCTH 3alllUTHBIX
MEXAHU3MOB — HauaJIbHasA, IPOMEKYTOUHAS U BBICOKASL.

#2 EBpomneickue KpUTEpUH ONPEACNSIOT BE Ipajalldd MOIIHOCTH 3allUTHBIX
MEXAHU3MOB — Ha4aJIbHAs U BBICOKASI.

#1 EBponeiickue KpUTEpPUM OMNPEACISIOT ABE TIpaJalli MOIIHOCTH 3allMTHBIX
MEXAHU3MOB — Ha4aJIbHAg U KOHEYHasl.

37. CKOIBKO YpPOBHEHl TapaHTUPOBAHHOCTH KOPPEKTHOCTH  OINPEHEISIIOT
EBponelickue kpurepun?

#5 EBpomeilckue KpUTEpUM  ONPEACNSIIOT CEMb  BO3MOXKHBIX  YPOBHEH
rapaHTUPOBaHHOCTU KoppekTHocTH (0T EQ 1o E6 B mopsiake Bo3pacTaHus).

#4  EBpONEHCKHME KPUTEPUM  ONPEACISIIOT CEMb  BO3MOXHBIX  YPOBHEH
rapaHTUPOBAHHOCTH KOPPEKTHOCTH.

#3  EBpOmEHCKME KPUTEPUM ONPEAEIAIOT IIECTh BO3MOXHBIX  YPOBHEHU
rapanTupoBaHHocTH KoppekTHocTH (0T E1 no E6).

#2  EBpomnelickue KpUTEPUU  OMNPENENAOT TMSITh  BO3MOXKHBIX  YPOBHEH
rapaHTUPOBAHHOCTH KOPPEKTHOCTH.

#1 EBponelickue KpUTEpUU OIPEIEISAIOT BOCEMb BO3MOXKHBIX  YPOBHEHU
rapaHTUPOBAHHOCTH.



38. U3 uero ckiaaapIBacTCs oO1as olleHKa 0€301acHOCTH CUCTEMBI?

#5 OOmias oreHkKa 0€30IMacHOCTH CHCTEMBI CKIaJbIBAacTCs W3 MHHHMAJIBHOM
MOIITHOCTA  MEXaHWU3MOB  OC€30MaCHOCTH W  ypPOBHS  TapaHTHPOBAHHOCTHU
KOPPEKTHOCTH.

#4 (OOm@as oOIleHKa CHCTEMBI CKJIQAbIBAETCd M3 MOIINHOCTH MEXAaHU3MOB
0€30MacCHOCTH U YPOBHS FapaHTUPOBAHHOCTH KOPPEKTHOCTH.

#3 OOmasgs oOIleHKa CHCTEMBI CKJIQABIBAETCA M3 MOINHOCTH MEXaHH3MOB
0€30MacCHOCTH U YPOBHS FrapaHTUPOBAHHOCTH.

#2 OOmast oOIeHKa CHCTEMBI CKJIAQABIBAETCA H3 MAaKCHUMAJIILHOM MOIIHOCTH
MEXaHU3MOB 0€30TMTaCHOCTH U YPOBHS A((HEKTUBHOCTH ITHX MEXaHU3MOB.

#1 OOmas oIeHKa CHUCTEMBI CKJIAQABIBAETCI H3 MAaKCHUMAJIILHOM MOIIIHOCTH
MEXaHU3MOB 0€30MacHOCTH M d(PPEKTUBHOCTH ITUX MEXaHU3MOB ITPOTHBOCTOSITH
aTakaM.

39. Kakue paznmenst B cnenuduxanuu (yHknuil 6e3omacHoctu EBpormeiickue
Kpurepnn peKOMEHIYIOT BBIACTIUT?

#5 Kpurepun peKOMEHAYIOT BBIACISTH CICAYIOIUE pa3liebl: uACHTU(DUKALUS U
ayTeHTU(DUKALMS; YNPABJICHUE TOCTYNOM; MOJOTYETHOCTh; ayJIUT, MOBTOPHOE
HCII0JIb30BAaHUE OOBEKTOB; TOYHOCTh MH(MOPMAIINHU; HAJECKHOCTh OOCITYKUBAHMUS;
OOMEH JJaHHBIMH.

#4 KpuTepun pEeKOMEHIYIOT BBIACHATH CICAYIOIMIUE pa3eibl: UIACHTHU(UKAIIMS;
yOpaBJIE€HUE JOCTYNOM; IOJOTYETHOCTh M ayAuT; MOBTOPHOE HCIIOJIb30BaHUE
00BEKTOB; TOYHOCTH MH(OPMALINK; HAZEKHOCTh 00CITYKUBaHUS; OOMEH JaHHBIMHU.
#3 Kputepuu pexkoOMEHIYIOT BBIJIEISATH CIEAYIOUIUME paslelibl: UACHTU(UKAIUS;
yIOpaBie€HUE JOCTYNOM; IOJOTYETHOCTh M ayAuT; TMOBTOPHOE HCIOJIb30BaHUE
00BEKTOB; TOYHOCTh MH(POPMALIUU; HAZEKHOCTh 00CITY>KUBAHU.

#2 Kpurepun peKOMEHIYIOT BBIICIATH CICAYIONINE pa3ieibl: WACHTH(DUKAIINS,
ayJINT; TOBTOPHOE UCTIOJIh30BaHNE 00BEKTOB; TOYHOCTH HH(MOPMAITNH; HAJC)KHOCTh
00CITy)KHBaHUSI.

#1 Kputepunm peKkOMEHAYIOT BBIICIATh pPa3leiibl, COTJIACHO aMEPUKAHCKUM
HACTaBJICHUSIM MO O€30MacHOCTH: HACHTU(UKAIMS, MPOTOKOJUPOBAHUE; ayIUT;
MOBTOPHOE UCIOJIb30BaHUE O0BEKTOB; HAJICHKHOCTh OOCITYKUBAHUS.

40. Yto monumaercs nmoj uaeHTudukanuet u ayrenrudukanueid B EBpomnerickux
Kputepusix?

#5 Kputepun NoHUMArOT HE TOJIBKO MPOBEPKY MOJIMHHOCTH IMOJb30BaTENIEH B
Y3KOM CMBICIIE, HO ¥ (DYHKIIMH JJIS PETUCTPAIIMU HOBBIX MOJIb30BaTeNIel U y1aleHus
CTapblX, a Takke (YHKIUMU [ TeHepauuu [apoiedl u  IPOBEpPKH



ayTeHTU(UKALUMOHHOM HH(pOpMalUuMu, B TOM 4HCIE CPEICTBA KOHTPOJI
HEJIOCTHOCTU M OTPAaHUYCHHUS YHMCIIa TOBTOPHBIX MOMBITOK ayTEHTHU(PUKAIIUH.

#4 KpuTepuu MOHUMAIOT MIPOBEPKY MOAJIMHHOCTH MOJIB30BATENEH B Y3KOM CMBICIIE,
(GYHKIIUM TSI pETUCTPALMK HOBBIX TOJIB30BATENCH M yAANEHUS CTApbIX, (QYHKIUU
JUIsl TEHEpalluy [apoJield U IPOBEPKU ayTeHTU(UKALMOHHONW MH(pOpMaLuu, B TOM
YHCIIe CPEACTBA KOHTPOJIS LIETIOCTHOCTH.

#3 Kpurepun NOHHMMAIOT NMPOBEPKY MOJUIMHHOCTU MOJb30BaTeNel, GyHKUNUU IS
perucTpalMy  MOJb30BaTeNel, (QYHKIMM TNPOBEPKH  ayTEHTU(UKALMOHHOU
uHbOpMaIK, B TOM YHCJIE CPEACTBA KOHTPOJIS LIETOCTHOCTH.

#2 KpuTepuu MOHMMAIOT MIPOBEPKY MOAJIMHHOCTH MOJIB30BATENEN B Y3KOM CMBICIIE,
C [n00aBKOW (YHKIMH pEruCTpallud W TPOBEPKU ayTEHTU(PUKALIMOHHOU
uH(popMaIuu.

#1 Kpurepun noHMMAIOT MPOBEPKY MOJIMHHOCTH I10JIb30BATEIEH B Y3KOM CMBICIIE
(mapoJsib 1 JIOTHH).

41. Kak Tpaktyrorcs B EBpONEHCKUX KPUTEPUAX CPENCTBA YIIPABICHUS JOCTYIIOM?
#5 Kpurepun TpakTyrOT ymnpaBlIeHUS JOCTYNOM JOCTATOYHO MIMPOKO. B atoT
pazzien, TOMUMO M3BECTHBIX 10 AMEPUKAHCKUM KPUTEPHUSAM (PYHKIUH, MMONaAaroT
(GYHKIMM, KOTOpble OO0ECIEeUMBAIOT BPEMEHHOE OrpaHHuYEHuE JAocTyna (s
HOJIepKaHUsl ~ LEJNOCTHOCTH), a  Takke QYHKOUM s yOpaBlICHUsS
pacrnpocTpaHEeHHEM MpaB JOCTyla U AJIi KOHTPOJS 3a MOJIydeHHeM HHpopmanuu
IIyTEM JIOTUYECKOTO BBIBOJIA U arpeTMPOBAHUS JAHHBIX.

#4 Kputepuu TpakTyIOT YIIPaBJIEHUS JOCTYIIOM IIMPOKO. B 3TOT pazaen nonagarot
BCE M3BECTHBIE M0 AMEPUKAHCKUM KpHUTEpUSIM (DYHKIMH, a Takke (QYHKLHMH IS
YIPaBJIEHUs pacCpOCTPAHEHHEM MPaB AOCTYIA U JUI KOHTPOJS 3a MOJy4YEHUEM
MH(OpMaIMU MyTEM JIOTUYECKOTO BHIBOJIA U arpEerMpOBaHUs JaHHBIX.

#3 Kpurepuu TpakTyrOT yIpaBiIe€HHs TOCTYIIOM IIMPOKO. B 3TOT pasaen nonagarot
BCE U3BECTHBIC IO aMEPUKAHCKUM KPUTEPUSIM (DYHKILINH, a TAaKKe psAa QyHKIUN A7
yIpaBJeHUs MpaBaMu JAOCTYTA U AJisl KOHTPOJIA 3a HH(pOpMaLKeH.

#2 Kputepuu TpakTyrOT yIpaBJIeHUs JOCTYIIOM IHUPOKO. B 3TOT pa3aen nomanarot
BCE U3BECTHBIC MO AMEPUKAHCKUM KPUTEPHUSIM QYHKIMH, a TAKXKE psSa QYHKIUHN 17151
KOHTPOJIS 32 MOJIB30BATENSMHU, B YACTHOCTH UX MAPOJISIMU.

#1 Kputepun TpakTyrOT ynpaBi€HUs AOCTYIIOM TaKXE, KaK M aMEPHUKaHCKHUE
KPUTEPHH.

42. Yro B EBponeiickux KpUTEpUsSIX MOHUMAETCS TI0]T TOYHOCTHIO HHpOopMaIn?
#5 Tlom Tounocthio B Kputepusx moHHMaeTcsi MOJJEp’KaHUE OMPENETIEHHOTO
COOTBETCTBHSI MEXy pa3JIMYHBIMU 4YacCTAMHU JaHHBIX (TOYHOCTb CBsi3el) H



o0ecrieueHrne HEM3MEHHOCTH JaHHBIX [IPU IIEpeiaue Mex 1y MpoleccaMu (TOYHOCTb
KOMMYHUKALHH).

#4 Ilom TouHOCTRIO B KpuTepusix NOHHMMAETCS MOJJIEPKAHUE OIPENEITIEHHOTO
COOTBETCTBHUSI MEXIY pa3IMYHbIMU YacCTSAMH JIaHHBIX u obecreueHue
HEU3MEHHOCTH JAHHBIX IIPH IEpeade MEXKTy IPOLECCAMU.

#3 Ilog TouHoCTBIO B KpuTepusax NOHMMAETCS NOAJIEPKAHUE CBA3EH MEXIY
Pa3IMYHBIMM YaCTSMH JIaHHBIX U 00€CleYeHHEe HEU3MEHHOCTH JIaHHBIX.

#2 Ilog TouHoCTBIO B KpuTepusax NOHMMAETCS NOAJIEPKAHUE CBA3EH MEXIY
pa3IMYHBIMH JAHHBIMU H 00€CIIEYEHHE TOCTYITHOCTH JaHHBIX.

#1 Ilog TouHocThi0O B KpuTepusax NOHUMAETCS NOAJEPKAHUE CBA3EH MEXIY
paznuyHoi MHpoOpManuMe © oOecrnedeHue AOCTYNHOCTH HHpOpMaluu I
I10JIb30BATEIICH.

43. Kak cnenudunmpytorcsa Gpyukiuu 6e3omnacHocty B EBponeiickux kputepusix?
#5 HabGop dyHkimit 6e30macHOCTH CEUGUIIUPYETCS C UCTIOIB30BAHUEM CCBHLIIOK
Ha OIpeAeNIeHHbIE KIAacCchl (YHKUMOHANBHOCTU. KiaccoB (PYHKIIMOHAIBHOCTH B
EBponelickux KpuTepusx ux JAecCsITh, IPUYEM ISITh U3 HUX COOTBETCTBYIOT KJIaccaM
6e3omacHoctn B «OpamxkeBon kuure» (F-Cl, F-C2, F-Bl, F-B2, F-B2) u nats
HoBBIX (F-IN, F-AV, F-DI, F-DC, F-DX).

#4 Habop ¢yHKIMI 6€30MaCHOCTH CICHUPUITUPYETCS C UCIOJIb30BAaHUEM CCHIJIOK
Ha OIpeeNieHHbIe KiIacchl (yHKIMOHATBHOCTU. KiaccoB (PyHKIIMOHATBHOCTH B
EBpomneiickux KpuTepusx ux JeCATh, IPUYEM ISITh U3 HUX COOTBETCTBYIOT Kjlaccam
6e3onacHocTH B «OpaHKEBOM KHUTE» U MATh HOBBIX.

#3 HabGop dyHkiuii 6€30nacHOCTH CrieU(PUIIUPYETCS C UCIOIb30BAaHUEM CCHIJIOK
Ha ONpEACJICHHBbIC KJIacChl (PYHKIIMOHAIBHOCTH, B EBPOMEHCKHX KPUTEPUSIX HX
JIECATh, TISATh HOBBIX.

#2 Habop ¢yHKIMI 6€30MaCHOCTH CIEHUPUITUPYETCS C UCIOJIb30BAaHUEM CCHIJIOK
Ha ONpEAeNICHHbIE KJIacCchl (PYHKIMOHANBHOCTU. B EBpomneickux KpuTepusx ux
JICBSITh.

#1 HabGop dynkiuii 6€30nacHOCTH CrIeUPUIIUPYETCS C UCIIOIb30BAaHUEM CCHIJIOK
Ha OIpe/esieHHbIe Kiacchl (PyHKIMOHAIbHOCTU. B EBpomneiickux KpuTepusx Hx
CEMb.

44. Kakwuie BOMPOCH pacCMAaTPUBAIOTCS JUTs TIOJyYEeHHsI TapaHTU 3 PHEKTHBHOCTH
CpeacTB OE30IMacHOCTH?

#5 Jns  monmydenust rTapaHTui  3(Q(PEKTUBHOCTH CPEACTB OE30MaCHOCTH
paccMaTpuBalOTCS  CICAYIONIME BOMPOCHI: COOTBETCTBHE Habopa QyHKImiA
0€30MacHOCTH TMPOBO3TJAIICHHBIM IIEJIIM, TO €CTh WX MNPUTOJHOCTH IS
NPOTUBOJICUCTBUS YIpo3aM, IEPEUYUCICHHBIM B ONMHCAHMHM OOBEKTa OICHKH;



B3aMMHAasl COTJIaCOBAaHHOCTh PAa3UYHBIX (PYHKIUMH U MEXaHU3MOB O€30MaCHOCTH;
CIIOCOOHOCTh MEXaHU3MOB O€30MACHOCTH TMPOTHBOCTOSITH MPSMBIM aTakawm;
BO3MOXKHOCTh MPAKTUYECKOTO HCIIOJIb30BaHUA CIa00CTe B apXUTEKType OOBEKTa
OLIEHKH, TO €CTh HAJIMYHME CIIOCOOOB OTKIIOUEHHUS, 00X01a, MOBPEKACHH 1 0OMaHa
byHKuMA 0€30MacHOCTH; BO3MOXKHOCTh HEOE30MacHOro KOH(GUTYPUPOBAHUS WM
UCIIOJIb30BaHUSI OOBEKTAa OIEHKU MPU YCIOBHHM, YTO AJMUHUCTPATOPBI W/WIH
MOJIb30BATEIM UMEIOT OCHOBAHHUE CUUTATh CUTYaI[MI0 0€30MacHOI; BO3MOKHOCTh
MPAKTUYECKOT0 UCTOIb30BaHUsI c1abocTel B QyHKIIMOHUPOBAHUHM 00BEKTa OIICHKHU.
#4 Jlns  momydeHust TapaHTUH  3(G(EKTUBHOCTH CPEICTB  0€30MaCHOCTH
paccMaTpuBaIOTCA  CJEAYIONIME BOIPOCHI: COOTBETCTBHE Habopa (yHKUMH
0€30MacHOCTH TMPOBO3TIAIICHHBIM IEJISIM, TO €CTh WX MPUTOAHOCTH IS
IPOTUBOJEUCTBUS YIrpo3aM, IE€PEUHCICHHBIM B ONMCAHUU OOBEKTa OLICHKH;
B3aMMHAsl COIJIACOBAHHOCTb PA3JIMYHBIX (PYHKIMA U MEXaHM3MOB 0€30MacHOCTH;
CIIOCOOHOCTh MEXAaHU3MOB O€30MACHOCTH MPOTHBOCTOSITH MPSMBIM aTakawm;
BO3MOXKHOCTh NMPAKTUYECKOTO HUCIIOJIb30BAHUS €Ia00CTEN B apXUTEKType 00BbeKTa
OLIEHKH, TO €CTh HATMIHE CIIOCOOOB OTKIIIOUEHHs, 00X0a, MOBPEKIACHHS 1 0OMaHa
(GyHKUIMA 0€30MacCHOCTH; BO3MOYKHOCTh HEOE30MacHOr0 KOH(GUTYPUPOBAHUS WM
UCTIONb30BaHUsI OOBEKTa OICHKM MpPH YCIOBUH, YTO AIMHHHCTPATOPHI W/WJH
[10JIb30BaTEIM UMEIOT OCHOBAHUE CUUTATh CUTYAI[UI0 OE3011aCHOM.

#3 nsa  nomydenust rapaHTUd 3(G(GEKTUBHOCTH CPEINCTB  0€30MaCHOCTH
paccMaTpuBalOTCA  CJIEAYIOIIME BOIPOCHI: COOTBETCTBUE Habopa (QyHKUMI
0€301acCHOCTH MPOBO3TJIAIIEHHBIM 1IEJISIM; B3aUMHAasl COTJIACOBAHHOCTh PAa3IMYHBIX
(GyHKUMNA 1 MEXaHU3MOB 0€30MACHOCTH; CIOCOOHOCTh MEXAHU3MOB 0€30M1aCHOCTH
MPOTUBOCTOSITH MPSMBIM aTakaM; BO3MOXKHOCTH IMPAKTUYECKOTO HCIOIB30BaHUS
cnabocTel B apxXUTEKType OOBEeKTa OIIEHKH, TO €CTh HaJMYhe CIOCOOO0B
OTKJIFOYEHUSI, 00X0/1a, MOBPEXACHUS U 0OOMaHa (PyHKIIMI 0€30MacHOCTH.

#2 Jnsa  momydenust TapaHTUd  A((OEKTUBHOCTH CPEICTB  0€30MacCHOCTH
paccMaTpuBaIOTCS CIEIYIOIINE BOMPOCHL: COOTBETCTBUE (DYHKIMN O€30MacHOCTH
CUCTEME 3alUThl 00bEKTa OIICHKH; B3aMMHAas TOJJEPIKKA PAa3IMUHbIX QYHKIIUN U
MEXaHU3MOB 0€30MacHOCTH; CHOCOOHOCTh MEXaHU3MOB 0€30MaCHOCTH 3aIUIIATHCS
OT MPSMBIX aTak,; BO3MOXKHOCTh HCIOJB30BaHUSI CIAa00OCTEl B OOBEKTE OIICHKH,
BO3MOXXHOCTh 0€30MacHOT0 KOH(PHUTYpHUPOBAHHUS WM HCIONB30BaHHUS OOBEKTa
OLICHKH, BO3MOKHOCTh HCIIOJB30BaHUS 3alIUTHl B (YHKIIMOHUPOBAHUHU OOBEKTA
OLICHKH.

#1 Jns  momydenust rapaHTuil 3(GEGEKTUBHOCTH CPEINCTB  0€30MaCHOCTH
paccMaTpuBaIOTCs CIEIYIOIINE BOMPOCHL: COOTBETCTBUE (DYHKIMH O€30MacHOCTU
CUCTEME 3alllUThl OOBEKTAa OLEHKH OT MPSIMOr0 NPOHHUKHOBEHMS; B3aWMHAs
NOJAJIEPKKA PA3JIMYHBIX 3alMUTHBIX (YHKIMA M MEXaHU3MOB 0O€30IacHOCTH;
CIIOCOOHOCTh MEXAHM3MOB O€30MaCHOCTH 3alMIIaThCS OT MPSIMOro JOCTYyMa



(HpOHI/IKHOBCHI/IH); BO3MOXXHOCTBH HCITOJIB30BaHMS CJIA00OCTEH B OOBEKTE OLICHKH,
BO3MOXHOCTB HMCIIOJIb30BaHUS 3allIUTHI B (bYHKL[I/IOHI/IpOBaHI/II/I 00BEKTa OLICHKM.

45. Kak Espometickue Kputepun ompenensitor 0a30BYyH0 MOIIMHOCTh CPEICTB
3aIUTEI?

#5 MomHocTh cuuTaercsi 0a30BOH, €CIM MEXaHHU3M CIOCOOEH HPOTUBOCTOSTH
OTJEJIbHBIM CIIydallHbIM atakaM. [Ipy 3TOM 3alMIIEHHOCTh CUCTEMBI HE MOXKET
OBITh BBILIE CAMOIO CJIA00T0 U3 KPUTUYECKU BaXKHBIX MEXAHU3MOB.

#4 MolHOCTh cuuTaeTcsi 0a30BOM, €CIM MEXAHU3M CHOCOOEH MPOTHBOCTOSTH
OTIEIbHBIM aTakaM. [Ipu 3TOM 3alIUIIEHHOCTh CHCTEMBI HE MOKET OBITH BBINIE
CaMoro cyiadoro U3 KpUTUYECKH BaXKHBIX MEXAHU3MOB.

#3 MomHOCTh cuMTaeTcsi 0a30BOM, €CM MEXaHH3M CIIOCOOEH HPOTHUBOCTOSTH
cllydailHbIM atakam. Ilpu 3TOM 3alMIEHHOCTh CHUCTEMBl HE MOXKET OBITh BBILIE
camoro ¢1a0oro U3 MEXaHU3MOB.

#2 MomHOCTh cuMTaeTcsi 0a30BOM, €ClM MEXaHH3M CIIOCOOEH HPOTHUBOCTOSTH
atakam. [Ipu 3TOM 3alIMILIEHHOCTh CUCTEMBI MOXKET OBITh BBIILIE CAMOTO CJIA00r0 U3
MEXaHU3MOB 3aIlIHUTHI.

#1 MouHocTh cuuTaeTcss 6a30BOil, €CIM MEXAHU3M HE CIOCOOEH MPOTHBOCTOSTH
cllydailHbIM aTakaM. [Ipu 3TOM 3alUIIIEeHHOCTh CUCTEMBI MOKET OBITh BBILLIE CAMOTO
cJ1ab0T0 U3 MEXaHU3MOB 3aLIUTHI.

46. Kak Espomneiickue Kputepuum omnpenensioT CpeaHIO MOIIHOCTb CPEACTB
3aIUTEI?

#5 MOIIHOCTh CUMTAETCSl CPEHEH, eCU MEXaHU3M CIOCOOCH MPOTUBOCTOSITH
3JIOYMBINJICHHUKAM C OTPaHUYEHHBIMU pecypcaMu U Bo3MOKHOCTsMU. [Ipu sToM
3aIUIIEHHOCTh CUCTEMbI HE MOKET OBbITh BBIIIE CAMOr0 ClIab0ro M3 KPUTHYECKU
Ba)KHBIX MEXaHU3MOB.

#4 MOIHOCTh CUMTACTCS CpeaHEel, €CIM MEXaHH3M CIOCOOCH IPOTHBOCTOSTH
OTJEJIbHBIM 3JIOYMBIIIJIECHHUKAM C OTPAaHUYEHHBIMH BO3MOKHOCTSAMH. [Ipu 3TOM
3aIMUIIEHHOCTh CUCTEMbI HE MOKET OBITh BBIIIE CAMOTr0 ClIab0ro M3 KPUTHYECKU
Ba)KHBIX MEXaHU3MOB.

#3 MOIIHOCTh CUWTaeTCs CpeHEed, €CIM MEXaHU3M CHOCOOEH MPOTHBOCTOSITH
OTJICJIbHBIM 3JI0YMbINJICHHUKaM. [Ipyu 3TOM 3alUIIEHHOCTh CHUCTEMBI HE MOKET
OBITH BBIIIIE CAMOTO CIA00T0 M3 KPUTHYECKHA BaXKHBIX MEXaHH3MOB.

#2 MOIIHOCTh CUMTACTCS CPEIHEH, €CIM MEXaHHU3M CIOCOOSH ITPOTHBOCTOSTH
CIIy4yallHbIM aTakaM WU OrPAHMYEHHOMY YHCIY 3J0YMBINIICHHUKOB. I[lpu sTOM
3aIMIIEHHOCTh CHUCTEMbl MOXKET OBITH BBIIIE CaMOr0 CJIa00T0 W3 KPUTHYECKU
Ba)KHBIX MEXaHU3MOB.



#1 MOIIHOCTh CYHUTACTCS CpCHHCﬁ, €CIIH MEXaHHU3M CII0COOCH IMPOTUBOCTOATH
CJ'Iy‘—IElfIHbIM aTakaM 3JIOYMBIIIJICHHUKOB. HpI/I 9TOM 3allIUIIICHHOCTh CHCTCMBbI
MOJKET OBITH BEIIIIE CAMOTO CJIa00T0 M3 KPUTUYCCKU BAXKHBIX MCXAHU3MOB.

47. Kak Esponelickue Kpurepun ompenensioT BBICOKYH) MOIIHOCTb CpPEICTB
3aIUTEI?

#5 MOUIHOCTh CYMTAETCS BBICOKOHM, €CJIM MEXaHU3M MOXKET OBITh IMPEOJ0JIeH
TOJIBKO 3JIOYMBIIINICHHUKOM C BBICOKOM KBasMuKalmend, Habop BO3MOXKHOCTEN U
PECYPCOB KOTOPOTO BBIXOAUT 32 MPEAECIIbI TPAKTUYHOCTH.

#4 MOIIIHOCTh CYUTAETCS BEICOKOM, €CITM MEXAHU3M MOKET OBITh TPEOI0JIEH TOJIBKO
3JIOYMBIIIUIEHHUKOM C JOCTAaTOYHOW KBaJIM(PUKALKUEW, COOTBETCTBYIOLIMKA HAOOp
PECYPCOB KOTOPOT'O BBIXOJUT 32 MPEEIIbI MIPAKTUYHOCTH.

#3 MOIIIHOCTh CYMTAETCS BEICOKOH, €CJTH MEXaHU3M MOJKET OBITh IIPEOJI0JICH TOIBKO
KBaJU(DUITMPOBAHHBIM 3JIOYMBIIIJICHHUKOM, COOTBETCTBYIONIUNA HabOp pecypcoB
KOTOPOT'O 3HAYUTEIIBHBIN, YTOOBI MPEOA0JIETh 3aIUTY.

#2 MOUIHOCTh CUMUTAETCS BBICOKOM, €CIIM MEXaHU3M CIIOCOOEH MPOTHUBOCTOSITH
CIydyallHbIM aTakaM ¥  HEOTPAaHWYEHHOMY YHCIY  KBAIM(PUIUPOBAHHBIX
3JI0YMBILIJICHHUKOB.

#1 MOIIHOCTh CYMTAETCA BBICOKOM, €CIIM MEXaHHU3M CIIOCOOCH IPOTHUBOCTOSTH
CITy4aliHBIM aTakaM KBaJIM(PUIIMPOBAHHBIX 3JI0YMBIIIJICHHUKOB.

48. I1o KakuM KpUTEPUSIM OLIEHUBAETCA TAPAaHTUPOBAHHOCTh KOPPEKTHOCTH CPEACTB
0e3onacHoCTH?

#5 1lpu mpoBepke KOPPEKTHOCTH OOBEKTA OLICHKU MPUMEHSIIOTCS JBE TPYIIIbI
kputepueB. [lepBas rpymnmna OTHOCUTCS K KOHCTPYUPOBAHUIO U pa3pabOTKe CUCTEMBbI
WU TIPOAYKTa, BTOpas - K AKcruryatanuu. OUEeHUBAIOTCS CIEAYIOUINE ACTEKThI:
mpoiiecc pa3paboTKu; cpeia pa3padOTKH; SKCIUTyaTallMOHHAs JOKYMEHTAIIMS;
ONEPALIMOHHOE OKPYKEHHE.

#4 Tlpu mpoBepke KOPPEKTHOCTH OOBEKTa OIEHKH MPUMEHSIOTCS JBE TPYIIIHI
kputepueB. [lepBas rpymnmna OTHOCUTCS K KOHCTPYUPOBAHUIO U pa3pabOTKE CUCTEMBbI
WU TIPOAYKTa, BTOpas - K AKcruryatanuu. OIEeHUBAIOTCS CIAEAYIOUINE aCTEKThI:
MpoliecC U cpefia pa3pabdOTKH; IKCILTyaTallMOHHAS IOKYMEHTaIUA.

#3 1lpu mpoBepke KOPPEKTHOCTH OOBEKTA OLICHKU MPUMEHSIOTCS JBE TPYIIIbI
kputepues. [lepBas rpynmna OTHOCUTCS K KOHCTPYHUPOBAHUIO U Pa3pabOTKE CHUCTEMBbI
WJIU TIPOJIYKTa, BTOPAs - K IKCILTyaTallUH.

#2 Ilpu mpoBepke KOPPEKTHOCTH OOBEKTA OLIEHKU PACCMATPHUBAIOTCS CIICAYIOIINE
KpUTEpHUH: Tpoliecc pa3pabOTKu (KTO, YTO pa3pabaThiBa) U SKCIUTyaTallMOHHAs
JIOKyMEHTAIHSI.



#1 Ilpu npoBepke KOPPEKTHOCTH OOBEKTA OIEHKH PacCMaTPUBAIOTCS CIIEIYIOIINE
KPUTEPUH: TIPOIECC Pa3padOTKH 3alIUTHBIX MEXAaHWU3MOB M PYKOBOJICTBO JIJIS
MOJIb30BaTeNs (JIOKYMEHTAIUSA).

49. CKOJIBKO YpOBHEW KOPPEKTHOCTH ONpenesaoT EBponelickue kpurepun?

#5 Yposuu koppektHocTH 0T E1 10 E6 BhICTpOEHBI 10 HapacTaHuio TpeOOBaHUN K
THIATENBHOCTU OIleHKU. Tak, Ha ypoBHe El aHanmusupyercss nuimib o001as
apXUTEKTypa OOBEKTa - BCS OCTajbHAas YBEPEHHOCTb MOXET OBITh CIEICTBHUEM
¢dbyHkimonanpHoro TectupoBanus. Ha ypoBHe E3 k aHanm3y mpuBIEKarOTCS
MCXOJHBIE TEKCThl MpOrpaMM U cxembl ammaparypel. Ha ypoBue E6 TpeOyercs
dbopmanpHoe omnucanue (YHKIUMN 0€30MacHOCTH, OOIEH apXUTEKTYphl, a TaKkKe
MOJIeNId TOJUTHKUA Oe3omacHocTu. Pacnpenenenue TpeOGoBaHMA 1O YPOBHSIM
rapaHTUPOBAHHOCTU KOPPEKTHOCTU B EBpormeiickux Kpurepusx COOTBETCTBYET
aHAJIOTUYHOMY pacrhpe/esieHnio s kiaccoB OezomacHoctu Cl - Al w3
"OpaHkeBON KHHUTH'".

#4 Yposau koppekTHOCTH OT E1 10 E6 BBICTPOEHBI IO HapacTaHUIO TPEOOBAHUH K
TIIATEILHOCTU OleHKU. Tak, Ha ypoBHe El anHamuzupyercs numb oOias
apXUTEKTypa OOBEKTa - BCS OCTaJbHAasl YBEPEHHOCTb MOXET OBITH CJIEJACTBUEM
dbyHkuuoHnaiabHOoro TtectupoBanusa. Ha ypoBHe E6 tpebyercs QopmanbHoe
omucanve (YyHKIMK O0e30macHOCTH, OOIIeH apXUTEKTyphl, a TaKkKe MOJCIU
MOJINTUKU OE€30MaCHOCTH.

#3 Yposuu koppektHocTH 0T E1 10 E6 BBICTpOEHBI 110 HapacTaHWiO TPeOOBAHMIA K
TUIATENbHOCTU OlleHKU. Ha camoMm BbicokoMm ypoBHe E6 Tpedyercsa dopmanbHOE
onucaHue (QyHKIMNA O0€30MacHOCTH, OOIIeH apXUTEKTypbl, a TakKXe MOJEIu
MOJINTUKHU O€30MaCHOCTH.

#2 YposHu koppekTHOCTH OT E1 10 E6 BBICTpOEHBI 110 YyOBIBAHUIO TPEOOBAaHUMN K
TIIATEIbHOCTU OLEHKHU.

#1 Yposau koppektHocTu oT E1 1o E6 BeICTpoeHBI 110 YOBIBaHWIO TPEOOBAHHI K
TIIATENBHOCTU ONeHKH. Ha camoMm BbicokoMm ypoBHe El Tpebyercs dhopmanbHOE
onucaHue ¢GyHKIUMNA O€30MacHOCTH, OOIIeH apXUTEKTYphl, a TaKXke MOJeIu
MOJIUNTUKU OE30MaCHOCTH.

IIpuMepbI BADHAHTOB TECTOBBIX 3aJaHUI C OTBETAMH

1 BapuaHT
No Bomnpoc OtBer
1 PacnpocTpaHenue nojaaeabHbIX 0)
CO00IIeHN OT UMEeHU 0AHKOB HJIH




(puHAHCOBBLIX KOMIIAHUM, EIbI0 KOTOPbIX
SIBJISIETCS COOP JIOTUHOB, IAPO0JIel U MUH-
KO/0B I10JIb30BaTe/IeH:

a) cram;

0) ummHr;

B) BUpPYyCHas aTaka

IIepexBaT, KOTOPBI OCHOBAH HA
(puxcannu 3J1eKTPOMATHUTHBIX
U3JIyYeHH i, BOSHUKAIOUIUX MPH
(GyHKUMOHMPOBAHUM CPEACTB
KOMIIBIOTCPHOM TEXHUKH H
KOMMYHHMKAIUI HA3bIBACTCH:

a) aKTUBHBIN TIEPEXBaT;

0) maccUBHBIN MEPEXBaT;

B) ay/IMOIIEpPEXBAT;

I') BUJIEOIIEPEXBAT;

0)

Kpunrorpajguueckue cpeacrsa — 3710...
a) CpeICTBa CIeIUaIbHbIC
MaTEeMaTUYECKHUE U aJITOPUTMUUYECKIE
CpeIICTBA 3allUThl HH(POPMALIIH,
nepeaBaeMbI€ 10 CETSM CBS3H, XPAaHUMOM
1 00pabaTbhIBa€MOW Ha KOMITbIOTEPAX C
UCTIOJIb30BaHUEM METOIOB MU POBAHUS
0) crienMaabHbBIE MPOTPAMMBI M CHCTEMBI
3aIUThl HTH(POPMAIUKA B UHPOPMAITMOHHBIX
CUCTEMaX Pa3INYHOTO Ha3HAYCHUS
B) MEXaHU3M, TTO3BOJISIONTNIN TTOJIYIHTh
HOBBIN KJIaCC Ha OCHOBE CYIIECTBYIOIIETO

2 BapuaHT

Bormpoc

OTBeT

Kpunrorpagust Heodxoauma st
peaM3anmu CJeIYILHX CEPBHCOB
0e3omacHOCTH:

a) UACHTU(PHUKAIUS;

0) SKpaHUPOBAHUE;




B) ayTeHTU(PUKAIIUS

2 HudpoBoii cepTuPHUKAT COAEPHKHUT: a)
a) OTKPBITHIN KITIOY MTOJIb30BATEIS;
0) CeKpeTHBIN KIII0Y MOJIb30BATENS;
B) UM$ MIOJIb30BATEIIS.

3 JKpaHMPOBAaHUE HA CETEBOM H a)
TPAHCIIOPTHOM YPOBHSIX MOKET
o0ecneYuTh:
a) pa3rpaHUYCHUE JOCTYIIA [0 CETEBBIM
azpecam;
0) BBIOOPOYHOE BBIMOTHEHUE KOMaH]T
MPUKJIATHOTO MPOTOKOJIA;
B) KOHTPOJb 00bEMa JaHHBIX, TIEPETaHHbBIX
o TCP-coennHeHUIO.

OBIIUE YKA3AHUSA
J171s BEITIOSTHEHUS pabOThl HEOOXOIUMO:
— H3YYHUTh METOJAMYECKUE YKa3aHUS U PEKOMEHAYEMYIO JIUTEPATypy;
— ONpEIeNHUTh CBOM BapuaHT 3aaHMs;
— HW3YYMTb 3a/IaHHbIE aJITOPUTMBI IKU(POBAHMUS;
— 3amun@poBaTth CBOIO (GAMUIMIO U MOJHOE UMS METOJOM TaMMHPOBAHUS W IO
anroputmy RSA,
— BBITIOJTHUTH MPOBEPKY MyTeM AemmdpoBaHus mudpoTeKcTa.
B paboTe 10mKHBI OBITH BBITTOJTHEHBI BCE MYHKTHI 3aJ]aHUsI, KOTOPOE TIPUBOIUTCS B
Hayase paboThl. PaboThl, HE COOTBETCTBYIOUIME YKa3aHHBIM TPeOOBAHUSIM, HE
paccMaTpuBarOTCA.

3AJJAHUE

PaGota cocTout u3 aByx 3amad.

3AJJAYA 1
3ammdpoBath GaMUINI0 B TOJHOE UMS CTYACHTAa METOJAOM raMMupoBaHus. [lof
raMMHPOBaHHEM TTOHUMAIOT MPOIIECC HAJIOKEHUS TI0 OTPEICTICHHOMY 3aKOHY (Jarie
BCETr0 C HCIIOJIb30BAHUEM ONEPAIlMU CIOXKEHHUS M0 MOJYJI0 2) raMMbI mdpa Ha
OTKPBITHIE JAaHHBIE. ['aMMa mudpa — 3To MceBaoCTydaiiHas MOCIeA0BaTeIbHOCTD



LEJbIX YHCelN, Ui TeHEepaldd KOTOpPhIX HamboJiee YacTo MPUMEHSETCS Tak
Ha3bIBAEMBIN JIMHEHHBI KOHIPY3HTHBIA T€HEepaTop. 3aKOH (YHKIHOHUPOBAHUS
TaKOTO T€HEpaTopa OMUCHIBACTCS COOTHOILICHUEM:
T, =(T;_;- A+C)mod M (1)

rae T, — Tekyllee YHCIO MOCIEJOBAaTENbHOCTU; [;_; - IPEAbIIyLIee YHCIO
nocnenoBareabHOCTH; A, C 1 M — KoHCTaHThl; M — MoayJib; A — MHOXUTEND; C —
NPUPALIEHHE; T — MOPOKAAIOLIEE YUCIIO.

Texymee mcepnociydailHOe 4MCIO T; MOMy4arOT M3 MPEIBLIYIIETO 4ucaa ;g

YMHOXEHHEM €ro Ha Ko3pduuueHT A, cinoxeHuem c npupameHueM C u
BBIYMCIICHHEM LIEJIOYUCIEHHOTO OCTaTKa OT JeJeHus Ha Mmonaynb M. JlaHHOoe
YPaBHEHHE TE€HEPUPYET IICEBAOCIYyYalHBIE 4YHCIA C NEPUOJOM IOBTOPEHUS,
KOTOPBIM 3aBHCHT OT BbIOMpaembIx 3HaueHuil mapamerpoB A, C u M. 3HaueHue
monyna M OGepercs paBHbIM 2", MO0 pPaBHBIM IPOCTOMY YMCIY, HalpUMeEp

M=2%-1. [Tpupamenre C 10MHKHO OBITH B3AaMMHO NMPOCTBIM ¢ M, K03 dunreHT
A 10mKEH OBbITh HEUETHBIM YUCIIOM.
BapuanT 3aianus onpenensercs B COOTBETCTBUM € Ta0JI. 1.

Tabmuma 1
KoHncTanTa 3HaUueHHUe
Ty 7
A 9
C CymMa aByx nociaeaHux nuudp
mudpa
M 64

[[IudpoBanre TekcTa METOJIOM TaMMHUPOBAHUS PEKOMEHAYETCS BBIMIOJIHATH B
CJIEIYIONIEH TTOCIIeIOBATEIHbHOCTH:

1. Onpeaenutb KOHCTAHTHI IM(PPOBaHUS 110 Ta0I. 1.

2. Kaxnoii OykBe mudpyeMoro TEKCTa MOCTaBUTh B COOTBETCTBHE ACCATUYHOC
YKCIIO To Tad. 2.

TabOmuma 2
A|/B|/B|T|OA|E|X|3 U|U|K|JTJ|M|H|O|II|P
1123|456 |7 8]9(10/11(12|13|14 (15|16 |17
C|T|V o | X | O|Y|IOD|II|Bb|bI|b|D || ]| .
1811920212223 |24 (2526|2728 (29|30|31|32]33

2. CrenepupoBaTh TaMMy Iirdpa B COOTBETCTBHUH C BhIpakeHueM (1).
3. Tlomydennple uncna (mudpyemMbiii TEKCT W ramMmma Imudpa) TEpPeBECTH B
JNBOMYHBIN. 3amedanue. Kaxxioe yncio npeacTaBiasieTcss 0aiToM.
4. Hanoxuthk raMmy mugpa Ha mudpyemsblii TeKCT 1o Gopmye (2):
11 =G ®T;, (@)



rae [1l; — 1 - il CUMBOJI IIU(POrpaMMBbl, IPEACTABICHHBIN B IBOMYHOM Kofe; C;

— | - BIif CHMBOJI HCXOJTHOTO TEKCTa, MPECTABICHHBII B TBOUYHOM KOJIE.
5. TlonmydeHHnyio mmdporpaMMmy MEPEeBECTH B NECATHYHBIN KOO W 1O Tabm. 2
NOJy4YUTh TEKCTOBYI0 (opmy mmdporpamMmmel. 3amedanue. B mporecce
BBITNIOJIHEHMSI ONIEPALIMU CJIOKEHHE IO MOIYJIIO 2 MOTYT MOJIyUYUThCS YKciia OobIle
32. B aTOM cily4ae peKOMEHIYECTCS BBIMOJHUTH oreparmio Mod32. OxHako mpu
nemrdpoBke HEOOXOAUMO UCIOIB30BAaTh UCXOAHOE YUCIIO.
6. BpimonHuTh mpoBepKy IMKU(POBAHUSA IMyTEM HAIOKEHHs raMMbl wmudpa Ha
mmdporpammy.

3AJTAYA 2
3ammdpoBars (aMuUIMI0O W TOJMHOE WM CTyAeHTa 1o airoputMy RSA.
[Topoxparonie uyucia BbIOpaTh B COOTBETCTBUM ¢ TaOu. 3. Ilpuuem uucio p
BbIOMpaeTcs 1o nociennel mudpe mudpa, a 4ucio J — no npeanociaeanen nugpe.

Tabmuma 3
uppa| O 1 2 3 4 5 6 7 8 9
p 7 11 13 17 19 23 29 19 17 13
q 23 19 29 7 13 11 19 11 23 29

3ameuanue. Ecnau uncna p U ( COBHAjaroT, TO CIEAYET B3ATh Apyroe OoJibliiee
IIPOCTOE YHUCIIO.

[IudpoBanne Ttekcta 1o anroputMy RSA pekoMeHmyeTcss BBIIOIHITH B
CJIEAYIOIIEN OCIEN0BATENBHOCTH:

1. Onpeaenuts NOpOKIAAOLIME YKCIIa Mo TadJI. 3.

2. Kaxnoit OykBe mu@pyemMoro TeKCTa MOCTaBUTh B COOTBETCTBHUE IECATHUYHOE
YHUCIIo 1o Tad. 2.

3. Beruucnuth npousBenenue nopoxaatonux yucea N =p-q.

4. Beruucnuth GyHKLIMIO Diepa no popmye:
p(n)=(p-1)-(a-1)

5. BeoiOparb OTKpbITBIH Kmod mu@poBaHus K, KOTOpBIA  IOIKEH
yIIOBJIETBOPSATH CICAYIONINM HEPABCHCTBAM:

1< Kok <@(n);

HOA(Korg, p(n)) =1
3Hauenne K, BBIOMpaeTCs MPOU3BOIBHBIM 00pa30oM M3 yKa3aHHOIO AMAaIa3oHa
gucel, a Hauoonbmui oomwmit gemurens (HOM) Ky 1 dyHkunm Ditnepa noikeH

OBITb paBeH 1, T.e. 9TU J1Ba 4YMCIIA JOJDKHBI OBITH B3aMMHO IPOCTBIMHU. Tak Kak
NOPOXKIAIOIIUE YHUCIA C TOYKH 3pPEHHMsA KPUNTOrpauu HHUYTOKHO Malbl, TO
PEKOMEHTyeTCsl COOI0NaTh Ba JOMOIHUTENBHBIX YCIOBUA: Ko # P, Ko #0Q



6. Berunciuth cexperHsiil Kitod K-z, 10 hopmyie:

_ (p(n)-1)
Keex = Kork mod ¢(n)
HpI/I BBIYUCJIICHUU KCEK pCKOMeHI[yeTCH BBIITIOJIHUTH pHI[ IIOCJICA0OBATCIIbHBIX
YMHOKEHHMH, BBIIONHAS KAXKIBIA pa3 NpUBEJEHHE [0 MOAYI0. Hampumep,

HE0OXOIMMO BBIYUCIIUTH 25 CTENeHb HEKOTOPOTO YKCIIa a Mo MOIYJIHO N: a® modn
. [IpencraBum creneHp 25 B BUAE LEIIBIX CTEIICHEN 2:
25=2% 423420,
Takum oOpa3oMm, HaM HEOOXOAMMO BBIYUCIUTHL 8§ U 16 creneHu uucina a. Jusa
BBIUUCJICHUA 8 CTETIEHU BOCIIOIb3YEMCS BhIPAKEHUEM:
((@®> mod n)% mod n)2 modn.
Jns Berurcnenus 16 creneHu, noJiyd4eHHOE Ha MPEABIAYIIEM [Iare Ynuciio
HEO0OXOJIMMO BO3BECTH B KBaAPAT U MPUBECTHU €r0 MO MOJYJIIO.
7. 3ammdpoBaTh UCXOIHBIN TEKCT MO (opMyJIe:
11 =Cfo< mod N,
rae [Il; — i - blii cuMBOJ IUGPOTPaMMBI, IIPEJCTABICHHBIN B IECITUIHOM KOJIE;
C,— 1 - bIif CUMBOJI HICXOZHOTO TEKCTa, IPEICTABICHHBIN B JECATUYHOM KOJIE.
8. BBIONHUTH MPOBEPKY, AemnppoBaB mudpporpammy mno ¢popmysie:

ll]i :CiKCEK mOd N '



