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ABSTRACT

Specialist’s degree in 10.05.01 Computer Security

Specialization “Mathematical Methods for Information Security”

Course title: basic scientific research

Basic part of Block 1, 4 credits 4

Instructor: Vlasov A.A.

At the beginning of the course a student should be able to:

« « the ability to understand the importance of information in the development
of modern society, to apply the achievements of information technologies to search
and process information on the profile of activities in global computer networks,
library collections and other sources of information (OPK-3);

» ability to use regulatory legal acts in their professional activities (OPK-5);

* the ability to take into account modern trends in the development of
computer science and computing technology, computer technology in their
professional activities, to work with software tools for general and special purposes
(OPK-7);

* the ability to develop formal models of security policies, access control and
information flow policies in computer systems, taking into account information
security threats (OPK-9);

« ability to analyze and participate in the development of mathematical
models of computer system security (PC-4).

Learning outcomes:

= (PC-5) the ability to participate in the development and configuration of
software and hardware information security tools, including protected operating
systems, database management systems, computer networks, anti-virus protection
systems, cryptographic information protection tools

» (PC-16) the ability to develop drafts of regulatory legal acts and
methodological materials governing the work on ensuring the information security
of computer systems

e (PC-18) the ability to install, adjust, test and maintain modern software
and hardware tools to ensure information security of computer systems, including
protected operating systems, database management systems, computer networks,
anti-virus protection systems, information cryptographic protection

Course description: Discipline has a practical focus, with great importance
for the development of the discipline are both laboratory and lecture classes.
During the implementation of the discipline in the framework of lectures and
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laboratory classes, active / interactive training methods are used that implement a
visual representation of the results of using software and hardware tools to ensure
information security. The discipline "Software and hardware means of ensuring
information security"” ensures the acquisition of knowledge and skills in the field of
means of ensuring information security using software and hardware. The study of
this discipline contributes to the development of fixed assets and methods of
protecting information from unauthorized access using hardware and software;
requirements of governing documents for the protection of information from
unauthorized access.

Main course literature:

1. I1.b. Xopes/. IlporpamMHo-anmapaTHast 3al1iuTa HHPOpMALUU: yaeOHOE
nocobue - M.: ®opym, 2009. - 352 c.: mir.; 60x90 1/16. - (Beicmiee oOpa3oBanue).
(meperiet) ISBN 978-5-91134-353-8 - Pexum noctyna:
http://znanium.com/catalog/product/169345

2. MGTOIIBI H CpCACTBa HH)I(eHepHO-TeXHH‘{GCKOﬁ 3allIUThI I/IH(l)OpMaI_[HH
[DnexTpoHHBIHN pecypc]: yuebHoe nmocooue/ B.M. ABepuenkoB [u np.].—
DIEeKTPOH. TEKCTOBbIE AaHHbIE.— BpsiHCK: BpsiHCKUIA roCy1apCTBEHHBIN
TexHu4Yeckui yauepcuret, 2012.— 187 ¢.— Pexum nocryna:
http://www.iprbookshop.ru/7000.html

3. Bapnaras C.K., llaxanoBa M.B. AnnapaTHO-IIporpaMMHBIE CPE/ICTBA U
METO/Ibl 3aIUThl HHPOopManuu : yueoHoe nocooue ains By3oB/ C.K. Bapnaras,
M.B. IIlaxanoBa — BnaguBoctok : M31-Bo JladbHEBOCTOYHOIO TEXHUUYECKOTO

yHuBepcureta, 2007. — 276 ¢. — Pexum nocrtyna:
http://lib.dvfu.ru:8080/lib/item?id=chamo:386993&theme=FEFU

Form of final control: pass-fail exam

AHHOTaNMs K padoyeii mporpaMmme JUCHMILIMHBI
«IIporpaMMHoO-annapaTHblie cpecTBa odecneyeHnsi HHGOPMAMOHHOM
0€301acCHOCTH»

Pabouast mporpamma «lIporpammHo-anmapaTHbie CpeacTBa 0OOECTICUCHUS
nHpopMaIIMOHHOW O€30macHOCTU» pa3padoTaHa il CTYIAEHTOB 5 Kypca Mo
cnenmanbHocT  «KommbroTepHass  0e30MacHOCTb» H  BXOJUT B COCTaB
00s13aTENBHBIX JUCIUIUIMH BapUaTUBHOM dYacTH Yy4eOHOro IUlaHa C KOJOM
b1.B.O/1.8.

OO6mrast TPyIOEMKOCTh OCBOCHUS JUCIUIUIMHBI COCTABISIET 7 3a4eTHBIX

eIuHuL, 252 akaAeMHuYecKUX yaca. YYeOHbIM IIJJaHOM THPEeIyCMOTPEHbI


http://www.iprbookshop.ru/7000.html

JeKIuoHHbIe 3aHsATusA (54 daca), mabGoparopaeie paboter (90 wacos),
camocrodATenpHas padora (108 vacoB, B ToM yucie 36 4acoB Ha MOATOTOBKY K
sk3ameny). Juciurummnaa peanusyercs Ha 5 kypce, B 9 u 10 cemectpax. dopma
KOHTPOJIS IO TUCHUIUIMHE B 9 ceMecTpe — 3aueT, B 10 ceMecTpe — 3K3aMeH.

Huctumuinaa  «IIporpaMMHoO-anmapaTHble  CpeACTBa  OOecCTeueHHUs
uH(OPMAIMOHHONW 0€30IaCHOCTH» OCHOBaHa Ha MPEABAPUTEIILHOM HW3YYCHUU
cienyromux aucuuiine:  «Muadopmarukay, «OCHOBBI  HH(POPMAIIMOHHOM
oe3omnacHocTH», «Mojenu 6€30MacCHOCTH KOMITbIOTEPHBIX CUCTEM).

JlucuuniauHa MMeeT MPaKTUYECKYI0 HAMpPaBIEHHOCTb, MPH 3TOM OOJBIIOE
3HaYCHWE JJs OCBOCHHS IUCIHUIUIMHBI HMMEIOT Kak JlabopaTopHble, TaK U
JICKIIMOHHBIE 3aHATH. B X0je peanu3anuu TUCHUIIIMHBI B paMKaX JICKIIMOHHBIX U
7a00paTOPHBIX 3aHATHH TPUMEHSIOTCS METOJbl AKTUBHOTO/ WHTEPAKTHBHOTO
oOyueHus1, peau3yole HarJsIHOE MPECTABICHNE PE3YIbTATOB UCIIOIb30BaHMS
POrpaMMHO-aIIapaTHIX CPEJICTB o0ecnieuyeHus MH(POPMaAIIMOHHOM
oe3onacHoctu. JucuuminHa «IIporpaMMHO-anmnapaTHble CpeACcTBa OOecreyeHus
uH(OpMaIIMOHHOW 0€30MacHOCTH» OOecreunBaeT MPUOOpPETEHUE 3HAHUN U
yMEHUM B 00JacTh CpeacTB obOecrieueHus: WHGOPMAIMOHHONW O€30MacHOCTH
MPOTrpaMMHBIMH M amnmapaTHBIMU CpeacTBamMu. M3ydeHue HTOW JUCHUTIIMHBI
CHOCOOCTBYET OCBOCHHIO OCHOBHBIX CPEJCTB MU METOJOB 3aIUThl HH(OPMALIUU OT
HECaHKIIMOHUPOBAHHOTO JIOCTyMa C HCIOJIh30BAHUEM ammapaTHO-MPOrPaMMHBIX
CpEICTB; TpeOOBaHUM PYKOBOIALIMX JOKYMEHTOB IO 3alIuTe HH(OpMALUU OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA.

Heab aucHUIIMHBI: cHOPMUPOBATH TPEACTABICHHE O MPOOIeMax
3Tl WHPOPMAllMM B aBTOMATU3UPOBAHHBIX  CHCTEMax  0OpabOTKu
uHPOpPMAIIMU; PACKPBITh TMPUPOAY SBICHUH, 3aKITIOYAIOIIUXCS B HApPYIICHUU
IIEJIOCTHOCTH M KOH(PUACHIIMAIBHOCTH WH(OpMAIUU U JIe30pTaHu3aIluid paboThI
KOMITBIOTEPHBIX CETEM;

3agaum:

® U3Y4YUTh TPEOOBAHMS PYKOBOIAIINX JOKYMEHTOB TIO 3aliuTe WH()OopMaIuu
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oT HecaHKIMoHupoBaHHOTO noctyna (HC/I);

® U3Y4YUTh cUCTEMY 3amuThl HH(popmanuu ot HC/I;

® YCTAHABIMBAaTh, IE€PEYCTAHABIMBATh, YAAJATh  CHUCTEMBl  3aIUTHI
nHpopmaruy;

® HACTpaMBaTh 3alIUTHBIE MEXaHU3MbI CUCTEM 3aIUThI HH(GOpMAIUH;

® COCTaBIISAThH MpaBUiia PUIBTPAIMH KPUIITOMAPIIPYTU3ATOPA.

JUia  ycmemHoro u3ydeHus aAucuuIuiMHbl - «IIporpamMHo-anmapaTHbie
cpeacTBa odecrieyeHus: WHGOPMALMOHHONM 0€30macHOCTH» y OOydaroluxcs
JIOJKHBI OBITH CPOPMUPOBAHBI CIEAYIOIINE MPEABAPUTEITHHBIE KOMIIETCHIINN:

® CIIOCOOHOCTh ~ NOHMMAaTh  3HAY€HUE HMHPOpMAMUM B  PA3BUTHUH
COBPEMEHHOr0  OOIIecTBa, MPUMEHATh  JOCTHXKEHUS  MH()OpPMAlMOHHBIX
TEXHOJIOTUI JJIs1 MOMCKAa U 00pabOTKU MH(OpMALUU 110 NMPOPUITIO AEATETLHOCTH B
r7100aJIbHBIX KOMIBIOTEPHBIX CETSIX, OMOIMOTEUHBIX (POHAAX U MHBIX UCTOUHUKAX
uHpopmanuu (OI1K-3);

® CIIOCOOHOCTh HCIIOJIb30BaTh HOPMATHBHBIE IPABOBBIE AaKThl B CBOEH
npodeccronansHoi aestenbHoctu (OIMK-5);

® CIIOCOOHOCTh ~ YYUTHIBATH  COBPEMEHHBIE  TEHICHIMH  Pa3BUTHSA
WHGOPMATUKU M BBIUMCIUTEIFHON TEXHUKH, KOMITBIOTEPHBIX TEXHOJIOTHI B CBOCH
npo(hecCHOHANBHOM JEsTeNIbHOCTH, pabdoTaTh C MPOrPaMMHBIMH CpEICTBAMU
obero u crerpanbHoro HazHaueHus(OITK-7);

® CIIOCOOHOCTh ~ pa3pabarbiBaTh  (popManbHble  MOJENM  TMOJIUTHK
0€30MMacHOCTH, OJUTHUK YIPABICHUS JOCTYIIOM UM MH(POPMAIIMOHHBIMH ITOTOKaAMH
B KOMITBPIOTEPHBIX CHUCTEMaxX € ydyeToMm yrpo3 OezomacHoctu unpopmanun (OIIK-
9);

® CITIOCOOHOCTh TPOBOAWTH aHAIW3 H yYacTBOBaTh B  pa3pabOTKe

MaTeMaTHYECKUX MOJIesIeH 0e30macHOCTH KoMIbIoTepHbIX cructeM(I1K-4).



B pesynbrare u3yueHus JaHHOW JAUCHUIUIMHBI Y  OOyYaroIIUXCS

dbopmupyloTcs  cienyromuye NpodecCHOHaTbHBIE KOMIIETCHIIMH  (JIEMEHTHI

KOMIICTEHITUHN):

Kox u ¢popmysmpoBka dranbl GOpMUPOBAHUS KOMIIETEHIIUN

KOMIIeTeHI[UH

(IIK-5) CHOCOOHOCTh 0COOEHHOCTH KaHAJOB yTE€UYKH WH(POpPMAIIUU B
y4acTBOBaTh B pa3paboTke M | 3Haer KOMIIIOTEPHBIX CHCTEMAX, METObI 1
KOH(PUTYPUPOBAHUH TEXHUYECKHUE MEPEKPHITUS STUX KaHAJIOB.
HpOrpaMMHO-allapaTHbIX AHAJIM3UPOBATH KaHAIIBI YTEYKH HH(OPMAIIMH,
CPEICTB 3allUThl HHPOpMALKH, Vaeer BO3MOXKHBIE B KOHKPETHOM KOMIIBIOTEPHOM
BKIIto4ad 3alllMIICHHBIC CHCTEME, OPraHM30BBIBATH 3ALIMTY HHPOPMALUH B
OIePaIMOHHbIE CHCTEMBI, el

CHUCTCMbI YIPABJICHUS 6azaMu
JaHHBIX, KOMIBIOTCPHBIC CCTH,

CHCTEMEL AHTHBUPYCHOI [POrPAMMHBIMHU M TEXHHYECKUMH CPEACTBAMU
3AIIHTHI, cpesctsa | Brajeer | samuThl MHGOPMALMH B KOMITBIOTCPHEIX
KpUNTOrpauueckoi  3aluThl CHCTCMAX.
uH(popMaluu

. OpraHU3alMOHHbIC, IPOTrPAMMHBIC M TEXHHUYCCKHE
(IIK-16) CHOCOGHOCTD | 3yaert p 1 » IPOTp
pa3pabaTHBaTh TPOEKTEI METO/IbI 3AIUTHI HHPOPMAIIHH.

HOPMAaTUBHBIX IPAaBOBBIX aKTOB
H  MCTOAUYCCKUC MATCpUAIbI,

aHAIIM3UPOBATh YPOBEHD 3AIIHIIEHHOCTH
MH(OPMAIMK B PA3IMYHBIX €€ NPOSBIECHHUSX C
pernaMeHTHpyioume paboTy Mo | yyeer | mpuBA3KOi K KOHKPETHBIM PEATbHBIM YCTOBUAM.

obecreuennro 5 COCTaBJIATH MPOEKTHl HOPMATHBHBIX MTPABOBBIX
HH(pOPMALHOHHON aKTOB 110 KOMIUIEKCHOM 3amuTe MH(GOPMAIIUH.
0€30MacHOCTH  KOMITBIOTEPHBIX

METO/IAMHU ¥ HABBIKAMH aHAIIM3a CO3/IaHUS CHCTEM
CUCTEM Bnaneer

3aIIUTHl HHPOPMALIHH.
(TTIK-18) CIOCOOHOCTh
TIPOM3BOIUTH YCTaHOBKY,

HaJaJIKy, TECTUPOBaHHE U
00CIy)KMBAHHE ~ COBPEMCHHBIX | 3.0
POrpaMMHO-aNIapaTHbIX UH(pOpMALUH.
CpEeICTB obecrnieueHus
uH(pOpMaLOHHON

0€30MacHOCTH KOMITBIOTEPHBIX

METOJbI TEXHUYECKON U MPOrPaMMHON 3aIIUTHI

CUCTEM, BKJIFOYAs 3aIlUIICHHBIC
OTIepaIlMOHHBIE CUCTEMBHI,
CHUCTEMBI yIIpaBleHUs Oa3zamu
JAHHBIX, KOMIBIOTEPHBIE CETH,

TECTUPOBATh KOHKPETHBIE KOMIIBIOTEPHBIE
CUCTEMBI C HCTIOJIb30BAHUEM ANMNapaATHBIX U
YmMmeer IIPOTPaMMHBIX CPEZICTB Ha IIPEIMET YPOBHS
3alUMIIEHHOCTH UH(OPMAIIMK B HUX U B

CHCTEMBI aHTHBHPYCHON MTOMEIIEHUSX, TJI€ OHU PACTIOJIOKEHBI.
3aIUTHI, CpencTBa

KpUnTorpaguueckoi  3amuThl Braxeer MTPOTrPAMMHBIMH H alllIapaTHBIMK CPEJICTBAMU
uHpopmaruu KOHTPOJIS 3aIUTHI HH(pOpMAauu




Jiis popMupoBaHUS BbIIIEYKA3aHHBIX KOMIIETEHIIUI B paMKax AUCHUTIIHHbI
NPUMEHSIOTCS CICAYIONINE METOJbl OOY4YEeHMS: WHTEPAKTHBHBIC M IMPOOJIEMHBIC
JEKIUY, JEKIUU-IAaJIory, paboTa B MalbIX I'pynnax, MeToJ oOydeHus B Mapax.

Hcnonp3yembie orieHouHbIEe cpenctBa: KoHcnekT ([1P-7), maGopaTopHbie paboOThI

(TIP-6).



|. CTPYKTYPA M COJAEP)KAHUE TEOPETUYECKOM
YACTU KYPCA - nekuuu (72 gac.)

Pa3nen 1.«Secret Net» - (9 gac)
Tema 1. TpeOoBaHusi pyKOBOASIIUX JOKYMEHTOB IO  3alUTe
uHpopmaruu ot HCJI
Tema 2. Knaccudukanus nporpaMMHO-annapaTHbIX CPEACTB 3aITUTHI
uHdopmaruu. [logcucrema nosepennoit 3arpy3ku OC. Kpatkas
XapaKTepUCTHKa CpeAcTB 3amuThl nHpopmammu ot HCJJ
Tema 3. Cucrema 3amuthl uHdopmammu «Secret Net». Hcropus
pa3BUTHSA. ApPXUTEKTypa U  XapaKTePUCTHKAa  OCHOBHBIX KOMITOHEHTOB.
MexaHu3MBbl 3aIUTHI
Tema 4. [IporpaMMHO-anmapaTHbIi KOMIUIEKC 3alIUThl HHPOPMALIMK OT
HCJI «Co60o1b.
Pa3nen 2.«ViPNet Client 3.2 KC3» - (42 4ac)
Tema 1. CoctaB nporpammusbix cpencts [IK «ViPNet Client KC3»
OCHOBHBIE IPUHIUIIBI (PYHKIIMOHUPOBAHUS
TpeboBanust K COCTaBYy TEXHUUECKUX CPEICTB U ONEPALMOHHBIM
cUCTEMaM
JlononHuTENbHOE MPOrpaMMHOE 00eCIIEUeHHE

Tema 2. Pasrpannuenue noasHomouuit B cetu ViPNet.
['pynna aaMUHUCTPATOPOB OE30M1aCHOCTH
['pynma anmuaucTpaTopos LIYC
['pynmia anmuaMcTpatopoB Y KL

Tema 3. TpeGoBaHus K pa3MEIICHUIO TEXHUYECKUX CPECTB.
Tema 4. Ycranoska u BBoj B akcrutyataruio [TK «ViPNet Client KC3».
Ycranoska ITK «ViPNet Client KC3»
BBoj B skcIuTyaranuto
TpeboBanus k HacTpoiikam [IK «ViPNet Client KC3»
Perucrpanms none3oBareneii u CY B cetn ViPNet

Tema 5. Oxcrutyatanus [1IK «ViPNet Client KC3».
Kontpons nenocrtnocru TC u I[10
KoHTposb paboTocnocoOHOCTH U COOJIOIEHUS TPABUIT IKCILTyaTalluu
Oonogiienue 10 «ViPNet Client KC3»
BoccranoBnenue paboTocnocoOHOCTH TP cO0sX

Tema 6. OpraHu3allMOHHO-TEXHUYECKUE W aJIMUHHUCTPATUBHBIE
MEPONPUATHS 110

3aIIMTE OT HECAaHKUHMOHHWPOBAHHOIO JOCTYyNA IpH ucnoiab3oBanuu [IK
«ViPNet Client KC3»



OO0111e NOJIOKEHUS
Opranuzanus padort o 3amure ot HCJJ
Tpeboanus no 3amute ot HCJ npu skcmmyataruu 1K «ViPNet
Client
KC3»
Hactpoiika npaBui ¢huasTpanuu
OKCMOPT/UMIIOPT CIUCKA IPABHIT (PUIBTPALIUU

Tema 7. KimroueBast uHpopmanus.
CocTaB ki104€BOM HHPOPMAINH, ayTeHTU(DUKAIIHS
TpeOoBaHuUs 10 XpPaHEHUIO KIHOYEBOM HHPOPMALIUH
VY nanenue kiro4eBoi nHPoOpMaIu
[TnanoBas cMeHa 1 OOHOBJICHHE KJIFOUE€BON MH(POPMAIIH
Komnpomeranus kinroueBoi HHPOpMaIK, CMEHa KI04el mpu
KOMIIPOMETAIIH
Pa3nen 3. «Dallas Lock 8.0-C» - (4 uac)
Tema 1. YcraHoBka u BBoJ B 3kcrutyaraiuio «Dallas Lock 8.0-C»
OCHOBHBIE IPUHIUIIBI (PYHKIIMOHUPOBAHUS
Ycranoska «Dallas Lock 8.0-C»
BBox B skcrutyaranuio «Dallas Lock 8.0-C»
TpeboBanus k Hactpoiikam «Dallas Lock 8.0-C»
Paznen 4. «Security Studio Endpoint Protection» - (4 gac)
Tema 1. YcTaHoBKa 1 BBOJ B 3KCIUTyaTanuo «Security Studio Endpoint
Protection» - 4 gac.

OCHOBHbBIC TPUHIMITBI PYHKITHOHUPOBAHUS

YcranoBka «Security Studio Endpoint Protection»

BBox B akcrutyaranuio «Security Studio Endpoint Protection»
TpeboBanus k HacTpoiikam «Security Studio Endpoint Protection»

Paznen 5.«Kaspersky Endpoint Security 10 aas Windows» (4 uac)
Tema 1. YcranoBka u BBOI B 3kcityaTamnuio «Kaspersky Endpoint Security 10
JJI
Windows»
OCHOBHBIE IPUHUUIIBI (PYHKIITMOHUPOBAHUS
Ycranoska «Kaspersky Endpoint Security 10 s Windows»
BBox B akcrutyaranuio «Kaspersky Endpoint Security 10 ms
Windows»
TpeboBanus k Hactpoiikam «Kaspersky Endpoint Security 10 mist
Windows»
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Il. CTPYKTYPA M COJAEP)KAHUE TPAKTUYECKOHN
YACTU KYPCA
JlaGopaTopHbie padotsl ( 90 yac.)

JlabopaTtopnas paGora Nel. MarepranbHO-TEXHUYECKOE
oOecrieueHne NpaKkTUIECKUX 3aHsATui. [IporpamMmmHo-anmapaTHeie CpecTBa,
nporpaMMHoe o0ecrieueHre. ABToMaTu3upoBaHHbie paboune mecrta. (10 yac.)

JlaGopaTopHnasi padora Ne2. YcraHoBKa MporpaMMHOTO
obecrnieuenus [TAK «Co6onby. MHunnanu3anus miatel, nepeBo] B padoumnii
pexxum. Hactpoiika cucremsl. [lonroroBka naeHTUPUKATOPOB IS
nosnb3oBarene. Hactpoiika MexaHn3MOB 3a1uThl. PexuM nHTErpannu ¢
«Secret Net (10 yac.)

JlaGopaTopHas padora Ne3. YcTraHoBKa, HCIPABIICHUE, YIAJIICHUE
nporpammuoro ooecrneuenus st Windows-XP. Oco0eHHOCTH YCTaHOBKH.
Pexxum unrterpammu ¢ [TAK «Co6oib». BpeMeHHOe OTKITIOUEHHE 3aIIUTHBIX
MexaHu3moB (10 gac.)

JlaGopaTopHas pabora Ne4. Hacrpoiika Mexanu3Ma 3auThl BXo4a
B cucreMy. [loaroroBka naeHTuPUKaTOpoB Mnoib3oBarento. Hactpoliika
pexumoB «Bxon u anmunnctpupoBanue [TAK «Cob6onby», «Bxoa B cuctemy mo
uneHTudukaropam», «Pexum ycunennon uaeHtupukanum» (10 gac.)

JlaGopaTopHasi padora NeS. Hactpoiika Mmexannszma
n30MpaTeNHbHOTO IOCTYIA K ycTporcTBaM. HacTpoiika MexaHm3Ma KOHTPOJIS
armapatHoi koHpuryparuu (20 gac.)

JlaGopaTopHas padora Ne6. Hactpoiika Mmexanuszma
MOJTHOMOYHOI'O pa3rpaHUYCHUS JOCTYIIA.

JlabopaTopHasi padora Ne7. Hacrpoiika mexanu3ma muppoBaHus
Hactpoiika mexaHn3Ma KOHTPOJIS LEJIOCTHOCTH U 3aMKHYTOW IMPOrPaMMHOM
cpenbl Tema 8. MexanusMm peructparuu coObITui. JlomoHUTETbHBIC
MEXaHHU3MBbI 3aUThl. POpMUPOBAHUE OTYETOB. IMIIOPT M 3KCIIOPT HACTPOEK

CHUCTEMbI 3aMThl - 1 gac.(20 gac.)
11
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111, YYEBHO-METOANMYECKOE OBECIIEYEHHUE
CAMOCTOSATEJBHOMN PABOTBI OBYUAIOIIIUXCS

VY4eOHO-MeToInYECKOE oOecrieueHue CaMOCTOATEIbHON padoTHI
oOyuJaromuxcs Mo AUCHUIUIMHE « MaTemaThuueckas JIOTUKa U TeOpHUs allTOPUTMOB
npenacrasiieHo B [Ipunoxenun 1 u Bkirovaer B ceOs:

IUTaH-Tpa(UK BBIIOJHEHUS CAMOCTOSITENbHOW paboThl MO JUCHUILIMHE, B
TOM YHCJIE€ IPUMEPHBIE HOPMbI BPEMEHHU Ha BBIIIOJIHEHUE M0 KaXKIOMY 33/1aHHUIO;

XapaKTepUCTHKa 33JaHUN Ui CaMOCTOSTENbHON paboThl 00y4aromuxcs u
METOIMYECKUE PEKOMEH/IALUHU 110 UX BBIIIOJIHEHHUIO;

TpeOOBaHUS K  MPEACTAaBICHUID MU O(POPMIIEHHIO  pPE3yJIbTaTOB
CaMOCTOATENbHON pabOTHI;

KPUTEPUU OLICHKH BBIMIOJHEHUS CAMOCTOSITEIbHON PabOTHI.

IV. KOHTPOJIb JOCTHXKEHUS IEJENA KYPCA

Ne | KonTponupyemsl Konp! n aTarms: OueHouHbIe CpencTBa
/1 | € pa3aesbl / TEMbI dbopmupoBaHus TEKyIIMHA | IPOMEKYTOYH
JVCHUTLIHBI KOMIETEHIIUM KOHTpPOJIb | as aTTecTaus
1 |Pasnmenl. IIK-5 3HAET KOHCIIEKT 1-4
ITK-5 (IIP-7),
HK-S yMeeT naboparopr | 1-4
pie  PabOThI
(TTP-6).
BJIQJIEET KOHCIIEKT 1-4
(ITP-7),
2 | Pazmen Il. I1K-5 3HAET KOHCIIEKT 5-10
I1K-5 (IIP-7),
TS yMeeT nmaboparopu | 5-10
pie  paboThI
(ITP-6).
BIIAJICET KOHCITEKT 5-10
(TTP-7),
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3 | Pazpen IlI. IIK-5 3HAEeT KOHCIIEKT 11-20
TK-5 (TTP-7),

TS yMeeT naboparopu | 11-20

ple  pabOTHI
(ITP-6).

BJIAZIEET KOHCIIEKT 11-20
(ITP-7),

V. CIIUCOK YYEBHOM JINTEPATYPBI U
NHO®OPMALIMOHHO

OcHoBHas JuTEeparypa

1. ILB. Xopes/. IIporpammHo-amnapaTHas 3amuTa nHGopMalum: yueoHoe
nocobue - M.: ®opym, 2009. - 352 c.: ui.; 60x90 1/16. - (Beicuiee oOpazoBanue).
(meperet) ISBN 978-5-91134-353-8 - Pexum nocryna:
http://znanium.com/catalog/product/169345

2. Metoapl U cpecTBa HHKEHEPHO-TEXHUYECKOHN 3aIUThl HHPOpMaluu
[DnexTpoHHBIHN pecypc]: yueOHoe nocooue/ B.1. ABepueHkoB [u np.].—
DIIEKTPOH. TEKCTOBBIE NaHHbIE.— bpsHCK: bpsAHCKNI roCy1apCTBEHHBIN
TexHHnYeckuid yausepcutet, 2012.— 187 ¢.— Pexum moctymna:
http://www.iprbookshop.ru/7000.html

3. Bapnaras C.K., IlaxanoBa M.B. AnnapaTHO-IporpaMMHBIE CPEJICTBA U
METO/IbI 3aluThl HHDOopMauH : yueoHoe mocodue aiist By3oB/ C.K. Bapnaras,
M.B. [llaxanoBa — BinaguBocTtok : M31-Bo [{aibHEBOCTOYHOTO TEXHUYECKOTO
yHuBepcureta, 2007. — 276 ¢. — Pexxum gocryma:
http://lib.dvfu.ru:8080/lib/item?id=chamo:386993&theme=FEFU

JlonoJiHMTE IbHASA JTUTEPATypa

1. [Tomemkun A.A. Cuctema 3auiuThl HH(pOpMALUU OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYyNa Ha OCHOBE TPOrPAMMHO-ANIMAPATHOTO
komruiekca « SECRET NET 5.0» [DnexkTpoHHbIN pecypc]: y4eOHO-METOAMYECKOE
nocobue/ [Tomemkun A.A., Kopotkux U.B.— D1eKTpoH. TEKCTOBbIE JaHHbIE.—
HoBocubupck: HoBocuOupckuii rocyjapcTBEHHbIM TEXHUYECKUN YHUBEPCUTET,
2012.— 47 c.— Pexum noctyna: http://www.iprbookshop.ru/45015.html

2. Coxomnos B.II. KonupoBanue B cucteMax 3aliuTsl HHOOpMAIIUU
[DnexTponHbIi pecypce]: yauedHnoe nocooue/ Cokonos B.I1., Tapacosa H.I1.—
DNEeKTPOH. TEKCTOBbIE JaHHbIE.— M.: MOCKOBCKMI TEXHUYECKUI YHUBEPCUTET
cBsi3u ¥ nHpopmatuku, 2016.— 94 ¢c.— Pexxum nocryma:
http://www.iprbookshop.ru/61485.html

3. KiiroueB A.O., Kosszuna /I.P., Kycrapes I1.B., IlnatyHoB A.E.

AmmapaTHbIe U TPOTPaMMHBIE CPEACTBA BCTPAUBAEMBIX CHCTEM [ DJIEKTPOHHBIN
pecypc]: yuebHoe mocodue/ A.O. KiroueB [u ap.].— DIAEKTPOH. TEKCTOBBIE
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http://www.iprbookshop.ru/61485.html

nanubie.— CII6.: Yausepcuter UTMO, 2010.— 291 ¢.— Pexum nocryna:

http://www.iprbookshop.ru/65790.html

IlepeyeHb HHGPOPMAUOHHBIX TEXHOJIOTHHA
U IPOTPAMMHOT0 OOecrevYeHust

IIpumopckuit  kpai, TI.  BnaamBOCTOK,
®pyH3eHckuil p-H, Pycckuit OcTpos, yi. Asikc
n., aA. 10, xopnyc D, ayn. D 314, VueOnas
ayIATOpUsl Uil TPOBEACHUS  3aHATUU
JIEKIIMOHHOTO, MPaKTUYECKOro u
CEMUHApPCKOI0 THUIIA, IPYIIIOBBIX u
WHIUBUIYAJIbHBIX KOHCYJIBTAIlMH, TEKYIIETro
KOHTPOJIA U TPOMEKYTOUYHON aTTECTALUU.

1) IBM SPSS Statistics Premium Campus
Edition. IMTocrasmmk 3AO IIporHoctudeckue
pemenus. JloroBop DA-442-15 ot 18.01.16
ot 5. Cpok nevictBusa porosopa 30.06.2016.
Jluuensus 6eccpoyHo.

2) SolidWorks Campus 500. ITocraBiimk
Comun Bopkc P. [orosop 15-04-101 or
23.12.2015. Cpok  pgeHcTtBus ~ JI0rOBOpa
15.03.2016. JIuuen3us 6eccpoyHo.

3) ACKOH Komnac 3D vl17. IlocraBmuk
Hasukom. Jlorosop 15-03-53 ot 20.12.2015.
Cpok  pgewictBusi  nmoroBopa  31.12.2015.
Jluuensust 6eccpoyHo.

4) MathCad Education Universety Edition.
[TocraBmuk Codr Jlaitn Tpeiin. JJorosop 15-
03-49 or 02.12.2015. Cpok pgeicTBUA
norosopa 30.11.2015. JIuuensus 6eccpodHo.
5) Corel Academic Site. ITocraBmuk Codt
Jlaita Tpetin. JloroBop DA-442-15 ot 18.01.16
not 4. Cpok nevictBus norosopa 30.06.2016.
JInnens3us 3akonumnack 28.01.2019.

6) Microsoft Office, Microsoft Visual Studio.
ITocraBuuk Codr Jlaiin Tpeiia. Horosop DA-
261-18 ot 02.08.18 motr 4. Cpok nelcTBus
norosopa  20.09.2018. Jlunensus 10
30.06.2020.

VI.

METOINYECKHUE YKA3ZAHUA

IO OCBOEHUMIO N CHUITJIMHBI

TEXHUYECKHUE CPEACTBA OBECIIEYEHUA

JUCLMITJIMHBI

TexHudecKue CpeicTBa, UCIIOIb3yEeMbIe JUTsl OTPA0OTKH MPAKTHUUECKUX BOMIPOCOB

JUCHHUITIIIUHBI:



http://www.iprbookshop.ru/65790.html

- IBe BHPTYaJIbHbIC MaIuHbI, Ha KOTOpbiX HacTpoeHbl C3U «Dallas Lock 8.0-C»,
«Kaspersky Endpoint Security 10 mrs Windows», «Security Studio Endpoint
Protection» u mporpammusbrii komiuieke «ViPNet Client 3.2 KC3»;

- 6 TepCOHAJBHBIX KOMITBIOTEPOB, KOTOpbIE OOBEIAWHEHBI B JBE TMOJCETU C
cepBepamMu 0€3011aCHOCTH;

- [IporpammHuo- anmapaTHbiit Komrieke «Co00by

- Cucrema 3ammtel uHpopmanuu «Secret Net» ¢ ammapaTHON MOAIEPKKOU -

m1aToit «Co0ob»

VIl. MATEPUAJILHO-TEXHUYECKOE OBECIEYEHUE
JUCHMIIAHBI

[Tpumopckuit  kpaif, r.  Bruamusocrok, | [Tomemenue YKOMIUIEKTOBAHO
®pyH3eHckuil p-H, Pycckuii Octpos, yi. AsSKc | cienuaau3upoBaHHON  yueOHOMl ~ meOenbro
n., 1. 10, xopnyc D, ayn. D 314, Yuebnas | (mocamounsix MecT — 15) O6opynoBanue:
aynaTtopusi i1 mpoBedeHus — 3aHaTtuil | KoMmbroTep DNS Office
JEKIIMOHHOTO, MPaKTUYECKOT 0 U | (aBTOMaTH3MpPOBaHHOE paboyee MeCTo),
CEeMHHAPCKOTO THUTIA, TPYTITOBBIX u | Pabodyee MecTo COTpYyIHHUKOB B  COCTaBe:
UH/IMBUYAJIbHBIX KOHCYJbTAllMM, TEKYIIEro | CHCTEeMHbIM  OJIOK,  KJIaBUATypa,  MBbIIIb,
KOHTPOJI U TPOMEKYTOYHON aTTECTALUH. monuTop 17"" Aser-173

MynsTuMeanitHOE 000pyI0BaHHE:

OkpaH npoekioHHbIi ScreenLine Trim White
Ice 50 cm uepHas kaiimMa CBepxy, pasmep
paboueit obmactu 236x147 cm
Jokyment-kamepa Avervision CP355AF
KK-nmanens 47"", Full HD, LG M4716 CCBA
MynbTumMenuidiHelid  mpoekTop — Mitsubishi
EW330U, 3000 ANSI Lumen, 1280x800
CereBas Buneokamepa Multipix MP-HD718
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[Tpunoxenue 1

MUHUCTEPCTBO HAYKU U BBICIIEI'O OBPA3OBAHUS POCCUNCKOU
OEJIEPALIN
@enepaanoe TroCyaAapCTBEHHOC aBTOHOMHOC O6pa3OBaTeJ'II)HOG YUPCKACHUC BBICHICTO O6pa3OBaHI/I$1
«/laibHEeBOCTOYHBIH (peepaibHbI YHUBEPCUTET»

(ABDY)

IIKOJIA ECTECTBEHHBIX HAYK

YYEBHO-METOJUYECKOE OFECIIEYEHUE CAMOCTOSTEJBHON
PABOTBHI OBYYAIOLINXCSA
no aucuuiuinie «IIlporpaMMHo-annapaTHbie cpecTBa o0ecneYeHnst
HHGOPMALMOHHON 0€301aCHOCTI)
CnenuansHoctsb 10.05.01 KomnbrorepHas 6€301acHOCTD
cnenuanu3anusa «MaTtemaTudeckrue MEeTO/Ibl 3aIUThl HHPOPMaLIUK»
®opmMa NOATOTOBKHU OYHAS

BaaguBocTok

2019
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Ilinan-rpaguk BHINOJHEHHSI CAMOCTOSITEIbHOI PadoThl 1O TUCHUILINHE

Ne Jara/cpoxn Bun } IpumepHbIe
R CaMOCTOAITEILHOM HOPMbI BpeMeHn | ®DopmMa KOHTPOJIs
n/n padoThI Ha BBINOJTHEHHE
1 1-17 Henenu | IloaroroBka 28 OTueTHl 0
oOyueHus nabopatopHoOit BBITIOJTHCHUH
paboThl Nel nabopaTopHOI
(BBIMIOJTHEHUE OTYeTa paboThI
K nabopaTopHOH
pabote Nel)
2 18 Heznens | [loaroroBka k 3adery 8 3auer
oOyueHus
3 19-36 Henenu | [lonroroBka 28 OTt4erht 0
oOyueHus nabopatopHoit BBITIOJITHCHUH
paboThI Ne2 nabopaTopHO
(BBITIOJIHEHUE OTYEeTa paboThI
K nabopaTopHOI
pabote Ne2)
4 Ceccus [Toxroroska K 54 DK3aMeH
JK3aMeHY

[ToaroToBka ot4yeTa Mo JaOOpPaTOPHBIM pabOTaM MpearnosaraeT MOBTOPEHUE
JICKIIMOHHOTO MaTepuayia W BBIMOJHEHUE 3aJlaHus JJisi J1a0opaTOpHBIX padoT 1Mo
temam u3 Pasnmena |l PITY /.

B xone camocTosiTenbHOM pabOThl 00yUYarOIIUNCS NOKEH MOATOTOBUTH IS
caauv OTYET MO TmpojenaHHOM pabore. HeobGxomumo ykazaTh B OTYETE
CJIEIYIONTYI0 WH(MOPMAIMIO: Ha3BaHUE U 11€Jb PaOOTHI, KPATKUU TEOPETUUECKHI
MaTepuai, 3aJaHue Ha JabopaTopHyr paboTy, XoJ paboThl, MOJydYeHHBIC
pe3ynbTathl U BeIBOMKI. [10 pe3ynbraraM 3amuThl OTYETA CTYACHTY BBICTABISETCSA
«3aUYTCHO» WU «HE 3a4TeHOo». CTYIEHT TMOIy4daeT «3auyTeHO», €CIIM OTYET
COJICP)KUT BCE MEPEUMCIICHHBIE paHee MYyHKTHI U O(QOPMIIEH B COOTBETCTBHU C
npaBuiIamMu opopMIIEHUS! TUCbMEHHBIX PadoT.

CamocTosTenpHass paboTa TpU MOATOTOBKE K 3a4eTy M SK3aMEHY BKJIIOYACT
U3y4YCHHE TEOPETUYECKOTO0 MaTepuaia C  HCIOJb30BAHHEM  JIGKIIMOHHBIX
MaTepHaioB, a TaKK€ OCHOBHOW M JIOMOJHUTEIBHON JHTEpaTypbl U3 CIIHCKA
PEKOMEHyeMbIX MCTOYHUKOB. CIUCOK BOIPOCOB Il TOJATOTOBKM K 3a4eTy H
HK3aMEHY, a TAaK)K€ METOJMYECKUE PEKOMEHIALINHU 110 OIICHUBAHUIO MPEICTABICHbI
B [Ipunoxenuu 2 PITY /1.
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[Tpunoxenue 2

MUHUCTEPCTBO HAYKU U BBICIIEI'O OBPA3OBAHUS POCCUNCKOU
OEJIEPALIN
@enepaanoe TroCyaAapCTBEHHOC aBTOHOMHOC O6pa3OBaTeJ'II)HOG YUPCKACHUC BBICHICTO O6pa30BaHI/I$I
«/laibHEeBOCTOYHBIH (peepaibHbI YHUBEPCUTET»

(ABDY)

IIKOJIA ECTECTBEHHBIX HAYK

®OH/J ONEHOYHbIX CPEACTB
no qucuuiuinHe «IlporpaMmMHo-annapaTHbie cpecTBa odecrnevyeHus
HHGPOPMALMOHHON 0€30I1aCHOCTI)
CnenuansHocthb 10.05.01 KomnbrorepHas 6€301acHOCTD
cnenuanu3anusa «MaTtemaTudeckrue MEeTO/Ibl 3alUThl HHPOPMaLIUK»
®dopMa NOATOTOBKH 0OYHAA

BaaguBocTok
2019
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IHacnopt ®OC

HIkana oueHuBaHus YPOBHS C(POPMHUPOBAHHOCTH KOMIIETEHIIMM

Kon n popmyimmposka
KOMIIETCHIIUH

Jrtanbl GOPMUPOBAHUA KOMIETEHIMH

(ITK-5) crocobHOCTB

Oco0eHHOCTH KaHAJIOB YTEUKH HHPOpPMAIIIH B

y4acTBOBATh B 3HaeT KOMITBIOTEPHBIX CHCTEMaX, METO/Ibl U TEXHUUYECKHE
pazpaboTke u HEPEKPBITHS ITUX KaHAJIOB.

KOH(HUIypHPOBAHUH AHanM3upoBaTh KaHaJbl yTEYKH HHPOPMALINH,
HpOrpaMMHO- Vmeer BO3MOJKHBIEC B KOHKPETHO# KOMITBIOTEPHOM CHUCTEME,
arapaTHpIX CPEICTB OpraHM30BbIBATh 3aMIUTY HH(POPMAIHHU B HEW.
3amMTh HHGOpPMaNUH,

BKJIFOYAsI 3QIUIICHHBIC

OIepalMOHHbIC

CHUCTEMbI, CHCTEMBI

yrpasieHus 6azamu

AQHHBIX, [IporpaMMHBIMU M TEXHUYECKUMH CPEACTBAMH
KOMIIbIOTCPHBIC CCTH, Braneer 3alIUThl UH(OPMALUU B KOMIIBIOTEPHBIX CUCTEMAX.
CHUCTEMBI

AHTUBHUPYCHOU

3aIUTHI, CPEACTBA

KpUnTorpapuyecKoit

3alUThl HH(pOPMALUU

(ITK-16) crtoco6HOCTH 3nact OpranuzalvoHHbIe, IPOTPAMMHbBIE U TEXHUYECKHE
pa3pabaTbiBaTh METO/IbI 3aIIUTHI HHPOPMALHH.

HPOCKTBRI HOPMATUBHBIX AHaIM3upOBaTh YPOBEHB 3aIUIIEHHOCTH
IIPABOBRIX aKTOB H MH(POPMALIMU B Pa3IUUYHBIX €€ MPOSBICHUSIX C
METOIECKNEC Vmeer IPHUBSA3KON K KOHKPETHBIM PEATbHBIM YCIOBHUSIM.
MaTcpHalel, CocTaBisITh MPOEKTHl HOPMATUBHBIX MPABOBBIX aKTOB
PETIaMCHTHPYIOMINEG 10 KOMIUIEKCHOM 3aIuTe HHPOPMAIIN.

paboty o

00eCIeueHHIO

MH(OPMAIOHHOT Braneer Metonamu ¥ HaBBIKAMH aHAJIN3a CO3/IaHUS CHCTEM
6e30MACHOCTH 3alUThl HHGOPMAIUH.

KOMITBIOTEPHBIX CHCTEM

(ITK-18) crtocoOHOCTH 3naer MeToabl TEXHUYECKOW ¥ MPOTPaMMHOM 3aIIUThI
POU3BOIUTH uH(bOpMAIIH.

YCTaHOBKY, HaJa/IKy, TecTnpoBaTh KOHKPETHBIE KOMITBIOTEPHBIE CHCTEMBI C
TCCTUPOBAHNC N VICIIOJIB30BaHHUEM aIlapaTHBIX ¥ IPOrpaMMHBIX
obcmyxuBaHue Vmeer CPEZCTB Ha MPEAMET yPOBHS 3alUIIEHHOCTH
COBPEMCHHBIX MH(OPMAIMY B HUX U B IOMEIIECHHSAX, T1e OHU
HPOTPaMMHO- PacIONI0KEHBI.

aImapaTHBIX CPEICTB

obecrieueHus [TporpaMMHBIMH U alIIapaTHBIMU CPEICTBAMH
MH(OPMALIHOHHO#H Braneer KOHTPOJIS 3aIUTHI HHPOPMALUU

0e301acHOCTH
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KOMITBIOTEPHBIX
CHCTEM, BKJIIOYast
3aIlIUIICHHBIC
OTepallMOHHbIE
CHCTEMBI, CHCTEMBI
yIpaBiieHus1 0a3aMu
JaHHBIX,
KOMIIBIOTEPHBIE CETH,
CHCTEMBI
AHTUBHUPYCHOU
3aIIUTHI, CPECTBA
KpUnTorpauyueckon
3aIIUTHl HH)OPMALUH

KoHTpoJb nocTukeHnus mesieid Kypca

Ne | KonTponupyemsl Konp! n aTarsl OneHnouHble CpencTBa
/1 | € pa3/esnbl / TeMbl (dbopMHpOBaHUA TEKYLIIUH | IPOMEKYTOUH
TUCITUTITIHBI KOMITCTCHITHHA KOHTPOJIb | asi aTTeCTaIus
1 |Pasnmenl. IIK-5 3HAET KOHCIIEKT 1-4
I1K-5 (ITP-7),
HK-S yMeeT nabopatopu | 1-4
pie  PabOTHI
(TTP-6).
BJIQJIEET KOHCIIEKT 1-4
(TTP-7),
2 | Pazpen Il. IIK-5 3HAET KOHCIIEKT 5-10
ITK-5 (IIP-7),
TS yMeeT nabopatopr | 5-10
pile  paboThI
(TTP-6).
BIIAJICET KOHCITEKT 5-10
(ITP-7),
3 | Pazpen IlI. IIK-5 3HAEeT KOHCIIEKT 11-20
TIK-5 (TTP-7),
TS yMeeT nabopatopu | 11-20
pie  PabOThI
(TTP-6).
BJIAJICET KOHCIHEKT 11-20
(ITP-7),
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MeToauyeckue peKoMeHIaluN, oNpeiesiiomue Mpoueaypbl OleHNBAHUS
pe3yJbTAaTOB OCBOEHMSI JUCHMILIUHBI

[TpomexyTrounas ¢opma arTecTali MO JAHHOW TUCIUIUIMHE — 3a4eT U
DK3aMEH.

Jlns omycka K 3a4eTy M 9K3aMEHY OOYYarOLIMNCS JOJDKEH IMOMYYUTh OLICHKY
«3auTeHO» M0 BCceM JiabopaTtopHbM paboTaM Kypca. Kpurepuu oneHuBaHus
J1a00paTOPHBIX PadOT MPEICTaBIEHBI Aaiee B JaHHOM [ IpunoskeHun.

3ader M dK3aMeH npoBoaAuTcs B dopme cobecenoBanusa (YO-1), Bompocsl K
3a4eTy M IK3aMEHY COOTBETCTBYIOT TEMaM, H3y4aeMbIM Ha JIEKIIMOHHBIX 3aHATHUSAX,
U npencrtasieHsl ganee B Ilpuioxenun. st mOArOTOBKMA K OTBETY Ha 3a4eTe U
’K3ameHe oOyuaromuiics noiydaetr 20 MuHyT. B X01€ moAroToBkH 00y4arouiuiics
MOJKET COCTABJIATH JIFOOBIE 3alIMCH, OJTHAKO OLEHUBAECTCS MPEXKIE BCEro YCTHBIMU, a
HE NIMCbMEHHBIN OTBET.

[Ipu onpeneneHny OUEHKH YYUThIBAKOTCS:

- COOJII0/IEHNE HOPM JIMTEPATypHOU peuu;

- IOJIHOTA U COJIEPKATEIIbHOCTh OTBETA;

- YMEHHE IPUBECTU MPUMEDPHI;

- YMEHHE MOJb30BATHCS JOMOJHHUTEIbHON JUTEPAaTypOol MPU MOATOTOBKE K
3aHSATHUAM;

- COOTBETCTBUE TMPEJCTABICHHOM B OTBeTax HWHMOpPMAIIMK MarTepuagam
JEKIUA U y4eOHOM JIUTEepaTyphl, aKTyalbHbIM CBEJICHUSM W3 MH(POPMAIMOHHBIX
pecypcoB MHTepHeT.

- yYMEHHE HCHOJb30BaTh (yHIAMEHTaJIbHblE TMOHATUS M3 0a30BBIX
€CTECTBEHHOHAYYHBIX U 00IIENPOPECCUOHAIBHBIX TUCUHUILIIMH IIPH OTBETE.

OueHoYHbIE CPeACTBA ISl MPOMEKYTOUYHOI aTTecTaluu
Cnucok BONPOCOB HA 3a4eT

1. TpeOGoBaHMs PYKOBOIAIIMX IAOKYMEHTOB MO 3alllUTe HHPOPMALUHU OT
HC/.

2. Knaccudukanms MpOrpaMMHO-aNnapaTHbBIX CpEJIICTB 3aIUTHI
uH(bopManuu.

3. Tloacucrema noepennoi 3arpysku OC.

4. Kpartkas xapakTepucTuKka cpeacTB 3auuTbl nHpopmarmu ot HCJI.
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5. Cucrema 3amutel uHpopMmanuu «Secret Net». Hcropus pa3BuTus.
ApXUTEKTYypa U XapaKTEpUCTHKAa OCHOBHBIX KOMIIOHEHTOB. MeXaHU3MBbI 3aIlHThI.

6. IlporpamMmmHo-anmapaTHbld KoMmIuiekc 3amuTel uH(opmanuu ot HC]]
«Co00b».

Kaxaplii CTyZeHT OMKeH OTBETHTh Ha JBa BOIMPOCAa M3 CIHCKAa BBIIIE.
Pe3ynbTaThl 3aueTa OIEHUBAIOTCS MO ABYXOAIbHOM CHUCTEME («3aYTEHO», «HE
3aYTEHO») M 3aHOCSATCA B HK3aMEHAIIMOHHYIO BEJOMOCTh U 3aUETHYIO KHUXKKY. B
3aUETHYIO KHIXKKY 3aHOCSITCS] TOJBKO MOJIOKUTEIbHBIC OIICHKHU.

[Tpu onpeneneHny OLlEeHKN YYUTHIBAIOTCA:

- 3HAaHHE OCHOBHBIX TEPMUHOB U MOHATUH Kypca;

- 3HAHHE U BJIaJICHUE METOJaMH M CPEICTBAMU PEIICHUS 3a7ay;

- IOCJIEI0BATENIHOE U3JI0KEHUE MaTepuaia Kypca;

- yMeHue GopMyJIUpOBaTh HEKOTOPhIE 0OOOIIEHHS IO TEME BOIIPOCOB;

- TOCTaTOYHO TOJHBIE OTBETHI Ha BOIPOCHI;

- YMEHHE WHCNONb30BaTh (yHIaMEHTAJbHbIE MOHATHS U3 0a30BbIX
€CTECTBEHHOHAYYHBIX 1 001enpo()eCCHOHANBHBIX AUCHUHUILINH IIPU OTBETE.

OneHka «3a4TeHoO». XOpollee 3HAHUE OCHOBHBIX TEPMHMHOB W MOHITHUH
Kypca. Xopoliee 3HaHUE W BIAJCHHE METOJAaMHU M CPEACTBAMH PEICHUs 3ajad.
[locnenoBarenbHOE W3JOKEHUE MaTepuaia Kypca. YMeHue (popmyInpoBaTh
HEKOTOpbIe 0000IIEeHNsT MO Teme BOMpocoB. JlocTaTouHO TMONHBIE OTBETHI Ha
BOTNIPOCHL. YMEHHE UCHOIb30BaTh (yHAaMEHTaIbHBIE MOHATHS U3 0a30BBIX
€CTECTBEHHOHAYUYHBIX U 00111enpO(heCCHOHANBHBIX AUCHHUIUINH IIPU OTBETE.

OreHka «He 3a4TeHo». HeynoBneTBOpUTENIbHOE 3HAHNE OCHOBHBIX TEPMUHOB
u mnoHaATud Kypca. Heymenuwe pemars 3agauun. OTCYTCTBUE JIOTMKHM U
NOCJIEZIOBATEIbHOCTH B M3JIOKEHUU MartepHuana Kypca. Hemenue gopmynupoBaTh
OTJENbHBIE BBIBOJBI U 00OOIICHHUS TIO TeMe BONMpocoB. HeyMeHne ucmonb3oBaTh
dbyHIaMeHTalbHbIE  TOHATHS W3 0a30BBIX  €CTECTBEHHOHAYYHBIX |
oOmenpodeccuoHanbHbIX JUCHUIUIMH NPU OTBETE.

Cnucok BOIIPOCOB HA 3K3aAMCH

CocraB xomiuiekca «KontuHeHT-K».

OcCHOBHBIE IPUHIIUIIBI PYHKIIMOHUPOBAHUS KOMILIEKCA.
Bo3moxxaoctn n nocronnctBa AIIK «k KOHTHUHEHT-K».
Opranu3anus yaajaeHHOro JOCTyIa.

SAEE I

OunpTpanus Tpauka A yJaIeHHOTO A0CTYyIIA.
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Kaxx1p1il 5K3aMeHallMOHHBIN OMJIET CONEPKUT JIBa BOIPOCA U3 CIHCKA BBIIIIE.
Pe3ynbpTaThl K3aMeHa OIIEHUBAIOTCS MO YETHIPEXOANIBHON crucTeMe («OTIMYHOY,
«XOPOUIOY», «YIOBJICTBOPUTEIHHO», «HEYAOBIECTBOPUTEIBHO») W 3aHOCSTCS B
DK3aMECHAIMOHHYI0 BEIOMOCTb M 3a4ETHYH0 KHWXKKY. B 3a4eTHYI0 KHWXKKY
3aHOCSTCS TOJBKO ITOJIOKUTEIIBHBIE OLIEHKH.

[Ipu onpenesieHnu OLICHKH YYUTBIBAOTC:

- IIOJIHOTA U COJIEPKATEIIBHOCTh OTBETA;

- YMEHHUE PUBECTHU IIPUMEDPBI;

- YMEHHE IMOJIb30BATHCSA JOMOJHUTEIBHOW JIMTEPATYPON MPU MOATOTOBKE K
3aHATHSAM;

- COOTBETCTBUE IMPEJCTABICHHOW B OTBeTax HWH(OpPMAIMK MaTepuaiam
JeKUMd U y4eOHOM JHTepaTypbl, CBEACHUSM W3 HHPOPMALUOHHBIX PECYpPCOB
HNuTtepHer.

OneHka «oTJM4HO». OTBETbl Ha TMOCTaBJIECHHBIE BOMNPOCHI B Ouiere
U3JIaraloTCsa JIOTMYHO, TIOCIEOBAaTEIbHO U HE TPeOyIOT JOMOJHUTEIBHBIX
nosicHeHui. Jlenmarorcss 0OOCHOBaHHbBIE BBIBOJBI. JIeMOHCTpUpYIOTCS TiyOOKHeE
3HaHMS TUCIUTUTAHBI. COOI0Ial0TCSI HOPMBI IUTEPATYPHOU PEUH.

Onenka «xopomo». OTBETHl Ha MOCTABIEHHBIE BOMNPOCHI M3JIAraroTCs
CUCTEMATU3UPOBAHO W IIOCIEAOBATENbHO. Marepuan Wu3Iara€Tcs yBEPEHHO.
JleMOHCTpUpy€eTCS yMEHME aHAIU3UPOBATh MaTepuall, OJAHAKO HE BCE BBIBOJBI
HOCSIT apryMEHTUPOBAHHBIA MU JIOKa3aTeNbHbIM xapakTep. CoOmoaaoTcs HOPMbI
JUTEPATYPHOU peuH.

Onenka «YOBJIETBOPUTEIHHOM. Jomyckarorcs HapylLICHUS B
IIOCJIEA0BATEIbHOCTH M3JIOKEHUA. [[eMOHCTpUPYIOTCA IOBEPXHOCTHBIC 3HAHUSA
Bomnpoca. MiMerorcs 3aTpynaHeHus: ¢ BbIBOAAMHU. JlOMYCKAarOTCs HAPYLICHUS HOPM
JIUTEPATYPHOU peuu.

Ouenka «HEYJA0BJICTBOPUTEILHO. Marepuan M3J1aracTcs
HEIMOoCJIeI0BAaTEIbHO, COMBYMBO, HE MPEJICTABIISIET ONPEIETICHHON CUCTEMbI 3HAHUM
1o aqucuuIuimHae. MIMerTes 3aMeTHbIE HAPYILLICHUSI HOPM JINTEPATYPHON PEYH.

B ciyyae HedBKM CTyJI€HTa Ha 3K3aME€H B JK3aMEHAIMOHHOW BEIOMOCTH
JIEJIaeTCSI OTMETKA «HE SIBUJICS.

OueHouHbIe CpeCTBA ISl TEKYLIEH aTTecTAlNU

B kadecTBe OIICHOYHBIX CPEACTB IS TEKYINEH aTTECTAllMU MPUMEHSIOTCS
naboparopubie padoTsl (ITP-6) u xorcmekT (I1P-7).
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Koncnekr sBnseTrcss mokazareneM CQOPMHUPOBAHHOCTH KOMIIETEHIIMM Ha

IIOPOTOBOM YPOBHC. TeMbl KOHCIIEKTOB COOTBCTCTBYIOT TCMaM TGOpCTH‘IGCKOﬁ

yactu Kypca u3 Pazmena |l PIIY]l. Kpurepuu OLEHKM TO JaHHOMY BHIY

OICHOYHBIX CPCACTB IIPCACTABJICHLI B T&6HHH€:

Ounenka

Conep:xaHue KOHCIIEKTA

OT1ianyao

KoHCnekT copepKUT BCE IMOHATHSA, TEPMHUHBI,
IOJIOXKEHUS, W3Y4YEHHble Ha JICKUUM W/WIH C
HCIOJIb30BAHUEM OCHOBHBIX HCTOYHUKOB
JUTEPATYPBl, @ TaKXKe COLCPKUT CBEACHUSA U3
JIOTIOJIHUTEIIbHBIX HCTOYHUKOB.

Xopoltiio

KoHcnekT conepHUT Bce MOHATHS, TEPMUHBI,
NOJIOKECHHSA, W3YYCHHbIE Ha JIEKIUH W/WIA C
UCIIO0JIb30BaHUEM OCHOBHBIX UCTOYHUKOB
JUTEPATYPBHI.

Y,Z[OBJ'IGTBOPI/ITGHBHO

Koncmekr COOCPIKHUT 0a3o0BEIe IMOHATHUSA, TCPMUHBI,
IMOJIOKCHUA, U3YUCHHBIC Ha JICKIIUH.

Hey,[[OBJ'IeTBOpI/ITeJIBHO

KoHcniekTr He COOEp)KUT OCHOBHBIX IIOHATHH,
TEPMUHOB, II0JIO)KECHUH 110 JTAHHOHN TEME.

JInst OUEHKH MpPOJBUHYTOIO M BBICOKOIO YPOBHA C(HOPMUPOBAHHOCTU
KOMIIETEHIIUU TPOBOMASTCS JiabopaTopHble paboThl. Tembl 1abOpaTOpHBIX padOT
npeacrasiensl B Pasmene |l PIIYV]I. Kpurepuum oueHku mno JaHHOMY BHIY

OICHOYHBIX CPCACTB IIPCACTABJICHLI B Ta6J'II/II_I€I

Onenka

Kpurepnii

3autreHo

Otuér mo naGopaTopHOM paboTe COJIEPKUT BCE HEOOXOTUMBIE
MYHKTHI (1es1b pabOThl, KPaTKUH TEOPETUUECKU Marepual, 3aJjaHue
Ha J1abopaTopHyl0 paboTy, XoA paboThl, MOITy4YEHHBIE PE3YNIbTaThl,
BbIBOZBI).  OdopmieHne  oT4éTa  COOTBETCTBYET  IMpaBUIIaM
o opMIIeHHS TUCEMEHHBIX padoT.

Hezauteno

Otuér mo mabopaTopHOW paboTe HE COACPKHUT KaKOTro-TruOo
HeoOXomuMOro MyHKTa(oB) wW/uimu  odopMieHHE OT4Y€Ta He
COOTBETCTBYET IIPaBHIIaM O(POPMIICHHUS TUCbMEHHBIX PadoT.
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[Tpunoxenue 3

MUHUCTEPCTBO OBPA3OBAHUS M HAYKU POCCUMCKOMN ®EJEPALIN

®DenepalibHOE TOCYIAPCTBEHHOE aBTOHOMHOE 00Pa30BaTEbHOE YUPEKIEHHE BBICIIIET0 00Pa30BaHHUs
«/{aabHEeBOCTOUYHBIN (eepabHbIN YHUBEPCUTET»
(ABDY)

IIKOJIA ECTECTBEHHBIX HAYK

METOANYECKUE YKA3ZAHUSA
no aucuuiuinie «IIporpaMMHo-annapaTHblie cpecTBa odecneYeHnst
HHGOPMALMOHHON 0€301aACHOCTI)
CnennanbHocth 10.05.01 KomnbrorepHasi 6€3011acHOCTb
cneruanu3anusa «MaTemMaTHdecKrue MEeTO/Ibl 3aIUThl HH(POPMAaIIAN»
dopma NOArOTOBKYU OYHAS
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BaaguBocTok

2017
KonuyecTBO ayIuTOpHBIX YacoB, OTBEJACHHBIX HAa HM3yUYECHHUE JAUCIHUILIAHBI
«IIporpaMMHO-anmapaTHbIe cpencTna obecrieueHus nH(pOpMaITMOHHON

0e3onacHocTH», cocraBisier 134 yaca. Ha camocrosiTensHyr0 padoTy CTyIeHTa
OTBeJIeHO 64 4acoB, B TOM yucie 54 4acoB Ha MOJATOTOBKY K AK3aMEHY.

AyauTopHasi Harpy3ka COCTOUT W3 46 4acoB JICKUMOHHBIX 3aHATHU U 88
4acoB, OTBEAEHHBIX Ha JabopartopHble paboThl. Ha IEeKIMOHHBIX 3aHATHIX
OOy4JaronIuiics moyiy4aeT TeOpEeTUUECKrEe 3HaHUS, YCBOCHHE KOTOPHIX HEOOXO0IUMO
JUIsS TaJbHEMIEro BHIIOJHEHUs J1abopaTOpHbIX paboT. CTyAEHTY PEeKOMEHIyeTCs
OpEIBApUTEIbHO TOTOBUTHCA K JIEKIIMH, UCIHOJb3ysl PECypchbl M3 CIHUCKa,
npuBeIEHHOTO B pasaene V, ams 6ojiee KaueCTBEHHOTO OCBOCHHS TEOPETHUECKOTO
MaTepuaia, a Tak’kKe BO3MOXKHOCTH 33JaTh BOIIPOCHI MPEMO/1aBaTENIo.

[Tpu moAroToBKE K JIAOOPATOPHBIM 3aHATHUSAM TAaK)KE€ HEOOXOIMMO TTOBTOPHUTH
TeopeTudeckuii matepuain. JlabopaTopHeie pabOThl IPEACTABISAIOT COOOM 3a1aHus
Pa3IMYHOTO THWIIA, HAIIPABJICHHBIE HA IOJY4YEHHE OOYYaIOLIUMCSl NMPAKTUYECKUX
3HaHUU 1o TeMe. B pe3ynbraTe BBINOIHEHUS PabOThl CTYIEHT MPEIOCTABIISET
IPENoAABaTeNo OTUET O MPOeNIaHHON paboTe, copep Kaluil CIeAYOIUe MYHKTHI:
1nenabp paboThl, KpaTKUN TEOpETUUECKUH Marepual, 3aJlaHue, XOJa padoThl,
pe3yabTaThl U BBIBOJBI O MPOJICTIAHHON padoTe.

[Tpomexyrounas ¢dopma arTecTaly MO AAHHOW TUCIUIUIMHE — 3a4eT U
’K3aMeH. Bompockl k 3a4eTy M 3K3aMEHy COOTBETCTBYIOT Te€MaM, M3y4aeMbIM Ha
JEKIMOHHBIX 3aHATHUAX. TakuMm 00pa3oM, MPH CaMOCTOSATEIbHOM MOJArOTOBKE K
3a4eTy W DHK3aMEHY CTYIEHTY HEOoOXOJUMO BOCIOJIb30BAThCA KOHCIEKTaMHU
JeKIUH, a Takke HHBIMA MCTOYHMKAMM M3 CIHMCKa JHUTEpaTypbl i Oosee
ri1yOOKOT0 MOHMMaHUS MaTepuania.

28



