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ABSTRACT

Specialist’s degree in 10.05.01 Computer Security

Specialization “Mathematical Methods for Information Security”

Course title: Organizational and legal support of information security

Basic part of Block 1, 4 credits

Instructor: Smirnov M.E.

At the beginning of the course a student should be able to:

* ability to communicate in oral and written forms in Russian and foreign
languages for solving problems of interpersonal and intercultural interaction,
including in the sphere of professional activity (GC-7);

« the ability to understand the importance of information in the development of
modern society, to apply the achievements of information technology to search and
process information on the profile of activities in global computer networks, library
collections and other sources of information (OPK-3).

Learning outcomes:

e (OK-4) the ability to use the basics of legal knowledge in various fields of
activity

e (OPK-5) the ability to use regulatory legal documents in their professional
activities

e (PC-16) the ability to develop projects of regulatory and methodological
materials governing the work to ensure the information security of computer systems

Course description: The course of the discipline’s lectures is based on a step-
by-step narration from the basic concepts and terms of the discipline, legal provision
of information security, and organizational security of information security.

Main course literature:

1. KapmanoBckuii, H.c. OpraHum3auMOHHO-TIPABOBOE M METOJMYECKOE
oOecrieyeHne MHOOPMAIMOHHONW OE€30MaCHOCTH [3JEKTPOHHBIA pecypc| : ydeOHoe
nocobue / H.c. KapmMaHoBckuii, 0.B. MuxaitnnueHko, ¢.B. CaBKOB. — 35IeKTpoH. [laH.

— caHkT-etepOypr : Huy wutmo, 2013. — 148 c¢. — pexuMm pgocryna:
https://e.lanbook.com/book/43579#book_name
2. Kurynun, T.II. OpranuzanquoHHOE W TpaBOBOE  OOECHEUYEeHHE

nH(OPMAITMOHHOW 0€30MaCHOCTH [DJIEKTPOHHBIN pecypce] : yueoHoe mocobue / I'.I1.
Kurymuna. — Onextpon. nan. — Cankt-IlerepOypr : HUY UTMO, 2014. — 173 c.
— Pexxum noctyna: https://e.lanbook.com/book/70952

3. [Manprun B.®. HWupopMmanmonHas 0€30MaCHOCTh KOMIBIOTEPHBIX
cucTeM u cereit: YueoHoe nocodbue / B.®. lllanprun. - M.: U] ®OPYM: NH®DPA -
M, 2012. - 416 ¢c. — Pexxum noctyma: http://znanium.com/catalog/product/335362

Form of final control: exam.



AHHOTanus K padoveil nporpamMme JUCHUANIMHBI
«Opranu3zalMOHHOE U IPaBOBOe o0ecneYeHne MHPOPMALUOHHOH
0e3omacHoCTH»

Pabouast mporpamMmma ydeOHON mauciuIUIMHbI « OpraHU3allMOHHOE W MPABOBOE
oOecrieueHne HWHGOPMAIIMOHHON 0€30MacHOCTU» pa3paboTaHa sl CTYACHTOB,
oOyuaromuxcst 1o crnenuanbHocTd  10.05.01 KowmmbloTepHass 0€30MacHOCTb,
cneruanu3anusa «MaTeMaTH4eCKue METOJbI 3aluThl MHGOPMAIMN» W BXOIUT B
cocTaB 0a30BBIX AUCIHUIUIMH y4eOHOTrO 11aHa ¢ kojoMm b1.5.6.2.

O6mass TpyAOEMKOCTb JAUCHUIUIMHBI «OpraHu3alldOHHOE U  MPABOBOE
obecnieueHue UHGOPMAIIMOHHON 0€30MaCHOCTU» COCTABIISIET 4 3aYETHBIX €UHUIIBI —
144 akagemuueckux yaca. Cpeay HUX Ha JICKIHUH BbIACIEHO 36 4acoB, MIPAKTUUECKUE
3aHATUA 36 YacoB, HA CAMOCTOSTENBHYIO paboTy 72 yaca, B TOM uucie 45 4acoB Ha
MOATOTOBKY K 3K3aMeHy. /ucuuruinHa peanusyercs Ha 3 Kypcee B 5 cemectpe. Popma
KOHTPOJISI IO TUCIUIUIMHE — YK3aMEH.

Kypc «OpranuzaiimoHHOe M MpaBoBoe obOecreueHre HHPOPMALMOHHON
O0e3omacHOCTW» HE TMPEIINoJiaraeT HHUKAKOW MPeIBapUTENbHON  CHeIHalbHON
MOATOTOBKH.

Kypc nekuuii AMCUMIUIMHBI NOCTPOEH Ha IMOLIArOBOM IIOBECTBOBAHHHM OT
OCHOBHBIX TIOHSATUH W TEPMUHOB JUCIMIUIMHBI, TIPAaBOBOM 0OeCleueHun
MH(QOpPMAIMOHHOW  O€30MAaCHOCTH, K  OpPraHU3allMOHHOMY  OOECIEYEHUIO
nH(OPMAITMOHHON OE30MTaCHOCTH.

Ieab Kypca - packpbiTh OCHOBBI MPABOBOI'O PETYJIMPOBAHUS OTHOILICHUM B
nH(popMaIimoHHOM cdepe, KOHCTUTYLIMOHHBIC TapaHTUH MPaB rpaXkaH Ha MOJTyYCHHE
uHQOpMAIIMU W MEXaHW3M UX pealn3allid, TOHSATUS W BUIBI 3alIUIIAEMOU
uH(popMaIuu 1o 3aKkoHoAaTeNbCTBY PD, cucteMy 3aluThl rocyAapCTBEHHOM TalHblI,
OCHOBBI TIPABOBOTO PETYJIUPOBAHUS OTHOIIEHHWHA B O0JACTH HHTEIICKTyaIbHOU
COOCTBEHHOCTH M CTHIOCOOBI 3aIIUTHI 3TON COOCTBEHHOCTH, a TAK)KE MOHSATHE U BUIBI
KOMITBIOTEPHBIX MpecTymieHnid. OH Mmpu3BaH COACHCTBOBATH (PyHIaMEHTAIM3AINU
oOpa3oBaHUsl, YKPEIUICHUIO TPABOCO3HAHUS W PA3BUTHUIO CHUCTEMHOTO MBIILIICHUS

CTYACHTOB.



OcHoBHBIE 321a4H Kypca:
dbopMHpOBaTh TMPEACTABICHUS 00 OCHOBaX OPTaHW3AlMOHHOTO U IPABOBOTO
obecrieueHus: MHPOPMAITMOHHON 6€301TaCHOCTH;
dbopMHpoBaTh MPEJCTABICHUS O COJEP)KAHUM OCHOBHBIX HOPMATHUBHBIX IPABOBBIX
aKTOB B oOmactu obecrieueHrs WHGOPMAIIMOHHONW O€30MacHOCTH M HOPMAaTHUBHBIX
Metoaudeckux JokyMeHToB DPCBb Poccun m ®CTIOK Poccum B 006macTu 3aniuThl
uHpopMarnuy;
dbopMHpOBaTh 3HAHWS TMPABOBBIX OCHOB OPTAaHM3AIIMU 3alUTBI TOCYAAPCTBECHHOU
TallHbI 1 KOHGUICHIIMATBHOU HHPOPMAIUK;
dbopMHpOBaTh 3HAHUS O 3a/1a4aX OPraHOB 3aIUTHI TOCYIAPCTBEHHON TalHBI U CITYKO
3aIUTH HKHPOPMAIIMK HA IPEATPUSTHSIX;
dbopMHpoOBaTh 3HAHWSA, YMCHHS W HaBBIKM OpPTaHHW3allid PabOThl U HOPMATHUBHBIX
MPaBOBBIX AKTOB M CTAHJIAPTOB MO JIMIEH3UPOBAHUIO JICSITEIIBHOCTH B 00JIacTU
oOecrieueHUsT  3alIUTBl  TOCYJIApCTBEHHON  TailHbl, TEXHUYECKOW  3aIUTHI
KOH(pUIAEHIIUAIbHOW HH(GOpPMAIlUU, MO aTTecTalud O00BEKTOB MH(OpMATHU3AlUU U
cepTu(UKalUU CPEACTB 3aTUTHI HH(DOpMAIUH.

JInst  yCHemrHOTO W3y4YeHUsl AUCHUIUIMHBI «OpraHu3alliOHHOE W IPaBOBOC
oOecrieueHne WHGOPMAIMOHHON 0€30MacHOCTU» Yy OO0ydYaromuXcs JOHKHBI OBITH
chOpMHPOBAHBI CJIEIYIONIUE PEIBAPUTEITHLHBIE KOMIICTCHITUH:

CIIOCOOHOCTh K KOMMYHHUKAITMM B YCTHOM W THUCHBMEHHOW (opMax Ha PYCCKOM U
WHOCTPAHHOM SI3BbIKaxX JUIsl PEUIEHUs 3a/lad MEXIIMYHOCTHOTO M MEKKYJIbTYPHOTO
B3aMMOJICHCTBHS, B TOM YHKCIIe B cdepe npodeccuonanbuoit aestenbHocta (OK-7);
CIIOCOOHOCTh TMOHMUMAaTh 3HAaYeHHWE WH(POPMAIIMM B Pa3BUTHH COBPEMEHHOTO
oO0IIecTBa, MPUMEHSTH JOCTIKEHUS MH(POPMAIMOHHBIX TEXHOJOTHUN JIJIi TIOMCKA U
00paboTku nHGOpMAIHK TI0 TPODUITIO TEITETHHOCTH B TI100aTbHBIX KOMITBIOTEPHBIX
CeTsx, OMOIMOTEUHBIX POHIAX M MHBIX HCcTOYHMKaX HHPopmanuu (OI1K-3).

B pesynbrare m3ydeHus JaHHOW AMCIMIUIMHBI Y 00ydYaromuxcs (GpopMupyroTcs
cienyroume OOIIeKyJIbTypHbIe, obuienpodeccuoHanbHble U MpodecCHOHATbHbIC

KOMIETEHIIUU (3JIEMEHTHI KOMITETCHITUH):



Kon u ¢popmyuposka

Jrtanbl GOPMUPOBAHUA KOMIETEHIMH

KOMIIeTeHIHH
OCHOBHBIC  JICHCTBYIOIIME  TOCYAapCTBEHHbIC U
3Haet MEXIyHAPOJHbIC 3aKOHBI M HOPMATHBHO-TIPABOBBIC
(OK-4) CIOCOOHOCTh
aKThI
UCIIOJIb30BATh  OCHOBBI
5 pa3pabarsiBaTh JIOKaJIbHBIC u 00BEKTOBBIC
IpaBOBbIX 3HaHMHA B | YMeer
HOPMAaTHBHO-ITPABOBBIC JOKYMEHTBI
Pa3INYHbIX cepax
HaBBIKAMHU CHUCTEMATH3aIlMM M BBIOOpa HEOOXOIUMOA
JeATETbHOCTH
Briageer | HOpMaTHBHO-NIPABOBOM uHpopManuu COTJIaCHO
MOCTABJICHHBIM 3a/1a4aM
palrOHAIbHBIC PELICHUS 10 YPOBHIO 3al[HICHHOCTH
3Haet KOMITBIOTCPHON  CHUCTEMBI C  y4eTOM  3aJaHHBIX
(OIIK-5) cmocoOHOCTD .
TpeOoBaHMI
UCII0JIb30BATh
BBIOMPATh PAlMOHAIBHBIC PEIICHUS [0  YPOBHIO
HOPMATHBHBIC MPABOBBIC
VYmeer 3aIUIICHHOCTH KOMITBIOTEPHON CHCTEMBI C Y4ETOM
JOKYMEHTBI B CBOEH
3a/IaHHBIX TPeOOBaHUI
npodeccuoHaNbHOM
HaBbIKAMH OOOCHOBaHHS M BBHIOOpaA PAIMOHATBEHOTO
JeATeTbHOCTH
Brnageer | pelueHHs MO YpOBHIO 3alIMIICHHOCTH KOMITBEOTEPHOI
CHCTEMBI C YYETOM 3aIaHHbIX TPeOOBaHHI
HOPMAaTUBHBIE M  METOIUYCCKHE  MaTepHalbl,
periiaMeHTHpylomme  paboTy 1o  OOeCHeyYeHHUo
3Haer
(IIK-16)  cnocobHOCTH UH()OPMAIIMOHHONH ~ 0E30MacHOCTH  KOMITBIOTEPHBIX
pa3pabaThIBaTh MPOEKTHI CHcTeM
HOPMAaTHBHBIX " pa3pabarsiBaTh MIPOEKTHI HOPMaTHBHBIX u
METOAMICCKIX METOJMYECKUX  MaTepUalioB,  PEraMEHTHUPYIOIINX
YMmeer
MaTepHaoB, pabory  mo  obecneyeHUr0  MH(DOPMAIMOHHOI
perJIaMeHTHPYIOIIHX 0€30MacHOCTH KOMITBIOTEPHBIX CHCTEM
paboty 1o obecrieueHuio HaBBIKAMH Pa3pabOTKH IPOEKTOB HOPMATHBHBIX H
uH(OPMAITUOHHOT METOJMYECKUX  MaTepPUalioB,  PErIaMEHTHPYIOIINX
besomacHocTH pabory mo  ofbecneuyenuro  MH(OPMAIMOHHOM
Bnaneer
KOMITHIOTEPHBIX CHCTCM 0€30MaCHOCTH  KOMIIBIOTEPHBIX ~ CHCTEM, a TaKkKe

MIOJIOKEHUM, MHCTPYKLUN U APYIMX OPraHU3alMOHHO-

pacnopsAUTEIbHBIX JIOKYMEHTOB B chepe




npodeccnoHaBbHOMN e TEeNbHOCTH

s popmupoBaHUs BBIICYKa3aHHBIX KOMIETEHIIMM B paMKax AUCIMILTAHBI
«Opranu3aioHHOE ¥ TPaBOBOE oOecmeueHrne HHQPOPMAIMOHHON Oe30MacHOCTI
NPUMEHSIOTCSL  CJIEAYIOIME METOJbl aKTUBHOIO/ WHTEPAKTUBHOTO OOYy4YEHUS:
UHTEPAaKTUBHbBIC U MPOOJIEMHBIE JIEKIUH, JTEKINU-INAIOTH, padoTa B MaJbIX TPyIINax,
MeToj 00ydeHus B mapax. Mcmonb3yembie omneHOuHbIe cpencTBa: KoHcnekT (I1P-7),

cooecenoBanue (OY-1), komokuym (OY-2).

l. CTPYKTYPA U COJEP)KAHUE TEOPETHYECKOMN YACTH
KYPCA
Pa3nea |. [IpaBoBoe o6ecnieuenue uHgopmanuonHoii 6e3onacHoctu (28 yac.)

Tema 1.OcHOBHbIe NOHATHSI W coaepxkaHue aucuuILIdHbI ''[IpaBoBoe

o0ecnieueHne HHPOpMaAUMOHHOM Oe3omacHocTH " (2 yac.)
1.1. Ilpenmer, 3agauu U coAepKaHUE Kypca.

1.2. TepmuHosorHs Kypca.

1.3. Mecto Kypca cpeau Ipyrux AUCIUILIVH.

1.4. CtpykTypa Kypca.

1.5. Meroauka ayaTuTOPHONW M CaMOCTOSITEIHHOM PabOThl CTYACHTOB IO H3YyYCHHIO

Kypca.

1.6. 3akoHOAaTENbHBIE 1 HOPMATUBHBIE UICTOYHUKH.
1.7. Hayuynas u yueOHas 1utepaTypa.

1.8. Ilepuoanueckue u3gaHusl.



Tema 2. Mecto nHGOpPMALMOHHOIO NPaBa B TeOPHMHU rocyAapcTBa M mpasa (2

qac.)

2.1. B3auMocBs3b rocy1apcTBa U Mpasa.

2.2. Knaccudukaiys HOpMaTUBHO - MPABOBBIX aKTOB.

2.3. CTpyKTypa MpaBOOTHOIIICHUH.

2.4. Cuctema mmpaBa ¥ MECTO B Hell MH(POPMAIIMOHHOTO TpaBa.

Tema 3. Undopmanusi Kak 00beKT MPaBOBOI0 peryjupoBanus (3 Jac.)
3.1. Uudopmanus kak 00BEKT COOCTBEHHOCTH.

3.2. CtpykTypa HHPOPMAITMOHHOH c(pephl U XapaKTEPUCTHUKA €€ DIIEMEHTOB.
3.3. Buasr nuadopmanumu.

3.4. ®opmupoBaHre HHGOPMAITMOHHBIX PECYPCOB U UX KJIACCU(PUKALINS.

3.5. KOHCTHUTYLIMOHHBIE TapaHTUU TIpaB Ha UHAOPMAIIMI0O W MEXaHU3M HX

peanu3aiuu.

Tema 4. 3akononarejibcTtBo P® B o6s1acTu uHdopmannoHHoii 6e3onacHocTu (3

yac.)
4.1. ITonsiTve U CTPYKTypa MHPOPMATMOHHOM 0€30MaCHOCTH.
4.2. Undopmarmonnas cepa u uHGopMamoHHas cpesa.

4.3. CyObekThl W OOBEKTHl TIPABOOTHONIICHWH B 00JacT WHOOPMAITMOHHON

0€30I1aCHOCTH.

4.4. TlonsiTue 1 BUJIBI 3amuiiaeMon HHGOpMaIUu M0 3aKOHOAATENbCTBY PO.



4.5. Otpacnu 3aKOHOJATENbCTBA, PErNIAMEHTHPYIOUIUE JAESITEIBHOCTh IO 3allluTe

nHpopMaruu.

4.6. IlepcnekTuBbl pa3BUTHS 3aKOHOAATENbCTBA B 00JAaCTH HMH(DOPMAILIMOHHON

0€30I1aCHOCTH.
Tema 5. IIpaBoBoii peskuM 3alIUTHI TOCYIAPCTBEHHOIH TaiiHbI (3 4ac.)
5.1. IloHsTHE MPABOBOTO PEXKUMA 3AIUTHI TOCYAAPCTBEHHON TalHBI.

5.2. T'ocynapcTBeHHasi TailHa Kak OCOOBIM BHJ 3amIuIaeMol MHGOpMAIMu U ee

XapaKTepHbIE TPU3HAKHU.
5.3. PexkBU3UTHI HOCUTENCH CBEJICHHH, COCTABIISIONINX TOCY/IapCTBEHHYIO TalHY.

5.4. [lpuHUMIIBI, MEXAHU3M M IPOLEAYypa OTHECEHUS CBEIACHUN K TOCYAapCTBEHHOU

TallHe, NX 3aCEKPEUNBAHUS U PACCEKPEUNBAHUS.
5.5. Opransl 3alIUTHI TOCYAAPCTBEHHOW TallHbI M KX KOMITETEHIIUS.
5.6. ITopsimok AoIycka U JoCcTyma K TOCyJapCTBEHHOM TalHe.

5.7. Uubie ™Mepbl 1O 0OECHEUYCHUIO COXPAHHOCTH CBEICHUM, COCTaBIISIOIINX
TOCYJapCTBCHHYIO TailHYy (pEeKHUM CEKPETHOCTHM KaK OCHOBHOWM  TOPSIIOK

NEATEIIbHOCTH B chepe 3alUThl TOCYIapCTBEHHOM TaliHBI).

5.8. Ilepeuennr u copepkaHue OPTraHU3AIMOHHBIX MEp, HANPABJICHHBIX Ha 3aIIUTY

roCy1apCTBEHHOM TalHBbI.
5.9. CucreMa KOHTPOJIS 32 COCTOSTHUEM 3aIUTHI TOCY/TAPCTBEHHON TaiTHBI.

5.10. IOpuanueckass OTBETCTBEHHOCTh 32 HAPYIICHHUS MPABOBOTO PEXKHUMa 3aLIUTHI

roCcyapCTBEHHOU TalHbI (YrOJOBHAs, a/IMUHUCTPATUBHAS, TUCUUAILITIMHAPHAS ).

Tema 6. OcHOBBI 3aIIMTHI KOHpHUAeHINATbHO HHpopManuu (3 gac.)



6.1. Buabl koHbuACHIMATBEHOW HH(OpPMALMU: TEPCOHATIbHBIC JaHHbBIE, CITy:KeOHas
TallHa, KOMMeEp4YecKas TaiiHa, OaHKOBCKas TailHa, TaWHA CICACTBUS W

CYAOIPOU3BOJICTBA, po(hecCHOHaNIbHAs TalHa.

6.2. [TonsiTHEe KOMMEPYECKON TalHBI.

6.3. [IpaBoBOE 0OecmeyeHne 3amuThl KOMMEPUYECKON TailHBbI.
6.4. CBeieHHs COCTABISIONINE KOMMEPUYECKYIO TalHy .

6.5. IlpaBoBbie pexuMbl KOH(PHUICHIHATBEHON WHGOPMAIIMK: COJEpKAHUE U

0COOEHHOCTH.

6.6. OcHoBHble TpeOOBaHUS, TMPEABABISEMbIE K OpPTaHHU3AMA  3alUTHI

KOH(HIeHINATTbHON MH(POPMALIHH.

6.7. [IpaBoBbIC acmeKThl 3alIUTHl UHPOPMAILIUU, [IUPKYIUPYIOMICH B TeIe(HOHHBIX U

APYIrux JJUHUAX U CUCTEMAX CBA3U.

6.8. 3ammra KT mpu xpanennu n o6paboTke nHbOpMaIMi B aBTOMATHU3UPOBAHHBIX

CHUCTCMaAX.

6.9. [IIpaBoBoe perynupoBaHHE OTHOIICHUM TPEANPUATHS C  JIPYTUMHU

NpCAIPUATUAMU, OPraHU3alUAMA U I'paKJaaHaMU 110 3alIUTC KOMMepquKOI;'I TalHBI.

Tema 7. HpaBOBI)Ie OCHOBBbI MCIIOJBb30BAHNA OPraHu3aliuOHHBIX 1 TEXHUYECCKHUX

CpeacTB 3aluThl HHGopManuu (2 yac.)

7.1. Knaccudukariyss METOJIOB U CPEJICTB 3aIUTHl HH(OOPMAITUU B PA3IUYHBIX cepax

JACATCIBHOCTH.

7.2. [IpaBoBbIE OCHOBBI OPraHU3ALMK U PETYIUPOBAHUS JIEATEIbHOCTH CTPYKTYPHBIX

MoIpa3ieTICHU i PEaPUATHS, 00€CTIEYNBAIOIINX €ro OE€30MaCHOCTD.
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7.3. IlpaBoBOEe perylIMpOBaHWE WCIOIL30BAHMS TEXHUYECKUX CPEICTB 3alTUTHI

uHGOPMAITUU U IPOTUBOACHCTBYSI yTpo3aM HHPOPMAITMOHHOHN 0€30MacHOCTH.
Tema 8. JInuensupoBanue u cepruukanus B nHGopMannoHHoii cepe (2 uac.)
8.1. [IpaBoBas OCHOBa CHCTEMBI JTUIICH3UPOBAHUS U cepTUUKanuu B PO.

8.2. Buapl gestenbHOCTH B HMHGOpPMAIMOHHOM  cdepe,  TOICKAIINEC

JUTIEH3UPOBAHUIO.

8.3. JluneH3upoBaHue IEATeTLHOCTH 10 3aluTe HH()OPMAITHH.

8.4. OOBEKTHI TUIIEH3UPOBAHUSA B cpepe 3amuThl HHPOPMAIIUH.

8.5. YyacTHUKYU TUIIECH3MOHHBIX OTHOIICHUH B cpepe 3anuThl HHHOPMAIIUH.
8.6. OpraHsbl JTUIIEH3UPOBAHUS U UX TTOJTHOMOYHS.

8.7. IlonsiTre cepTuduKaIuu MO0 POCCHICKOMY 3aKOHO/IATEIHLCTRY.

8.8. IlpaBoBas periameHTanus CepTUPUKANMOHHON IEITEILHOCTH B 00JacTH

3aIUTHI UHPOPMAITUH.

8.9. Pexxumsl cepTudukaium.

8.10. OO6BekTHI cepTU(DUKALMOHHON IEATEIBHOCTH (CepTU(PUKAIIIN).
8.11. Opranbl cepTU(PUKALMKA U UX TTOTHOMOYHS.

8.12. JlumensupoBanue © cepTUdUKAIMS B  00JACTH  MEXKIYHAPOIHOTO

nH(OPMAITMOHHOTO OOMEHa.
Tema 9. 3amuTa MHTEVIEKTYAJbHOI COOCTBEHHOCTH (2 4ac.)
9.1. 3akononatensctBO PD 00 nHTENNIEKTyanpHasi COOCTBEHHOCTH.

9.2. [lonsiTHE MHTEIIEKTYaIbHON COOCTBEHHOCTH.
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9.3. O0BEKTHI U CYOBEKTHI aBTOPCKOTO TTPaBa.
9.4. UckmounTeNbHBIC aBTOPCKHUE TIPaBA.
9.5. CmexHbIe TpaBa.

9.6. IlIpaBoBass oxpana mnporpamm ma1 OBM, 06a3 gaHHBIX ©W TOMOJOTHHA

UHTETPaIbHBIX MUKPOCXEM.
9.7. 3amuTa aBTOPCKUX M CMEKHBIX TPaB.
9.8. OCHOBBI TATEHTHBIX MMPABOOTHOIICHUH.
9.9. YcioBus MaTeHTOCIIOCOOHOCTH.

9.10. OOBeKTHI N300peTeHNs, CBSI3aHHBIE C JIEKTPOHHO-BBIYUCIUTEILHON TEXHUKON

1 MH(POPMAIIMOHHBIMH TEXHOJOTHSIMU.

9.11. ABTOpPHBI U300pPETEHUI U MATEHTOO0JIAJATENH.
9.12. MexaHu3M IIaTeHTOBaHMUS.

9.13. 3amura npap nareHTOOOIaIATEICH U ABTOPOB.

9.14. Oco0eHHOCTH JOTOBOPHBIX OTHOIIEHHH B 00JacTH WHGOPMAIMOHHON

0€30MaCHOCTH.

Tema 10. Cucrema 0OpUIAMYECKOl OTBETCTBEHHOCTH 3a HapylIeHHE HOPM

3a1UThl HHGopManuu (2 yac.)
10.1. HopMbI OTBETCTBEHHOCTH 3a MPABOHAPYIIICHUS B HTH(GOPMAIIMOHHOM cdepe.

10.2. Buapsl ¥ ycnoBusi NPUMEHEHHUS MPAaBOBBIX HOPM YTOJOBHOM, Tpa’KIaHCKO-
IIPAaBOBOM,  aJIMMHUCTPATUBHOW W  JWCUUIUIMHAPDHOM  OTBETCTBEHHOCTHM  3a

pasriialmcHue SaLHHﬂlaeMOﬁ I/IH(I)OpMaI_[I/II/I H HCBBIITOJIHCHUC ITPaBUJI €€ 3allIUThHI.
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10.3. IlonsiTue oOmepaTUBHO-PO3BICKHOW NEATEIBHOCTH U OMEPATUBHO-PO3BICKHBIX

MEPONPHUATUN IO 3aKOHOAATENILCTBY POD.

10.4. Opranbl, yNOTHOMOYEHHBIE HA OCYIIECTBICHHE OINEPATUBHO-PO3BICKHOMN

JACATCIBHOCTH.

10.5. CucremMa mnpaBOBBIX aKTOB, PETYJUPYIOUIUX IPOBEICHUE ONEPATUBHO-

PO3BICKHBIX MEPOTIPUATUM.

10.6. 3ammra nHpopMaKu OT HEMPABOMEPHBIX IEHCTBUII OPTaHOB 3aHUMAIOIUXCS

ONEPATUBHO-PO3BICKHOM JAEATEIBHOCTBIO.

10.7. 3amura KOMMEpYeCKOW HH(pOpMalUU OT HENPaBOMEPHBIX JCHCTBUI

KOHTPOJUPYIOIIUX U TPABOOXPAHUTEIBHBIX OPTraHOB.
Tema 11. KomnboTepHble npaBonapymeHus (2 yac.)

11.1. Ilpectymnnenus B chepe KOMIbIOTEPHON HH(MOPMAITUH.

11.2. TTpu3Haku 1 SIEMEHTHI COCTaBa MPECTYIIICHUS.

11.3. KpuMuHanucTH4eCKasi XapaKTepPUCTUKA KOMITBIOTEPHBIX MPECTYTICHUH.
11.4. PaccinenoBanne KOMIIBIOTEPHOTO MPECTYILICHHMS.

11.5. OcoOGeHHOCTH OCHOBHBIX CJICJICTBEHHBIX JICHCTBHA.

11.6. KpumuHamucTHuecKuWe  acleKkThl MpoBeaeHUs  pacciegoBanus  COop

J0Ka3aTeNbCTB.
11.7. DxcnepTH3a NpecTyIieH! B 00JaCTH KOMIIBIOTEPHON MH(GOPMALIIH.

11.8. IIpobmembr cymeOHOro mpecieAoBaHWS 3a TpecTyiieHuss B  cdepe

KOMITBIOTEPHON WH(OpMAITUH.
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Tema 12. MexayHapoaHoe 3aKOHOATEJIbCTBO B 00/1aCTH 3a1IUTHI HH(OPMALMHU

(2 uac.)

12.1. 3akoHOATENBCTBO 3apYOCIKHBIX CTPaH B 0OJIACTH 3aIIUTHl MHTEJUICKTYaIbHON

COOCTBEHHOCTH.
12.2. MexayHapoIHbIE TOTOBOPBI U KOHBEHITMHU B 00JIACTH 3aIUThI HH(OpMAITHH.

12.3. 3aKOHOJATEIBCTBO B 00JaCTH MEXKIyHAPOIHOT0 MHGOPMAIIMOHHOTO 0OMEeHa 1

KOMIIBIOTEPHBIX MPECTYIUICHUIA.

12.4. MexnayHapodHbli  TPaBOBOM  OMBIT  oOecriedeHHs  0€30MacHOCTH

HEroCyJ1IapCTBEHHBIX 00BEKTOB SKOHOMUKH.

Paznen Il. OpranuzannonHoe odecneyeHne nHGOPMANMOHHOI Oe3omacHocTH (8
qac.)
Tema 1. Oco0eHHOCTH OPraHU3aLMOHHO-TIPABOBOI0 O0ecHeYeHHsl NMPOLECCOB

CO3IaHHUSA ABTOMATHU3MPOBAHHBIX CHCTEM B 3alI[HIIIEHHOM MCIIOJIHEHUH (3 Jac.)
1.1. B cdhepe a3xoHOMHKHU.

1.2. B oOwmerocygapcTBeHHbIX HMHPOPMALMOHHBIX M TEIEKOMMYHHKAIMOHHBIX

CHCTEMaXx.

1.3. B npaBooxpaHuTeNbHON U cyaeOHOM chepax.
1.4. B cdepe BHyTpeHHEH MOTUTHKH.

1.5. B cdepe BHelIHEH MOTUTUKH.

1.6. B obiactu HAyKH U TEXHUKH.

1.7. B cdhepe n1yxOBHOM KU3HH.

1.8. B cdhepe 000poHBI.

1.9. B ycnoBusix upe3BbIYaiHBIX CUTYaIUM.
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Tema 2. OcHOBHBIE IPABOBBIE CPEACTBA MPOTUBOAEHCTBUS Yrpo3am (3 uac.)
2.1. MexnyHapoJHO€ HOPMAaTUBHOE IIPABOBOE PEryJIMPOBAHHUE.

2.2. HanmoHanbHOE TPaBOBOE HOPMATHUBHOE PETYIMPOBAHKE.

2.3. HopMaTUBHO-TEXHUYECKOE PEryJIUpOBaHHE.

Tema 3. Oco0eHHOCTHM OPraHM3alMOHHO-NIPABOBOI0 00eCIeYeHUs] 3AIIUTHI

MH(OPMALMOHHBIX CHCTeM B cepe cyA0NPOU3BOACTBA (2 yac.)

3.1. OcobenHoctu ympaBieHuss HWHGOpPMALlMOHHOM  3ammMTo B cdepe

CYJIOTIPOU3BOJICTBA.

II. CTPYKTYPA U COJAEP)KAHUE NPAKTUYECKOH YACTH
KYPCA
IIpakTuueckue 3ansaTus (36 yac.)
3ansaTue 1. OCHOBBI rOCYyIapCTBEHHON MOJMTHKHU B 00J1aCTH 00ecreYeHus
0e3onmacHocTn nangopmanuu (6 gac.)

1. OG630p HIIA.

2. Bzammoneticteue HITA pasnmnyHbIX ypOBHEH.

3ansaTue 2. O0me NpaBoBbie BONMPOCHI 3aUTHI HHpopManuu (6 yac.)
1. Jloxtpuna P®D, ocHOBHBIE MOJIOKEHUSI.

2. Ha3nauyeHus, OCHOBHBIC ITOJIOKEHUS.

3ansaTue 3. Kommepueckas TtaiiHa. Ilepeuens HIIA opranusanuu npu
0o0padoTke nHGOPMALMH COCTABJIAOIIECH KOMMepPUYeCKYI0 TaifHy (6 1ac.)

1. TlonsaTre KOMMEPUYECKON TalHBI.

2. PazpaGorka mnokanbHbix HIIA 111 3amiuTel HeMaTepUadbHBIX AKTHUBOB

KOMIIaHHH.
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3anatne 4. OCHOBBI 3alIMTBI TOCYIApCTBeHH OM TaiiHbl Poccuiickoi
Denepauuu (6 yac.)

1. IousiTre rocyaapcTBeHHOM TaliHbl PD.\

2. OCOOCHHOCTH BBEACHUSA pPEXKUMA OXpaHbl TOCYJapCTBEHHOW TalHBI B

opraHu3aluu.

3ansaTue 5. OCHOBBI 3aIUTHI HHTEJJIEKTYaJIb HOH COOCTBEHHOCTH (6 4ac.)
1. OcCHOBBI 3aIIUTHI UHTEIJICKTYaJIbHOU COOCTBEHHOCTH.
2. CpaBHEHHE BO3MOXXHOCTEH II0 3alllUTEe 3aKOHOJIATEIhCTBA B  0O0JACTH

KOMMEPUYECKOM TalHbI M TATEHTHOT'O MPABa.

3ansTue 6. PeriiaMeHThI IPOBEPOK KOHTPOJIUPYOLIUMH opranamu (6 yac.)
1. Kontponupytouue opransl Poccuiickoii @enepanmu.
2. PernameHTBl NMPOBEPOK MPOBOJMMBIX KOHTPOJUpPYIOUMMHU opraHamu P® Ha

npuMepe persiaMmenta PockoMHanzopa.
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111, YYEBHO-METOJWYECKOE OBECIIEYEHUE
CAMOCTOSATEJbHOM PABOTHI OBYUAIOIIIUXCA

Y4ebHO-MeToAMUeCcKOoe 00ECeYeHHE CaMOCTOSATEIbHON paboThl 00yHarOITUXCS
no auctuiinHe «OpraHu3allMOHHOE W TIPaBOBOE obOecredeHne WHOOPMAITMOHHON
Oe3omacHocT» npezacTaBieHo B [Ipunoxennn 1 u BKiIrodaeT B ceOst:

iaH-rpaduK BBIMOJIHEHUS CAMOCTOSITENIbHOM pabOThl MO JUCHUIUIMHE, B TOM
YyClie IPUMEPHbIE HOPMbI BPEMEHH Ha BBHITIOTHEHHE 110 KaXKIOMY 33JIaHUIO;

XapaKTepUCTUKa 3aJlaHuil JJIsl CaMOCTOATEIbHOW paboThl 0O0ydYaromuxcs |
METOUYECKIE PEKOMEHIALINHU IO UX BBIIIOJIHEHUIO;

TpeOOBaHMS K MPEACTABICHUIO U OPOPMIIEHUIO PE3YJIBTATOB CAMOCTOATEIbHON
paboThI;

KPUTEPHUH OLIEHKHU BBINOJHEHUS CAMOCTOSITEIbHON PabOTHI.

IV. KOHTPO.JIb JOCTUXKEHUS LEJEN KYPCA

Ne n/nn KonTponupyemsbie paznenst / Koppb! u Tamnst OneHouHBbIE CpEICTBA
TEMBI TUCIUTUTIHBI (I)OpMI/IpOBaHI/\I’}I TeKyLuit TIPOMEXKYTO
KOMIICTCHIMH KOHTPOJIb YHas
aTTecTanus
1 Paznen |. [IpaBoBoe OK-4 3HAET cobecenosanue | 1-17
obecrieueHne OEK165 (OY-1),
HHGOPMALIHORHOT M6 yweer | ook 147
GesonacHocTn BJIaJIEET koHcrekT (T1P- 1-17
7),
Paznen Il. 3HAET cobecenoBanue | 18-22
OpraHu3anoHHOE OK-4 (OY-1),
yMmeeT KOJJIOKBUYM 18-22
oOecrieueHue OIIK-5 (0Y-2)
I/IH(l)OpMaI_[I/IOHHOI?'I IK-16 BJIAJIEET koHcrekT (T1P- 18-22
0e30MmacHOCTH 7),

TurnoBble KOHTPOJIbHBIE 3aJIaHMs, METOJUYECKUE MaTepHalibl, ONMPEACISIONINE
MPOLIETypbl OLIEHUBAHUS 3HAHUW, YMEHUIM W HABBIKOB M (WJIM) OMNBITA JAEATEILHOCTH,

a TaKKe KPUTEPUH W TIOKa3aTeNnH, HEOOXOIWMBIE Il OIEHKH 3HAHWHA, YMCHHWH,
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HABBIKOB M XapaKTepHU3ylollue 3Tanbl (OPMUPOBAHMSA KOMIIETEHIMH B Mpoliecce

OCBOEHHS 00pa30BaTEIbHON MPOrPAMMBI, MpeIcTaBieHbl B [Ipuioxenun 2.

V.CIIUCOK YYEBHOU JIUTEPATYPbl U UHOOPMAIIMOHHO-
METOINYECKOE OBECIHHEYEHHUE JUCHUIIJINHBI

OcHoBHas JuTeparypa
(onexmponnvie u neuammvie uzoanus)
1. KapmanoBckuii, H.c. OpraHm3auMOHHO-TIPABOBOE M METOJIHYECKOE
oOecrieyeHue MH(OPMAIIMOHHON O€30MacHOCTH [3JEKTPOHHBIM pecypc]| : ydueOHoe
nocobwue / H.c. KapmanoBckuii, 0.B. MuxaiinndeHko, ¢.B. CaBKOB. — 3J1eKTpoH. [[aH.

— caHKT-ieTepOypr : Huy wutmo, 2013. — 148 c¢. — pexuMm jgocryna:
https://e.lanbook.com/book/43579#book_name
2. Kurynmuu, T.II. OpranuzanuoHHOE W TPaBOBOE OOECIECUYCHHE

nH(popMarmoHHOM 0e30macHOCTH [DIEeKTPOHHBIN pecypc] : yueoHoe nmocodue / I'.I1.
Kurynuna. — DnextpoHn. nad. — Cankt-IlerepOypr : HUY UTMO, 2014. — 173 c.
— Pexxum noctyna: https://e.lanbook.com/book/70952

3. [Hanprun  B.®. HWHpopManmoHHass 0€30MaCHOCTh KOMIBIOTEPHBIX
cucteM U ceteil: YueOHoe mocodue / B.®. Illanbrun. - M.: U] ®POPYM: NHDPA-
M, 2012. - 416 c. — Pexum noctyna: http://znanium.com/catalog/product/335362

JlonosHuTEILHAS JIUTEPATYypa
(neuammote u snexmponmsle uz0amnus)

1. Ananypo C.E. Hudopmarmonnas 06e30macHOCTb M 3aluTa
uHOpMAIIMU Ha KEJIEe3HOJAOPOKHOM TpaHcroptre: B 2u.U.1: Merononorus wu
cucrema obecriedeHuss WHOOPMAIMOHHONW O€30IaCHOCTH Ha KEJE3HOIOPOKHOM
tpancnopre: YueOnuk / AnanypoB C.E.; Tlon pen. Kopumenko A.A. - M.:YMI]
KT, 2014. - 440 c. — Pexum nocryna: http://znanium.com/catalog/product/487777

2. KapabyroB, H. H. Iloctpoerne wu aHammu3 uWHOOPMAITMOHHOTO
oOecrieueHus B MHPOPMAITMOHHBIX CHCTEMaX HAa BOJAHOM TPAHCIIOPTE [DICKTPOHHBIN
pecypc] : Yuebnoe nocodue / H. H. Kapabyros, I1. H. Kapabyrtos, M. . IBaHoB. —
M. : Anpraup-MI'ABT, 2013. - 170 ¢. — Pexum  pocrymna:
http://znanium.com/catalog/product/476237

3, Bapnatas C.K., [llaxanoa M.B. 3amura u 06paboTka KOH(UIESHIUATBHBIX
JTIOKyMCHTOB : yqe6Ho—MeT01mquKH171 KOMITJIEKC JUTs By30B. BiaauBoctok : M3a-BO

JlanpHEBOCTOYHOIO TeXHUUYECKOro yHuBepcurera, 2008. — 179 c. -
http://lib.dvfu.ru:8080/lib/item?id=chamo:384161&theme=FEFU

Ilepeyens pecypcoB HH(POPMALUOHHO-TEICKOMMYHUKAIMOHHON ceTH
«HTepHeT»
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1. Kpatkuit kypc nexuuit Opranu3alliOHHOE W TMPaBOBOE oOOecredyeHue
UHPOPMAIIMOHHON 0e30MacHOCTH [DIIeKTpOHHBIN pecypc]. — DIEKTpoH. JaH. —
Pexum JIOCTyTA!

https://studme.org/78390/pravo/organizatsionnoe i pravovoe obespechenie informa

tsionnoy bezopasnosti

2. Jlexuus 1: OcHoBbl MHGOPMAIIMOHHON 0€30MaCHOCTH U 3alUThl HH(MOpMAITUU
[DnekTponnsnii  pecypc]. — OnekrpoH. JgaH. — Pexum  jgoctyma:

https://sites.google.com/site/anisimovkhv/learning/kripto/lecture/temal

3. Jlexmus 2: [Mpuniune! 3amuTsel nHGOpManuu U MeTpuku B [DnekTpoHHBIH

pecypc]. — Dnekrpon. maH. — Pexum nocryma: http://inforsec.ru/technical-

security/is-lections

I[lepeyens HHGPOPMALUOHHBIX TEXHOJIOTUM
U IPOrPaMMHOI0 o0ecredeHust

[Mpumopckuit  kpai,  T. BmaguBocrok, | "1) IBM SPSS Statistics Premium Campus
®pynsenckuii p-H, Pycckuit Octpos, yin. Asike | Edition. ITlocraBmmk 3A0 IIporrocruueckue
m., n. 10, xkopnyc D, ayn. D 741, VYueOnas | pemenus. Jlorosop DA-442-15 ot 18.01.16 mor
ayAUTOpHUS I MIPOBEICHUS 3ansaTuil | 5. Cpok pgeiictBusi  goroBopa 30.06.2016.
JIEKIIMOHHOTO, MPAKTHYECKOTO M CEMHHApCKoro | JInmeHsus 6eccpodHo.

THIIA, IPYHIOBBIX u uaauBuaAyanbHbIX | 2) SolidWorks Campus 500. TTocraBuink Conug
KOHCYJbTAIlMK,  Tekymero  kKouTpoiss  u | Bopkc P. Jlorosop 15-04-101 ot 23.12.2015.
IIPOMEKYTOUYHOM aTTECTALUU. Cpokx  peiictBus  gorosopa  15.03.2016.
Jluniensust 6eccpoyHo.

3) ACKOH Komnac 3D vl17. IlocraBmuk
Haukom. J[loroBop 15-03-53 ot 20.12.2015.
Cpox  pelictBus  gorosopa  31.12.2015.
Jluniensust 6eccpodHo.

4) MathCad Education Universety Edition.
[Mocrapmuk Codr Jlaita Tpeita. Jdorosop 15-03-
49 ot 02.12.2015. Cpoxk neicTBUs 10roBOpa
30.11.2015. JIuensus 6eccpodHo.

5) Corel Academic Site. ITocraBmuk Codr
Jlaita Tpeiin. JoroBop DA-442-15 ot 18.01.16
ot 4. Cpok nerictBus norosopa 30.06.2016.
JInnen3us 3akoHuminace 28.01.2019."

6) Microsoft Office, Microsoft Visual Studio.
[ToctaBmuk Codr Jlaiin Tpeiia. JJoroBop DA-
261-18 ot 02.08.18. Cpok neicTBUs qOTOBOpa
20.09.2018. JIunenzus no 30.06.2020.

VI. METOANYECKHUE YKA3AHUA
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https://studme.org/78390/pravo/organizatsionnoe_i_pravovoe_obespechenie_informatsionnoy_bezopasnosti
https://studme.org/78390/pravo/organizatsionnoe_i_pravovoe_obespechenie_informatsionnoy_bezopasnosti
https://sites.google.com/site/anisimovkhv/learning/kripto/lecture/tema1
http://inforsec.ru/technical-security/is-lections
http://inforsec.ru/technical-security/is-lections

1O OCBOEHUIO JUCHUMIIVINHBI

KonuuecTtBo ayquTOpHBIX 4YacoB, OTBEIEHHBIX HA W3Y4YEHHME JAUCLHUILIIMHbBI
«Opranu3aloHHOE U TpaBoBoe olecreyeHne HH(OPMAIMOHHONW OEe30MacHOCTH,
cocraBisieT 72 yaca. Ha camocrositenbHyto padboty — 72 yaca. [Ipu sToM ayauropHas
Harpy3ka COCTOUT U3 36 JIEKIIMOHHBIX YacOB U 36 4acOB NPAKTUYECKHUX 3aHATUH.

OOyuaronuiicss Mojay4aeT TEOPETHUUECKUE 3HAHUS Ha JICKIIMOHHBIX 3aHATHSIX,
HEOOXOUMbIE I TOCIEAYIOUIEr0 BBIIOJIHEHUS NPAKTHUUECKUX 3adaHuid. B xoze
MOJATOTOBKM K JIEKIUSM JIOJDKHBI MCIOJIb30BAaThCS MCTOYHUKU M3 CIUCKA YYEOHOU
JIUTEPATYPBI.

CryzneHTy peKkOMEeHAyeTCs MPEABAPUTEIIBHO TOTOBUTHCA K JIEKLIHU, UCIOJIb3Ys
pecypchl M3 CHUCKa, NpUBEAEHHOro B paszzaene V, s 0ojiee KaueCTBEHHOTO
OCBOCHHMsI TEOPETUYECKOIO MaTepuana, a TakKKe BO3MOYKHOCTH 33JaTh BOIIPOCHI
MPENo/IaBaTelo.

[Ipy MoAroToBKE K MPAKTUYECKUM 3aHATHSAM Takke HEOOXOJUMO IMOBTOPHUTH
TeopeTuueckuii marepuai. [IpakTuueckue 3aHSATHS TPEACTABIAIOT COOOUM 3amaHus
pa3IMYHOrO THUIA, HAMPABJIEHHbIE HA MOJYyYEHHE OOYYAIOIMIMMCS TMPAKTHYECKUX
3HaHUW 1O TeMe. B pe3yibTare BBINONHEHUS PabOThl CTYJAEHT MPEIOCTABIISAET
IpenoAaBaTesto OTYET O MPOAEaHHOW paboTe, cofep allui CIeAYIOIUE MyHKTHIL:
1eiab paboThl, KPATKUI TEOPETUYECKUN MaTepual, 3aJJaHue, X0 paboThl, pe3yabTaThl
¥ BBIBOJIbI O MPOJIETIAHHOM padoTe.

[IpomexxyTounas ¢opma arrecrauuu - 53K3aMeH. Bompocsl kK 3K3aMeHy
COOTBETCTBYIOT T€MaM, U3y4aeMbIM Ha JIEKLIMOHHBIX 3aHATUAX. Takum oOpazom, npu
CaMOCTOSITENIbHOM MOATOTOBKE K 9K3aMEHY CTYJIEHTY HEOOXOJIUMO BOCIOJIb30BATHCS
KOHCIIEKTaMH JIEKI[MH, a TakKe€ WHBIMU MCTOYHUKAMH M3 CIIMCKa JIUTEpATyphbl AJs

Oomee TIy00OKOTO MOHUMAHUS MaTepraa.

VIl. MATEPHUAJILHO-TEXHUYECKOE OBECIIEYEHUE
T COUTIIAHBI

ITpumopckuit Kpai, I. Bimagusoctok, | [Iomemenue YKOMIUIEKTOBAHO
®pyHzeHCKkHi p-H, Pycckuit OcTpoB, yin. AsKC | CICUAIM3UPOBAHHOW  ydyeOHOW  MeOembio
n., 0. 10, kopnyc D, ayn. D 741, VueGnas | (mocagounsix mect — 50) OGopynoBanue:
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ayAUTOpHUs TS MPOBEICHUS 3aHATUH
JIEKIIMOHHOTO, MPAKTUYECKOTO U CEMUHAPCKOTO
THIIA, IPYIIOBBIX Hu WHIUBUYaTIbHBIX
KOHCYJIbTAIIUH, TEKYILEro KOHTPOJIA i
MIPOMEXKYTOUYHOU aTTECTAllUH.

Okpad npoeknuoHHb ScreenlLine Trim White
Ice 50 cm uepnas kaiiMa cBepxy, pa3Mep
paboueii obmactu 236x147 cm
JoxymenT-kamepa Avervision CP355AF
KK-naunens 47"", Full HD, LG M4716 CCBA
MynbTUMeauiiHBIA  TpoekTop,  Mitsubishi
EW330U, 3000 ANSI Lumen, 1280x800
CereBast Buzpeokamepa Multipix MP-HD718",
JIOCKa ayJWTOpHAsi, IMEPCHOCHON KOMIIBIOTED
(royTOYK Lenovo) ¢ cymkoii — 1 it
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IIpunoxenue 1

MMHUCTEPCTBO OBPA3OBAHU S 1 HAYKU POCCUMCKOMN ®EJIEPAILTAM

DenepanbHOE TOCYIAPCTBEHHOE aBTOHOMHOE 00pa30BaTeNIbHOE YUIPEKICHHUE BEICIIIETO 00pa30BaHuUsL
«/laIbHEeBOCTOUYHBIN (eepabHbII YHUBEPCUTED)
(ABDY)

IIKOJIA ECTECCTBEHHBIX HAYK

YYEBHO-METOJUYECKOE OBECHEYEHUE CAMOCTOSTEJIBHON
PABOTBI OBYYAIOIIINXCA
o JucuMIvIinHe «OpraHn3anuoHHoOe U IPaBoBoe o0ecreYeHue
uHGoOpMaAIMOHHON 0e30I1aCHOCTID)
CnenuansHocts 10.05.01 KomnbrorepHas 60€3011aCHOCTD
cnenuanu3auusa «MaTemaTuyeckrue MEeTO/Ibl 3alUThl HHPOPMaLIUK»
®opmMa MOArOTOBKHA OYHAS

BaaauBocTok
2017
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IInan-rpa¢guk BHINOJITHEHHUSA CAMOCTOATEIbHONH PadoThI MO IMCHMILINHE

Ne Hara/cpoxkn Bup Ipumepubie | @opMa KOHTPOJIS
l'[/l'[ BBIIIOJIHCHUSA CaAMOCTOATEJILHOM HOPMBI
padoThI BpeMeHH Ha
BbBIIIOJIHCHHUEC
1 1-18 wenenu IToaroroBka 27 OTt4er 0
00yueHus MPAKTHYECKUX BBIIIOJIHEHUH
3agaHuii 1- 6
2 Ceccus ITogroroBka k 45 DK3aMeH
AK3aMEHY

JICKIITMOHHOI'O MaTcpuralia u

Il PITY/]. B pesynbrare CTyIEHT NODKEH MPENOCTABUTH OTYET O MPOJEIaHHOMN

IToaroroBka oT4era

pabore.

TCOPCTUICCKOI'O

CamocrosTenpHas pa60Ta IIpu IIOATOTOBKC K 3a4CTy M BKIIIOYACT HM3Y4YCHHC

MaTrcpuajla C

K HIPAKTHYCCKOMY 3aJdHHIO IIPCAIIOIaracT IOBTOPCHHUC

BBINIOJIHEHUE JIA0OPAaTOPHBIX paboT 1o TemMam u3 Paznena

HCIIOJIBb30BaAHHUCM

JICKIMOHHBIX

PEKOMEHIyEMbIX UCTOUHUKOB M MaTEpUaJIOB MO Ja0OPaTOPHBIM padoTaM.
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[Tpunoxenue 2

MUHUCTEPCTBO HAYKH U BBICIHIET'O OBPA30BAHHUSI POCCUIICKOI
®EJEPALIAN

(Dez[epanLHoe rocyJapCTBEHHOC aBTOHOMHOC 06pa30BaTeJ’II>H06 YUYpPECIKACHUEC BBICHICTO 06pa3OBaHI/IH
«/1aJIbHEeBOCTOYHBIN (eepabHbIN YHUBEPCUTET»
(ABDY)

IIKOJIA ECTECCTBEHHBIX HAYK

®OH/I OHEHOYHbBIX CPEJICTB
o JucuMIvinie «Oprauu3aluoHHoOe M PaBoBoe odecnevyeHne
HHGOpMALMOHHON 0e30I1aCHOCTID)
CneunanbHocts 10.05.01 KomnbrorepHasi 6€3011acHOCTb
cnieruanu3anusa «MaTeMaTH4ecKrue MEeTO/Ibl 3aIUThl HH(POPMAaIIAN
®dopMa OATOTOBKH OYHAS

BaaauBocTok
2019
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Hacoopt ®OC

Kog U Jtanbl GOpMHUPOBAHUSA KOMIIETEHIIUN
(¢popmysupoBKa
KOMIIEeTEeHI[UH
OCHOBHBIE JICHCTBYIOIIME TOCYJAapCTBEHHBIE U
(OK-4) 3HaeT MEXIYHAapOJHbIE 3aKOHbl W  HOPMAaTHUBHO-
CIIOCOGHOCTEIO MIPABOBBIE AKTHI
UCIIOJIb30BaTh pazpabaThiBaTh JIOKaJbHbIE U OOBEKTOBBIC
Ymeer
OCHOBBl ~ IIPABOBBIX HOPMAaTHUBHO-TIPABOBBIE JOKYMEHTHI
SHaHUU B PA3JIMIHBIX HaBbIKAMM  CHCTEMATH3allMd W  BbIOOpa
cepax HE0OX0IMMOM HOPMAaTUBHO-TIPABOBOU
Bnaneer
ACATCIPHOCTH UHpOpMALIUN COTJIaCHO MOCTaBJICHHBIM
3ajayam
palioHajJbHBIE  pEHIeHHs 10  YPOBHIO
(OTIK-5) 3HaeT 3aIUIICHHOCTH KOMITBIOTEPHOW CHUCTEMBI C
CIIOCOGHOCTEIO y4€TOM 3a/IaHHbIX TPeOOBaHU
UCIIOJIb30BaTh BbIOMpaTh PAllMOHAJIBHBIE PEILIEHUs 110 YPOBHIO
HOpPMaTHBHbBIE Ymeer 3aIUIICHHOCTH KOMIIBIOTEPHOW CHCTEMBI C
IIPaBOBHIE y4ETOM 3a/IaHHbIX TPeOOBaHHIA
AOKYMCHTBI B CBOCH HaBBIKAMU 000CHOBaHUS u BBIOOpA
npodeccHOoHaNbHOH palMoOHAIBLHOIO  PEHICHWS 10  YPOBHIO
Bnaneer
ACATCILHOCTH 3aIUIIECHHOCTH KOMITBIOTEPHOH CHCTEMBI C
y4€TOM 3aJIaHHbIX TPeOOBaHUI
(ITIK-16) HOPMATHBHBIE W METOJWYECKHE MAaTepHaIbl,
CIIOCOOHOCTBIO periiaMeHTupyomnme paboTy mo o0ecrneyeHHIo
3Haer
pa3pabaThIBaTh nH()OpMAITMOHHOM Oe3omacHOCTH
IIPOEKTHI KOMITBIOTEPHBIX CUCTEM
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HOPMATHUBHBIX " pa3pabaThiBaTh TPOEKTHI HOPMATHBHBIX W
METOTUICCKIX METOINICCKUX MaTeprajoB,
MaTepuaoB, YMmeet perIaMEeHTUPYIOIUX PadoTy MO 00ECIEeUYECHUIO
perIaMeHTHPYIOIINX UHPOPMAITMOHHON 0€301MacHOCTH
paboty o KOMIIBIOTEPHBIX CUCTEM
o0ecreyeHuI0 HaBBIKAMH pa3paboTKu IIPOCKTOB
MH(OPMALIHOHHOMN HOPMAaTUBHBIX M METOAUYECKHX MaTEpPHUaJIOB,
GesomacHocTH pETIaMEHTHPYIOMHUX padoTy MO 00eCIeYCHHIO
KOMITBIOTEPHBIX “H(pOpMAITMOHHOMN 0e30MacHOCTH
Bnaneer
CHCTCM KOMITBIOTEPHBIX CHCTEM, a TaKXKe IOJIOKEHHIA,
UHCTPYKIIUH W APYTHX  OpraHU3aI[MOHHO-
pacrlopsIMTeIBHBIX  JIOKYMEHTOB B cepe
po(heCCUOHATTLHON JeATSIIEHOCTH

MeTonnqecmle YKa3zaHusA 110 H3YYCHUI0 TUCHUIIJIMHBI

Ne n/nn KonTponupyemsie paznenst / Koppb! u 3Tamnst OneHouHBbIE CpEICTBA
TEMBI TUCIUTUTIHBI (I)OpMI/IpOBaHI/\I’H TeKyLLHi IPOMEKYTO
KOMICTCHIINH KOHTPOJIb qHast
aTTeCcTaIys
1 Paznen |. [IpaBoBoe OK-4 3HAET cobecenosanue | 1-17
obecrieueHue OEK165 (OY-1),
HHOPMALIHONHOf MC6 e romerme | 47
GesomacHocTn BIIAJICET koucnekr ([TP- | 1-17
7),
Paznen Il. 3HaeT cobecenoBanue | 18-22
OpranuzanoHHoOe OK-4 (OV-1),
yMmeeT KOJJIOKBUYM 18-22
obecnieueHue OIIK-5 (0Y-2)
i [K-1 :
I/IH(l)OpMaI_[I/IOHHOI/I 6 BJIAJIEET koHcrekT (T1P- 18-22
0e30MmacHOCTH 7),

MeToanyeckue peKOMeHIaliH, ONpe/Iessolue Npoueaypbl OlleHUBAHUSA
pe3yJIbTATOB OCBOEHUSI TUCIIUIIMHBI

[TpomexxyTounast popma aTTecTaruu 1o JaHHON TUCIMIUINHE - IK3aMEH.

26




s pomycka K 9K3aMeHy HEOOXOAMMO cIaTh BCE NMpaKTHUecKue 3afaHus. B
clly4ae, €ciii KO JHIO IPOBEICHUS 3K3aMEHa 00yYaroluiicsa He cAall Kakue-audo u3
MPAKTUYECKUX 3aJaHui, OH IOJy4YaeT BO3MOYKHOCTh CHAaTh MX Ha KOHCYJIbTAI[UU
nepesa 3K3aMEHOM. DK3aMEH BBICTABIISIETCSI HA OCHOBAHUU CJIaYM BCEX MPAKTHUYECKUX
3aJlaHui U Ca4M PK3aMEHAllMOHHOTO OuieTa.

[Ipu omnpeneneHun OIeHKU OTBETa OOYUYaIOIIErocsi Kak Ha dK3aMeHe, TaKk U Ha
MPAKTUYECKOM 3aHSITUU YUYUTHIBAIOTCS:

- COOJII0/IEHNE HOPM JIUTEPATYpPHOU peuy;

- IOJIHOTA U COJIEPKATENBHOCTh OTBETA,;

- YMEHHE TIPUBECTH MPUMEPHI;

- YMEHHUE IOJIb30BAThCSA JOMOJHUTEIBHON JIMTEPATYPON MpPU MOATOTOBKE K
3aHSTHUSM,

- COOTBETCTBHE TMPEJCTaBICHHOM B OTBeTax HWHGOPMAIMK MaTepuaiam
JeKUUA U y4eOHOW IUTepaTyphl, aKTyalbHbIM CBEJIECHUAM U3 WH(OOPMAIIMOHHBIX

pecypcoB HTEpHET.

OueHouHble cpeaCcTBa ISl POMEKYTOUYHOM ATTeCTAlNH

1. ba3oBsiil ypoBeHb nHpopMannoHHoi 6e3onacHoctu. [lonoxkenus (pasnensi,
nyHkTsl) [OCT P UICO/MDK 17799-2005.

2. Oranel  Meponpusthd 1o  co3gaHuro  cucteMbl  OBHM.  [lonurtwmka
0€30MacHOCTH.

3. Konnermus 3amutel CBT 1 AC ot HC/I.

4, Knaccudpuxanus CBT u AC.

5. KoMmneroTepHbie mpecTynaeHus

6. [IpaBoBBIE OCHOBBI 3aIIUTHI HHPOPMAINH, COCTABIISIONIEH FOCY1apCTBEHHYIO

TaliHy. 3aceKpeYMBaHHE, PACCEKPEUMBAHUE CBEJACHUU M UX Hocurtenen. CreneHu
CEKPETHOCTH.

1. MexBeIOMCTBEHHAs: KOMHUCCHS MO 3aLIUTE TOCYJapCTBEHHON TalHBI.

8. OCTOK.

Q. Kondunenmmansuas  undopmarus. Cenenus, OTHOCSIIIUECA K
KOH(DHIeHIIATEHON NHHOPMAIIHH.

10. [IpodeccronanbHasi, 6aHKOBCKas, CITyKEOHbIE TalHBI.

11. Kommepueckas taitHa.

12, [IpaBo Ha cexpeT MpPOU3BOCTBA

13. ABTOpCKHE TIpaBa.

14, CmexHbIC paBa
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15. [TarenTHbIE MpaBa.

16. [IpaBo wCIIONB30BaHUS PE3yJbTaTOB HMHTCIUICKTYyaJIbHOW JIEATCILHOCTH B
COCTaB€E €OUHON TEXHOJIOTUH

17. JlutieH3upoBaHue NEATEIHLHOCTU B o0Onactu HH(pOPMAITMOHHOM
0€30IMacCHOCTH.

18. Ocobennoctu

OpraHUu3allMOHHO-IIPABOBOI'O oOecneyeHus IIponeccCcoB

CO3JJaHHA aBTOMATU3UPOBAHHLIX CUCTCM B 3allIMIIICHHOM HCITOJIHCHUU

19. MexayHapoJHO€ HOPMAaTUBHOE MIPABOBOE PEryJIUPOBAHHUE.

20. HanmmonanpHOE IPaBOBOE HOPMATHBHOE PETYIUPOBAHUE.

21. HopMaTHBHO-TEXHUYECKOE PETYIMPOBAHNE.

22. OcobeHHoOCTH

yOpaBieHusT  MHPOPMALMOHHOM  3amuToil B cdepe

CYJOTIPOM3BOJICTBA.

OIIeHOqu)Ie cpeacrea aJist TeKymeﬁ arTrecranmmn
B xkauecTtBe OICHOYHBIX CPCACTB MJIA TeKymeﬁ aTTeCTally IIPHUMCHAIOTCA

koHcrekt (ITP-7).

Koncnekr sBisiercss mokazateieM CcGOPMUPOBAHHOCTH KOMIIETEHIIMU Ha
IIOPOTOBOM YPOBHE. Te€Mbl KOHCIIEKTOB COOTBETCTBYIOT TEMaM T€OPETUYECKOU YACTH
kypca u3 Pazmena |l PIIV]I. Kputepun oO1eHKHM MO [TaHHOMY BHJIY OII€HOYHBIX
CPEACTB MPEACTaBIICHbI B Ta0IUIIE:

Ounenka CoaepkaHue KOHCIIEKTA

OTnn4HO KoOHCHEKT comep UT Bce MOHSTHS, TEPMHUHBI, MMOJIOXKEHUS,
U3YYECHHBIEC HA JIEKIIUH U/ UM C UCTIOJIb30BAHUEM OCHOBHBIX
VCTOYHUKOB JINTEPATYPHI, & TAKKE COAEPKUT CBEICHUS U3
JOTIOJIHUTENIBHBIX HCTOYHUKOB.

Xopo1o KOHCIIEKT conepKUT BCE MOHATHS, TEPMHUHBI, ITOJOXKEHUS,
U3yYEHHbIE Ha JIEKIIUN W/UIK C UCTIOIb30BAaHHEM OCHOBHBIX
MCTOYHUKOB JINTEPATYPHI.

VYnosnerBoputenbHo | KoHcnekT — copepkuT  0a30Bble  TOHSTHS, TEPMUHBI,
MOJIOYKEHHUS], U3YUEHHBIE HA JIEKIIUU.

HeynosnerBopurenbHo | KOHCIEKT HE COAEPKUT OCHOBHBIX MOHSTHUHA, TEPMHUHOB,

MMOJIOKEHUHU IO TaHHOU TEME.
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[Tpunoxenue 3

MMHHUCTEPCTBO OBPA30OBAHUS 1 HAYKU POCCUMCKOMN ®EJEPALIN

denepanbHOE TOCYIAPCTBEHHOE aBTOHOMHOE 00pa30BaTeNIbHOE YUPEXKICHIE BBICIIETO 00pa30BaHUs
«/laIbHEeBOCTOUYHBIN (eepabHbII YHUBEPCUTED)
(ABDY)

IIKOJIA ECTECCTBEHHBIX HAYK

METOANYECKUE YKA3ZAHUSA*

1o JUCHUIUIHHe «OpPraHn3anuoHHoe U MPaBOBoe o0ecreyeHue
HHGoOpMaALMOHHON 0e301aCHOCTID)
CneunanabHocth 10.05.01 KomnbroTepHasi 6e30nacHOCTh
cneruanu3anus «MaTteMaTudecKkue MEeTOAbl 3aIUThl HH(POPMALTUI)
®dopMa OATOTOBKH OYHAS

BaaauBocTok
2017
29



METOANYECKUE YKA3AHUA 110
OCBOEHMHIO JUCIIUITJIMHbBI

KosnuecTBO ayIMTOPHBIX 4YacoB, OTBEACHHBIX HA H3YYECHUE JHCLMIIIUHBI
«Opranu3aloHHOE U TpaBoBOe obOecredeHrne MH(POPMAIMOHHOW 0€30MacHOCTH,
cocrapisieT 72 yaca. Ha camoctosarensHyto padoty — 72 yaca. [Ipu aToM ayauTopHas
Harpy3ka cocTouT u3 36 JEKIMOHHBIX YacOB U 36 4aCOB NMPAKTUYECKUX 3aHATHM.

OOyuaronuiicss Mojy4aeT TECOPETHUUECKHUE 3HAHUS Ha JICKIMOHHBIX 3aHATHUSX,
HEOOXOJUMBbIE JJI MOCIEAYIOUIETO BBINOJIHEHUSI MPaKTHUYECKUX 3aJaHui. B xoxe
MOJATOTOBKM K JICKIUSM JIOJDKHBI MCIOJIb30BaThCS MCTOYHUKU M3 CIUCKA YYEOHOU
JIUTEPATYPBL.

CryzneHTy peKkoOMEeHAyeTCs NMPEABAPUTEIIBHO TOTOBUTHCS K JIEKLHU, UCIOJb3Ys
pecypcbl M3 CHOUCKa, NpUBEAEHHOro B pazgene V, s Oojiee KaueCTBEHHOTO
OCBOCHHUS TEOPETHUUYECKOIO0 Marepuana, a TaKXKe BO3MOXKHOCTH 3a1aThb BOIPOCHI
IIPENOAABATEIIIO.

[Ipn MOAroTOBKE K MPAKTUYECKUM 3aHATHSAM TaKkKe HEOOXOAUMO MOBTOPUTH
TeopeTnueckuii marepuain. [lpakTuueckue 3aHSATHS MPEACTABIAIOT COOOM 3amaHus
pPa3IUYHOrO THUIIA, HAMPABJIEHHbIE HA MOJYyYEHHE OOYYAIOIIMMCS MPAKTHYECKUX
3HaHUU 1O TeMe. B pe3ysnbTare BBINONHEHUS PabOTHl CTYIAEHT MPEIOCTABIISET
IpernoAaBaTesto OTYET O MpojAeaHHOW padoTe, coaepKalluil CIeAyIONINe MyHKTHI:
1eab paboThl, KPATKUN TEOPETUYECKUN MaTepual, 3aJlaHue, X0 padoThl, pe3yIbTaThl
¥ BBIBOJIbI O MPOJIETIaHHOM padoTe.

[IpomexxyTounas ¢opma arrecrauuu - 3K3aMeH. Bompocsl kK 3K3aMeHy
COOTBETCTBYIOT T€MaM, M3y4ae€MbIM Ha JIEKIIMOHHBIX 3aHATHIX. TakuM oOpa3om, npu
CaMOCTOSITENIbHOM MOATOTOBKE K 9K3aMEHY CTYJEHTY HE0OXOJUMO BOCIOJIb30BATHCS
KOHCHEKTAMM JIEKLIMI, a TaKK€ MHBIMM MCTOYHUKAMH W3 CIUCKA JIUTEPATYPHI IS

Oonee TIy0OKOTO MOHUMAHUS MaTepraa.
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