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ABSTRACT

Specialist’s degree in 10.05.01 Computer Security

Specialization “Mathematical Methods for Information Security”

Course title: Information theory

Basic part of Block 1, _4 credits

Instructor: Gordeev S.1.

At the beginning of the course a student should be able to:

« the ability to understand the importance of information in the development of
modern society, to apply the achievements of information technologies to search and
process information on the profile of activities in global computer networks, library
collections and other sources of information (OPK-3);

» ability to apply research methods in professional activities, including in the
work on interdisciplinary and innovative projects (OPK-4);

» ability to use regulatory legal acts in their professional activities (OPK-5);

« the ability to develop formal models of security policies, access control and
information flow policies in computer systems, taking into account information
security threats (OPK-9).

Learning outcomes:

e OPK-7 the ability to take into account modern trends in the development of
computer science and computing, computer technology in their professional
activities, to work with software tools for general and special purposes

e OPK-8 ability to use programming languages and systems, tools for solving
professional, research and applied tasks

e PC-3 ability to analyze computer systems security for compliance with
domestic and foreign computer security standards

Course description: Discipline is basic for studying courses on
telecommunication networks. Knowledge, skills and practical skills obtained as a
result of studying the discipline "Basics of building secure computer networks" will
allow students to base their professional activities on building, designing and
operating software and hardware protection technologies for information transfer.

Main course literature:

1. lanerun, B.®. 3ammra nHbOpManyi B KOMIBIOTEPHBIX CHCTEMaX U CETIX
[DnexkTpoHHbIN pecypce] : yaeOHoe nmocoodue / B.®. llanbrun. — DneKTpoH. naH. —
MockBa : JMK IIpecc, 2012. — 592 c¢. — Pexum pgoctymna:
https://e.lanbook.com/book/3032

2. I'onukos, A.M. 3amura uadopmarui B ”HHGOKOMMYHUKAIIMOHHBIX CHCTEMaX
U ceTsX [DNeKTpoHHBIN pecypc] : yueObnoe mocobue / A.M. ['onmkoB. — DJIEKTPOH.
nmaH. — MockBa : TYCYP, 2012. — 374 c¢. — Pexum pocryna:
https://e.lanbook.com/book/11381

3. Wenyxun O.M. CucteMbl 00HapY>KEHHUSI BTOPKEHUN B KOMITBIOTEPHBIC CETH
[DnexTpoHHBIN pecypc]: yuebHoe nmocooue/ lllenyxun O.U., Pynuer A.H., CaBenoB
A.B.— DnekTpoH. TEKCTOBbIe JaHHble.— M.: MOCKOBCKUI TEXHUYECKUU



yHUBEpCUTET cCBsi3u U uHpopmatuku, 2013.— 88 c.— Pexum gocryna:
http://www.iprbookshop.ru/63360.html

Form of final control: exam
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AHHOTaUMs K pado4eil mporpaMMe JUCIHUIINHBI

«OCHOBBI MOCTPOCHUHA 3AaIMUIINCHHBIX KOMIIbIOTCPHBIX cerem»

Kypc yueOnoit muctumimuabl  «OCHOBBI  TIOCTPOCHHUSI  3alUIIECHHBIX
KOMITBIOTEPHBIX ~ CeTel»  pa3paboTaH g  CTYJAEHTOB, OOydYarommxcs IO
cnenpanibHocT  10.05.01  «KommeroTepHass  0e30MacHOCTBY»,  CHEHHATIH3AIINS
«MaremaTtrdeckiue MeTOABI 3alTUThl HHGOPMAIMI» W BXOJWT B COCTaB JIUCIMIUINH
6a30Boii yactu ¢ ungexcom b1.65.6.10.

TpynoeMKOCTh JUCHUIUIMHBI B 3a4€THBIX €IUHMIAX CcocTaBisieT 4 3.e., B
akajeMuuecknx dacax — 144 gaca (Jiekuuu — 36 4acoB, MpaKkTUYECKUE 3aHATHSI— 36
4acoB, caMOCTOATeNbHasg paboTa — 72 yaca, B TOM YKCIIe Ha MOATOTOBKY K dK3aMEHy
27 gacoB). JIlucimmuimHa peanu3yeTcs Ha 5 kypee B 9 cemectpe. @opma KOHTPOJIS TIO
JUCLUIUIMHE — K3aMEH.

Jucunminaa «OCHOBBI TOCTPOEHHS 3aIUIICHHBIX KOMIIBIOTEPHBIX CETEH»
O0aszupyeTcs Ha NPEeABAPUTEIBHOM HW3YUYECHHH CIEAYIOIMMX JUCHUIUINH: «S3BIKK
nporpaMMHUpoBaHus», «OnepalnuoHHbIE CUCTEMBbI», «CeTM W CHUCTEMbl Iepeaayu
uHpopmanun», «OCHOBbI HHPOPMALIMOHHON 0€301aCHOCTH.

HucrunnmHa ~ siBsercs  0a30BOM Uit M3Y4YEHUS  KypCOB IO
TEIEKOMYHUKAIIMOHHBIM ~CETSIM. 3HAHWs, YMEHUS M MPAKTUYECKUE HaBBIKHU,
MOJYYEHHbIE B pe3yJbTaTe W3y4YeHUS JUCHUIUIMHBI «OCHOBBI MOCTPOEHUS
3AIMIIEHHBIX KOMIBIOTEPHBIX CETEH», IMO3BOJAT CTYJEHTaM OCHOBBIBATH CBOIO
npodeCCUOHANIBHYIO  JICSITEIBHOCTh  HA  MOCTPOEHUM, MPOCKTUPOBAHUHU U
DKCIUTyaTalliM  MPOTrpaMMHO-aNmapaTHbIX  TEXHOJOTUM  3allUThl  Tepeaadyu
uH(pOopMaIuu.

Heap AUCHMIUIMHBI. U3yYEHHWE METOJOB U CPEACTB TIOCTPOCHUS U
IKCIUTyaTalui OECIPOBOJHBIX TEXHOJOTHH [JIsi oOecredeHus: MHQPOPMAIMOHHOM
0e3omacHOCTH Ha OOBEKTE, a TAKXKE M3YyUYCHHE OCHOBHBIX MOJXOMIOB K pa3paboTke,
peanu3aluy, SKCIUTyaTall, aHalu3y, COMPOBOXKICHHUIO M COBEPUIEHCTBOBAHUIO
TEXHOJIOTHUI 3alUTHI TIepeadu HHGOpMAIK B OECTIPOBOTHBIX KOMMYHHUKAIIHSX .

3agaum:



o pa3paboTKka TPOEKTOB CHCTEM W  MOJCHCTEM  3allUIICHHBIX

KOMIIBIOTCPHBIX CETeH B COOTBETCTBHU C TEXHUUECCKUM 3aJaHUECM,

o MPOBEJICHHE  HMHCTPYMCHTAJIBHOIO  MOHUTOPHMHTA  3allUIICHHOCTH
00BEKTA;
° MOWCK pPAIlMOHAIBHBIX pENICHUH TpH pa3pabOTKe CPEACTB 3alUThI

nH(OpMAaIUU ¢ y4eToM TpeOOBaHMIA KauecTBa, HAJIC)KHOCTH U CTOMMOCTH, a TaKXKe
CPOKOB HUCIIOJTHEHHUS;

o YCTAHOBKA, HACTpOMKa, HKCIUTyaTaluss W OOCTyKMBAaHHUE almapaTHO-
MIPOTPAMMHBIX CPEJICTB 3aIIUTHI HH(OPMAITUH;

o obecrieueHue 3SHPEKTUBHOTO (PYHKIIMOHUPOBAHUS CPEJCTB 3allUThI
uHdpopmaruu ¢ ydeToM TpeOOBaHMM TI0 OOECIEUEHHUI0  3alUIIEHHOCTH
KOMITBIOTEPHOU CHCTEMBI.

JIJist ycrenrHoro u3y4eHusi TUCIUIInHbl « OCHOBBI TTOCTPOSHUS 3aIUIIIEHHBIX
KOMITBIOTEPHBIX CETE» y 00y4aromuxcs A0JKHbBI ObITh CPOPMUPOBAHBI CIICTYIOIIHE
MpeIBapUTEIILHBIC KOMIICTCHITUH:

® CIOCOOHOCTH MOHWMATh 3HAYCHHE UH(OPMAIIMU B Pa3BUTUU COBPEMEHHOTO
oOIecTBa, MPUMEHATh JOCTIKCHUS WH(POPMAIIMOHHBIX TEXHOJOTHHA IJIs MOWCKA U
00paboTku nHMOpMaLIUK IO TPOPUITIO ICSITETLHOCTH B TJI00ATBHBIX KOMITbIOTEPHBIX
CeTsx, OMOIMOTCUHBIX (POHAAX M UHBIX HCTOYHKMKAX HHpopmarmu (OI1K-3);

® CIIOCOOHOCTh  NMPUMEHATH  METOABl  HAyYHBIX  HWCCIACAOBAaHWN B
npodeCCUOHAIBHOW ~ JESATEILHOCTH, B  TOM  4uciae B pabore  Haj
MEKTUCIMIIMHAPHBIME ¥ MHHOBAIIMOHHBIMU poekTamu (OITK-4);

® CIIOCOOHOCTh HCIIOJb30BaTh HOPMATHUBHBIC TIPABOBBIC aKThl B CBOCH
npodeccruonansHoi aestenbaocT (OITK-5);

® CIIOCOOHOCTH pa3pabaTeiBaTh (HOPMAIBHBIE MOJICTH MOJTUTHK 0€30MMacHOCTH,
MOJINTUK YIPABJICHHS JOCTYIIOM U MH(GOPMAIIMOHHBIMU IMOTOKAMU B KOMITBIOTEPHBIX
CHCTEMax C y4eToM yrpo3 oe3omacuoctu nadopmanuu (OITK-9).

B pesynbrare n3ydenus JaHHOW AWCIUILUIMHBI Y 00ydaromuxcst GopMupyroTcs

cienytoume  obuienpodeccuoHanbHble,  NpodecCHUOHAIbHbIE  KOMIIETEHIIMH



(371eMEHTBI KOMIIETEHIIH).

Kon u popmyuposka

Jrtansl GOPMUPOBAHUA KOMIETEHIMHI
KOMIIeTeHIIUH

OIIK-7 CIOCOOHOCTh 3HAET MHTEPHET-TEXHOJIOTHH ISl IOMCKa HH(pOpMaIuu
UTHIBATh BPEMECHHBI
ya & COBPCMCHHDIC yyjeer  MCIIONB30BaTh MAKEThl NPUKIAZHBIX MPOTPAMM IS

TEHACHIINH a3BUTHS .
ACHT p perieHus 3aaa4 npodeccCHoHAIBHON NeITeTbHOCTH
nH(pOpPMATHKH u

BBIYMCTUTEHON  TEXHHKH, Bnaneer HaBbikaMu pabOTBl C MPHUKIATHBIMH [POTPAMMaMHU.

KOMITBIOTEPHBIX TEXHOIOTHii HaBbikamu aHanmza 5(QEKTUBHOCTH HCMOIb3yEMbIX

B CBOCH mpodeccuoHaIbHON TIpUKJIAZIHBIX TIPOrpaMM
NesTeNbHOCTH, paboTaTth ¢
MIPOrPaMMHBIMH CPEACTBAMH
o0IIero ¥  CIeUaIbHOTO

Ha3Ha4YCHUA

OIIK-8 CIOCOOHOCTh 3HACT  HMHTEPHET-TEXHOJIOTUU JJIsl TOMCKa HH(POpMAIUn

HCIIOJIB30BAaThb SA3BIKH n
HCIIOJIB30BATh IMAKCTbl IMPHUKIAAHBIX IIPpOrpaMm  JIsd

CHUCTEMBI Ymeer .

penieHus 3a1a4 npodecCHOHATLHOMN ACITEIBHOCTH
MpOrpaMMHUpPOBaHUS,
MHCTPYMEHTANBHBIC HaBbIKAMH PAOOTBI C TPHUKIAJAHBIMUA IMPOTPAMMAaMH.

cpencTBa IS peleHus HaBbIKaMHM aHajJIn3a 3(1)(1)CKTI/IBHOCTI/I HCIIOJIb3YCMbIX

HpO(beCCI/IOHaHI)HI)IX, BnaﬂeeT MPUKJIAAHBIX ITPOTrpaMM
HUCCICI0OBATCIIBCKHUX n

MPUKIAAHBIX 3a1a4

I1K-3 CIIOCOOHOCTh 3 MeTOJIbl cOOpa M aHalIu3a JAHHBIX IPHU MPOEKTUPOBAHHUU
IIPOBOJUTD amanms o CHUCTEMBI 3alUThl KOMIIBIOTEPHOMN CETH

6esonacrocTH YMeer  BBIIBIATH pPa3iIMUHbIE THIIBI TPOOJIIEMHBIX CUTYAIH
KOMIIBIOTEPHBIX CHCTEM Ha

COOTBETCTRIIE HaBbIKAMM  aHaJIM3a W COCTABJICHMUS  OTYETHBIX
OTE€YECTBEHHBIM u AOKYMCHTOB

3apyOeKHBIM CTaHZapTaM B Draieer
o0nactu KOMITbIOTEPHOU
0€30MacHOCTH

Jlist hopMHUpOBaHUS BBINICYKA3aHHBIX KOMIIETCHIIUM B paMKax JUCIUIUIAHBI
«OCHOBBI TOCTPOECHUS 3aIlUIICHHBIX KOMIBIOTEPHBIX CETEW» NPUMEHSIOTCA
CJICYIONTUE METOJbl AKTMUBHOTO/ WHTEPAKTUBHOTO OOYYEHUS: WHTEPAKTUBHBIC WU
npoOJIeMHBIE JIEKINH, JICKIIUU-TAATIOTH, padoTa B MaJIbIX TPYyMIax, METO] 00yUeHHUs

B napax. Mcnonbs3yemblie orileHOUHbIE cpeficTBa: codecenoBanue (OY-1), KOIOKBUYM

(OVY-2), xoucnekr (ITP-7).






|. CTPYKTYPA U COJJEP KAHUE TEOPETUYECKOH YACTH
KYPCA

Pa3nea |. TunoBble yrpo3nl ceTeBoii 0e3onacnoctu (12 yac.)
Tema 1. CerteBble aTaku (4 4ac.)
Craguu mpoBeneHusi ceTeBoi aTtaku. Kimaccudukaum ceTeBbIX yrpo3, ySI3BUMOCTEH
U aTak. ATaky Ha peaju3allid CETEeBBIX MPOTOKOJOB, OTIEIBHBIC Y3JIbl U CIIY>KOBI.
OCHOBHBIE MEXaHU3MBbI ITPOBEJCHUS CETEBBIX aTaK HAa Pa3JIMYHBIX YPOBHSIX MOJIEIH
ISO/OSI. IIpobGnembl obOecrieueHHs] KOHPUACHIMAIBHOCTH, LIEJIOCTHOCTH U
JIOCTYITHOCTH MHGOPMAIIMK Ha Pa3IMYHbIX ypoBHAX Mojaenu [SO/OSI.
Tema 2. MexaHu3Mbl peaju3aiuu aTak B ceTsx (6 yac.)
VY nanennoe onpenenenue Bepcun OC ¢ UCTONB30BaHUEM OCOOCHHOCTEH peann3aiuu
cteka mpotokosoB TCP/IP. Meronbl ckaHupoBaHUsI TOPTOB. MeTO/IbI OOHAPYKEHUS
nakeTHbIX cHUGepoB. MeToasl 06xona MD.
Tema 3. Ilpumepsnl ceTeBbIX aTak B ceTsix 1 CP/IP. Texunueckue Mepbl 3alIATHI
0T ceTeBbIX aTak (2 4yac.)
[IpuHyXaeHue K YCKOPEHHOM Iepenadye. ATaku, HaIpaBJICHHBIE Ha OTKa3 B
oOciyxuBaHuu. M3meHeHue KoHUTrypallMM W COCTOSHUS XOcTOB. HemocrtaTku
nporokonoB cemeiictBa TCP/IP ¢ Toukm 3peHusi oOecrieueHusi 0e30MacHOCTU
uH(popmanuu. TexHnyeckre Mephl 3alUThl OT CETEBBIX aTak.
Paznen |l. Kpunrorpadpuueckue ™eroabl 3amutbl uHGoOpManuM B
KOMIBLIOTEPHBIX ceTsx (18 uac.)
Tema 1. Kpunrorpadguueckne npoTokojbl odecrnieuenns desonacuoctu (6 yac.)
[TpoTtokonel  ayTeHTM(UKALIMU  HA  TPUKIAAHOM  ypoBHE.  [IpoTokosl
ayTeHTU(UKAIUKN Ha TpaHcrnopTHoM ypoBHe. IIpotokon SSL/TLS. JlocrowHcTBa M
HEJIOCTATKU ayTeHTU(PUKAIUK HA Pa3IuIHbIX YpoBHsIX moaenu [ISO/OSI.
Tema 2. 3amura BUPTYaJIbLHBIX YaCTHBIX ceTeli (4 yac.)
HasnaueHnue, oCHOBHbIE BO3MOXHOCTH, MIPUHIUIIBI (DYHKITMOHUPOBAHUS U BapUAHThI
peanuzauun VPN. Opranuzanys TyHHEJIHPOBAHUS HA PA3JUYHBIX YPOBHSIX MOJEIU

ISO/OSI. JoctounctBa u HemoctaTku npumeHenuss VPN. IIporokon IPSEC.

9



[Tpotoxonst AH u ESP. Ocobennoctu pabotsl npotokona IPSEC B TyHHensHOM U
TpaHCTIOpTHOM pexkumax. [Iportokon ympaBnenus kmouamu [ISAKMP/Oakley.
Hcnons3zoBanue npotokona L2TP nig opraHu3anuy BUPTYyIbHBIX YaCTHBIX CETEH
Tema 3. Pazpa0doTka 3aliMIIIEHHBIX CeTeBbIX NPUJI0KeHnH (8 yac.)
Aytentudukanus, mudpoBaHue, 00eCHeUeHHE IEIOCTHOCTH C MCIOJIb30BAHUEM
nporpammuoro uHTepdeiica SSPI. IIporpammusiii nuutepderic OpenSSL.

Paznea |1l. IlporpamMHo-annapaTHble cpeAcTBa obecnedeHnsi 0€30MACHOCTH B
KOMIBLIOTEPHBIX ceTsx (6 yac.)

Tema 1. CpencrBa 3a1UMThI JIOKAJIbHBIX ceTeil NMPU NMoAKIKYeHMHd K UHTepHeT
(4 uac.)

MexcetreBbie dkpanbl (MD). Mecto u ponp MDD B o0ecreyeHUU CETEBOM
oe3onacnoctu. Knaccudukamus M3. Tpeboanus kK M. OCHOBHBIE BO3MOXKHOCTH U
cxeMbl pa3BepTbhiBaHusa MO. JloctouHcTBa u HegoctaTku MO. IlocTpoeHue mpaBui
bunpTpanu. Mertoasl ceteBoit TpaHcnsiuuu anpecoB (NAT). Illmro3br ypoBHs
npuwiokeHui. Peanu3zanus cereBoi MOJIUTUKU O€30MacHOCTH € UCTIONIb30BaHueM MD.
MeTtop1 00X0/1a MEXKCETEBBIX SKPAHOB.

Tema 2. 3amura cepBepoB 1 padounx cTaHuii (2 gac.)

CpenactBa M METOIbI TPEAOTBpAIlEHUST U OOHApY)KEHUS BTOpKEeHHH. CHCTEMbI
oOHapyxkenust BropkeHuit (COB). Ha3HaueHue # BO3MOXKHOCTH  CPEJICTB
oOHapy>KeHHUsI BTOP’KEHHUI Ha XOCTBI, IPOTOKOJIBI U CETEBBIE CIYx Obl. MecTo U poiib
CpPEICTB OOHApYXXEHUs BTOPKEHUN B O0OIIEH cucTeMe OO0eCleueHuss CeTeBOU
oe3onacHoctu. Knaccuduxanus COB. BrisiBieHre aTak Ha OCHOBE CUTHATyp aTak U
BBISIBJICHUS aHOMaIMid. AyaurT mpukiIaaHbix ciyx0. CpeactBa oOHapyKeHUs
ySI3BUMOCTEH ceTeBBIX Cayxk0. CrocoObl MPOTUBOACHCTBUS BTOpKEHUSIM. CHCTEMBI

BUpTyanbHbIX JIoBYIIEK (Honey Pot u Padded Cell)

10



Il. CTPYKTYPA U COAEP)KAHUE IPAKTUYECKOM YACTHU KYPCA
IIpakTnyeckue 3ansaTus. (36 yacos)
3ansrue 1. Mogean OSI. (2 yac.)
1. ®usznyeckuii, KaHaJbHBIN, CETEBOW YPOBHU
2. TpaHCHIOPTHBIN, CEAHCOBBIN, TPEACTABUTEIbCKUM, TPUKIATHOMN
3anstue 2. CereBble MPOTOKOJBI. (4 yac.)
1. FTP, telnet, HTTP, SSH, SMTP, IMAP, DNS
2. TCP, UDP, RIP
3. IPv4, IPv6
4. ARP, Ethernet, PPP, IEEE 802.22
3ansTue 3. Knaccupukanus yrpos (6 gac.)
1. Xapaxrep yrpo3, 1ieiab aTaku.
2. [TaccuBHas 1 aKTUBHASI aTaKy.
3ansitue 4. Cnnocodbl ayreHTH(GHUKAIIUN HA pa3audHbIX YpoBHax OSI (4 yac.)
1. SSL/TLS
2. IPSec
3. PGP
3anstue S. [locTpoenne 3amuimennoit VPN (6 yac.)
1. L2TP VPN
2. PPTP VPN
3. MPLS VPN
3ansiTue 6. MexcereBble 3kpaHbI (6 4ac.)
1. Knaccudukarus MexceTeBbIX SKPaHOB
2. [IpuHIUIIBI HACTPONKH MEKCETEBBIX YKPAHOB
3. NAT
3. Cy1iecTByoIMe IPOIYyKTHl HA PHIHKE
3ansitue 7. COB (6 uac.)
1. Buast COB

2. CyuiecTByIOUIME MPOIYKTHI HA PHIHKE
11



3ansrue 8. Honeypot (4 gac.)
1. Buasr Honeypot

2. Honeypot B nokansHOM ceTn

I11. YAEBHO-METOJANYECKOE OBECIIEYEHUE
CAMOCTOSATEJBHOMN PABOTBI OBYUAIOIIUXCSI

Y4eOHo-MeToInYecKoe 00ecTeueHue CaMOCTOATEIbHOU paboThl 00yUarOIIUXCSI
no guctuiuinHie «OCHOBBI TOCTPOCHUS 3AIUIICHHBIX KOMIBIOTEPHBIX CETEH»
npenacrasieHo B [Ipunoxenun 1 u BKitoyaeT B ceost:

IUTaH-Tpa(UK BBIIOJHEHUSI CaMOCTOSITENIbHON pabOThl MO AUCUHUIUIMHE, B TOM
YHCJie IPUMEPHbIE HOPMBI BPEMEHH HA BBITIOJHEHHE 110 KaXXI0MY 33JJaHUIO;

XapaKkTepUCTUKa 3aJlaHuil JJIsl CaMOCTOATEIbHOW pabOoThl 00ydYaromuxcs |
METOJIMYECKIE PEKOMEHIALINHY IO UX BBIIOJIHEHUIO;

TpeOOBaHUS K MPEJCTaBICHUIO U O(OPMIICHUIO PE3YJIbTAaTOB CaMOCTOSATEIbHON
paboThI;

KPUTEPUHU OLIEHKH BBIIIOJIHEHUSI CAMOCTOSITEIbHOU PabOTHI.

IV. KOHTPOJIb JOCTUXKEHUS LEJIEN KYPCA

Ne | KonTponupyembie Koap! u sTansl popMupoBaHus O11eHOYHBIE CPECTBA
n/m | pasaeinbl / TEMBI KOMITETEHIINI TEeKYIIUH MIPOMEXKYTOYH
JHMCIUTITHHBI KOHTPOJITh ast aTTecTalus
3HaeT cobecenoBan | 1-7
Paznen . OIK-7 ue (OVY-1)
Tunoselie yrpo3sl ymeeT KOJUTOKBUYM | 1-7
1 . OIIK-8
CeTeBOM (0Y-2)
[1K-3
0€e30MacHOCTH BJIAJIEET KOHCIIEKT 1-7
(TTP-7)
Paznen Il. 3HaeT cobecenoBan | 8-10
Kpunrorpaduueck ue (OY-1)
Y€ METO/IbI OIIK-7 ymeer koytokBuyMm | 8-10
2 | 3ammTHI OIIK-8 (OV-2)
uHpopManuu B I1K-3 BIIAJIEET KOHCIIEKT 8-10
KOMITbIOTEPHBIX (TTP-7)
CeTAX
Paznen IlI. 3HaeT cobecenoBan | 11-19
[TporpammHO- ue (OY-1)
anmaparHble OIIK-7 yMeeT koutokBuym | 11-19
3 | cpencrsa OIK-8 (OV-2)
obecrneueHus TIK-3 BJIaJI€ET KOHCIIEKT 11-19
0€3011aCHOCTH B (TIP-7)
KOMITBIOTEPHBIX
CeTAx

12




THUIIOBBIE KOHTPOJIBHBIE 3aJIaHMsI, METOAWYECKUE MATEPHUAIIbI, ONPEAECIAIOIINE
IPOLIETypbl OLICHUBAHUS 3HAHUW, YMEHHUI U HABBIKOB M (WJIA) OIBITA IE€ATEIBbHOCTH,
a TaKKe KPUTEPUM W IOKa3aTelau, HEOOXOJIMMBbIE JJIsi OUEHKU 3HAHWUW, YMEHWHI,
HABBIKOB M XapaKTepHU3ylollue 3Tarbl (OPMUPOBAHUSA KOMIIETEHIIMH B Ipoliecce

OCBOCHHMSI 00pa30BaTEIBLHON MPOTrpaMMBl, NpecTaBieHbl B [Ipunoxenun 2.

V. CIIMCOK YYEBHOM JUTEPATYPbI U UHO®OMAIIMOHHO-
METOANYECKOE OBECIHEYEHHUE AUCHUIIJINHBI
OcHoBHasi IuTEpaTypa
(onexmponnvie u newammvie uzoanus)

1. anerun, B.®. 3amura nadopManyii B KOMIBIOTEPHBIX CUCTEMaX U CETIX
[DnexTpoHHBIN pecypc] : yuebHoe mocodue / B.®. lllanbrun. — DIEKTPOH. 1aH. —
MockBa : MK IlIpecc, 2012. — 592 c¢. — Pexum jgocryna:
https://e.lanbook.com/book/3032

2. I'onukoB, A.M. 3amuTta uadopmarui B ”HOOKOMMYHUKAIIMOHHBIX CUCTEMaX
U ceTsX [DNeKTpOHHBIN pecypc] : yueOHoe nocobue / A.M. ['oaukoB. — DIEKTPOH.
naH. — MockBa : TYCVYP, 2012. — 374 c¢. — Pexum pocryna:
https://e.lanbook.com/book/11381

3. tlenyxun O.M. CucteMbl 0OHapy>KE€HUS BTOPKEHUN B KOMIIbIOTEPHBIE CETU
[DnexTpoHHBIN pecypc]: yuebHoe nmocooue/ lllenyxun O.U., Pynuer A.H., CaBenon
A.B.— DOnekTpoH. TeKCTOBbIe JaHHble.— M.: MOCKOBCKUI TEXHUYECKU
yHUBepcuTeT CBa3u U uHbopmartuku, 2013.— 88 c.— Pexum pocryna:
http://www.iprbookshop.ru/63360.html

JlonoJiHUTEIbHAS JIUTEPATypa
(neuammote u snexmponnsle uz0amnus)

1. Yexkmapen, HO.B. JlokanbHble BBIYMCIMTENIBHBIE CETH [DJIEKTPOHHBIN
pecypc] : yuebnoe nocobue / HO.B. UekmapeB. — DnekTpoH. nadH. — Mockaa : JIMK
[Ipecc, 2010. — 200 ¢. — Pexxum goctyma: https://e.lanbook.com/book/1147

2. AdanacreB, A.A. Ayrentudukarnusa. Teopust U npakTuka oOecTeueHUs
0e3omacHOro JocTyna K HHGOPMAIMOHHBIM pecypcaM [DieKTpoHHBIH pecype] :
yaeOHoe ocobue / A.A. Adanacees, JI.T. Benennen, A.A. Boponrios, 3.P. ['azuzosa
; moa ped. A.A.lllenynanoBa, C.JL.I'py3aeBa, FO.C.HaxaeBa. — DJeKTpOH. AaH. —
MockBa : Topsiuas nunus-Tenexkom, 2012. — 550 c¢. — Pexum pgocryna:
https://e.lanbook.com/book/5114
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3. AreeB, E.JO. OcHOBbI KOMIBIOTEPHBIX CETEBBIX  TEXHOJIOTHM
[DnexTponnsblii pecypc] / E.FO. AreeB. — Dnektpon. gaH. — Mocksa : TYCVYP,
2011. — 83 ¢. — Pexxum goctyma: https://e.lanbook.com/book/11484

Ilepedyens pecypcoB HH(POPMALUOHHO-TEICKOMMYHUKALMOHHOMN CeTH
«HAHTepHeT»

1. HanmonanbHast Oubnuoreka um. H. O. baymana Bauman National Library
[DneKTpoHHBIN pecypc]. — DIAEKTPOH. AaH. — Pexxum JocTyma :
https://ru.bmstu.wiki/IP-%D1%81%D0%B5%D1%82%D0%B8_-

%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%
D1%8B_%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1
%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%BE%D0%B9_%D0%B1%D0%
B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81
%D1%82%D0%B82

2. Jlexkuus 9: Yrpo3bl HECAaHKIIMOHUPOBAHHOTO JOCTYMa K HH(popmanu. OCHOBHbIE
KJ1acchl aTtak B ceTsx Ha 6a3e TCP/IP [DnekTpoHHbIi pecypc]. — DISKTPOH. 1aH. —
Pexxum noctymna:
https://www.intuit.ru/studies/courses/2291/591/lecture/12691?page=2

3. Microsoft «3amura KTMEeHTCKUX KOMITBIOTEPOB OT CETEBBIX aTak» [ DJICKTPOHHBIH
pecypc]. — Daekrpon. naH. — Pexxum goctyna: https://technet.microsoft.com/ru-

ru/library/cc875823.aspx

Ilepeyenb nHPOPMALTMOHHBIX TEXHOJIOTHH
U IPOrPaMMHOI0 o0ecreYeHust

[Tpumopckuit Kpaif, T. BnamuBocrok, | 1) IBM SPSS Statistics Premium Campus
Opynsenckuii p-H, Pycckuii Octpos, yin. Asikc | Edition. IMocraBuk 3AO TIpornoctuueckue
n., n 10, xopmyc D, ayn. D 318, | pemenus. Jorosop DA-442-15 ot 18.01.16 nor
KomnberoTepHsbrit KJ1acc kadenpsr | 5. Cpokx nevictBusi  goroBopa 30.06.2016.
UHPOPMALIMOHHON Oe3o0macHOCTH, ayauTopus | JIuneHsus 6eccpodHo.

Uil TpoBelneHus  3aHATHH  JeknuoHHoro, | 2) SolidWorks Campus 500. ITocraBmuk Comug
NpakTUYeCKOro W ceMuHapckoro  Tuma, | Bopke P. Jorosop 15-04-101 or 23.12.2015.
IPYNIOBBIX Y MHIMBUYaJIbHBIX KOHCYnbTauui, | Cpok  geiictBust  jporoBopa  15.03.2016.
TEKYIIEro  KOHTPOJsA W  MPOMEXYTOYHOU | JIumensus Geccpouno.

aTTeCTaIUU. 3) ACKOH Komnac 3D vl17. IlocraBmuk
Hapukom. J[loroBop 15-03-53 ot 20.12.2015.
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https://e.lanbook.com/book/11484
https://ru.bmstu.wiki/IP-%D1%81%D0%B5%D1%82%D0%B8_-_%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%D1%8B_%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%BE%D0%B9_%D0%B1%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81%D1%82%D0%B82
https://ru.bmstu.wiki/IP-%D1%81%D0%B5%D1%82%D0%B8_-_%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%D1%8B_%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%BE%D0%B9_%D0%B1%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81%D1%82%D0%B82
https://ru.bmstu.wiki/IP-%D1%81%D0%B5%D1%82%D0%B8_-_%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%D1%8B_%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%BE%D0%B9_%D0%B1%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81%D1%82%D0%B82
https://ru.bmstu.wiki/IP-%D1%81%D0%B5%D1%82%D0%B8_-_%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%D1%8B_%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%BE%D0%B9_%D0%B1%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81%D1%82%D0%B82
https://ru.bmstu.wiki/IP-%D1%81%D0%B5%D1%82%D0%B8_-_%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%D1%8B_%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%BE%D0%B9_%D0%B1%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81%D1%82%D0%B82
https://ru.bmstu.wiki/IP-%D1%81%D0%B5%D1%82%D0%B8_-_%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB%D1%8B_%D0%B8%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%BE%D0%B9_%D0%B1%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81%D1%82%D0%B82

Cpok NEUCTBUS JIOTOBOpaA 31.12.2015.
Jluniensust 6eccpovHo.

4) MathCad Education Universety Edition.
[Mocrapmuk Codr Jlaita Tpeiin. Jorosop 15-03-
49 ot 02.12.2015. Cpok pgelcTBUSL J10rOBOpa
30.11.2015. JInnensus 6eccpodHo.

5) Corel Academic Site. ITocraBmuk Codr
Jlaita Tpeiin. JoroBop DA-442-15 ot 18.01.16
ot 4. Cpok pedictBusi goroopa 30.06.2016.
Jlunensus 3axkonumnack 28.01.2019.

6) Microsoft Office, Microsoft Visual Studio.
IocraBmuk Codr Jlaitn Tpeiin. JJoroBop DA-
261-18 or 02.08.18 mor 4. Cpok neucTBus
norosopa 20.09.2018. JIuuensus no 30.06.2020.
7) Dallas Lock. TIlocraBmuk KoudumeHr.
[Maptaepckoe cornamenue  bBI1-8-16/576-16-
I3/1 or 23.11.2016. Cpok aeicTBUS qOTOBOpA
23.11.2019. JIunensus no 23.11.2019.

VI. METOAUYECKHUE YKA3AHUA 11O OCBOEHUIO INCHUIIJIMHBI

KonnuecTBO ayIMTOPHBIX 4YacoB, OTBEACHHBIX HA H3YYEHHUE JHUCIUILUINHBI
«OCHOBBI TIOCTPOCHMS 3allMILECHHBIX KOMIIBIOTEPHBIX ceTel», cocTtaBiaser 108
akageMuyeckux 4acoB. Ha camocrositensHyto pabotry — 36 wyacoB. Ilpu 3TOM
ayAUTOpPHAas Harpy3ka COCTOUT U3 36 JIEKIIMOHHBIX YacCOB U 36 4aCOB MPAKTUYECKUX
3aHATHM.

OOyuaronuiicss MojiydaeT TECOPETHUUECKHWE 3HAHUS Ha JICKIMOHHBIX 3aHATHSIX,
HEOOXOMMbIE AJIi TOCIEAYIOUIEro BBIMOJIHEHUS NMPaKTHUECKUX 3adaHuid. B xoze
MOJATOTOBKU K JICKIIUSIM JIOJDKHBI MCIIOJIb30BAThCS MCTOYHUKU M3 CIUCKA Y4EOHOM
JUTEPATYPHI.

CryzneHTy peKOMEHAYeTCs NMPEABAPUTEIIBHO TOTOBUTHCS K JIEKLWHU, MCIOJbB3Ys
pecypchl M3 CHUCKa, NpUBEAEHHOro B paszzaene V, s Oojiee KaueCTBEHHOTO
OCBOCHHMSI TEOPETUYECKOI0 MaTepuaja, a TakKe BO3MOXKHOCTH 3aJlaTh BOIPOCHI
MPENo/IaBaTeto.

[Ipy MOATrOTOBKE K MPAKTUYECKUM 3aHATHSAM TaKXKE HEOOXOIUMO TMOBTOPUTH
TEOPETUYECKUN MaTepual.

[IpomexxyTounas Qopma aTrTecTanmu MO JAaHHOW JUCIUIUIMHE — DK3aMeEH.
Bomnpock! k 3K3aMeHy COOTBETCTBYIOT TEMaM, U3y4a€MbIM Ha JICKIIMOHHBIX 3aHSTHUSX.
Takum o00pa3oMm, NOpHU CAMOCTOSITENBHOW TMOATOTOBKE K OK3aMEHY CTYIEHTY
HEO0OXOMMO BOCIIOJb30BATHCSI KOHCIIEKTAMU JIEKIUM, a TAKKE WHBIMU UCTOYHUKAMU
U3 CIHCKA JIUTEPATYyphl AJisi 6oJiee TITyOOKOro MOHMMaHus MaTepuarna.

VII. MATEPHAJILHO-TEXHUYECKOE OBECIIEYEHUE
T COUTIIAHBI

‘ ITpumopckuit Kpai, I. Biagusoctok, | [Iomemenue YKOMIUIEKTOBAHO
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®pyn3eHckuil p-H, Pycckuit OcTpoB, yi. Askc
n, A 10, xopnyc D, ayn. D 318§,
KomnberoTepHsiit KJ1acc Kadeapbl
WH(OPMAIIMOHHON O0€30MacCHOCTH, ayIUTOPHS
JUIsL  TPOBEINCHUS  3aHATHHA  JIGKIIMOHHOTO,
MpPakTUYECKOr0o M CEMUHApPCKOro  THIIA,
TPYNIOBBIX M MHIUBUIYaIbHBIX KOHCYJIbTALIUMN,
TEKYIIEro  KOHTPOJs M MPOMEKYTOUHOU
aTTeCTallUU.

CIeIUaTU3UPOBAaHHON  y4eOHOW  MeOenbro
(mocagounbx MecT — 15) O6opynoBaHue:
Momno60k lenovo C360G-i34164G500UDK
MynsTuMeanitHOe 000pyI0BaHHE:

Dkpad npoeknuoHHb ScreenlLine Trim White
Ice 50 cm uepHas kaiiMa CcBepxy, pa3Mep
paboueii obmactu 236x147 cm
Joxyment-kamepa Avervision CP355AF
KK-nanens 47"", Full HD, LG M4716 CCBA
MynbTuMeauiiHelii  mpoekTop,  Mitsubishi
EW330U, 3000 ANSI Lumen, 1280x800
CereBast Bugeokamepa Multipix MP-HD718"
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Ipuioxenue 1

MHWHHCTEPCTBO HAVKH U BBICIIET'O OBPA3OBAHNS POCCUMCKON ®EJEPALIMUA
denepanbHOE TOCYIAPCTBEHHOE aBTOHOMHOE 00pa30BaTEbHOE YUPEKICHHE
BBICITIETO 00pa30BaHUs

«/{aabHEeBOCTOUYHBIN (eepabHbI YHUBEPCUTET»
(ABDY)

IIKOJIA ECTECTBEHHBIX HAYK

YUEBHO-METOJINYECKOE OBECIIEYEHUE CAMOCTOSITEJIbHOU
PABOTBI OBYUAIOIINXCS
o AucHUIInHe KOCHOBBI MOCTPOEHMS 3aAIIMIIEHHBIX KOMIIBIOTEPHBIX CeTeH»
Cnenuanbaoctsb 10.05.01 KomnbloTepHas 6€301acHOCTD
crienranm3anus «MareMaTHuecKiue MeTOAbI 3aIIUThl HHGOPMAITUN)
dopma NOArOTOBKYU OYHAS

BaaguBocTok
2019

17



IInan-rpa¢guk BHINOJTHEHHSA CAMOCTOATEIbHONH PadOThI MO IMCHMILIMHE

Bun IpumepHbIe
Ne Jara/cpoxkn .
CAMOCTOATECJIBHOU HOPMBI BPEMEHU Ha (I)opMa KOHTPOJIA
n/n BbINOJIHEHHSI
padoThI BbINOJIHEHH €
1 1-18 Henenu | BelmomaeHne 45 Ortuer 0
oOy4eHMS MPAKTUYECKUX BBIIIOJTHCHUN
3ansaTuil. (Otuer
10 MIPAKTHYECKUM
3aHATHIM 1-9)
8 Ceccus [Toaroroska K 27 DK3aMeH
AK3aMEHY

[ToaroToBka oTUeTa K NPAKTUYECKOMY 3aJaHMIO MPEIIIOJIAracT NOBTOPEHUE
JIEKIIMOHHOTO MaTepuaja U BBIIIOJHEHHE JIa0opaTOPHBIX padOT no TeMaM u3 Paznena
Il PITY/]. B pe3ynbrare CTYIEHT MOJDKEH MPENOCTaBUTh OTYET O MPOJCIaHHOU
pabore.

CamocrosiTenbHass paboTa MpU MOATOTOBKE K 3a4ETy M BKIIIOYAET H3YUYECHHE
TEOPETUYECKOTO MaTepuaja C HCHOJb30BAHHEM JIEKIMOHHBIX  MAaTEpHUAJIOB,
PEKOMEHyEMbIX UICTOYHUKOB M MAaTE€pPUAJIOB 110 J1a00OpaTOPHBIM paboTaM.
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IIpunoxenue 2

MHWHHCTEPCTBO HA VKU U BBICILIEI'O OBPA3OBAHIS POCCUMCKON OEJIEPALINN
denepanbHOE TOCYIaPCTBEHHOE aBTOHOMHOE 00pa30BaTeIbHOE YUPEKICHNE
BBICITIETO 00pa30BaHUs

«/{aIbHEeBOCTOUYHBIN (eepabHbI YHUBEPCUTET»
(IBDY)

HIKOJIA ECTECTBEHHBIX HAYK

®OH/J ONEHOYHBIX CPEJCTB
1o AucuuIuinHe «OCHOBBI MOCTPOEHHS 3AIIUIIICHHBIX KOMIIBIOTEPHBIX CeTel»
CnennanbHocts 10.05.01 KomnbrorepHaasi 6€3011acHOCTh
crienuanuzanus «MaremaTuyeckue MEeTOAbl 3alUThl HHGOPMAIUK»
®opmMa NOATOTOBKH OYHAA

BaaguBocTok
2019
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Koa u ¢popmysiupoBka
KOMIIeTeHIUH
OIIK-7

YUUTHIBATh

CIOCOOHOCTD
COBPEMEHHBIEC
TEHICHIUU pa3BUTHSA
MH(POPMATUKH u
BBIYHCIUTEIBHON TEXHUKH,
KOMITBIOTEPHBIX TEXHOJIOTUI
B cBOel mmpodeccrnoHaIbHON
NCSATEIbHOCTH, pPabdoTaTh C

InporpaMMHBIMU CPCACTBAMU

00IIero W  CHEeHUAILHOTO
Ha3HAYCHU A

OIIK-8 CIIOCOOHOCTH
HUCITOJIB30BATh SA3BIKU n
CHUCTEMBI
IIPOrpaMMUpPOBAHUA,
WHCTPYMEHTAJIbHBIE
cpeAcTBa Ui PEUICHUs
npodeccroHaNbHbIX,
HCCIIEIOBATEIILCKUX u

MPUKIAAHBIX 3a1a4

I1K-3 CIIOCOOHOCTD
IIPOBOJUTH aHa/Iu3
0e30macHOCTH
KOMHBIOTepHI)IX CUCTECM Ha
COOTBETCTBHUE
OTEYECTBEHHELIM u
3apyOeXHBIM CTaHIapTaM B
obactu KOMITBIOTEPHOM
0e30macHOCTH

IMacnoprt ¢oHaa OLIEHOYHBIX CPEICTB

3Haer

VYwmeer

Bnaneer

3Haer

VYmeer

Bnageer

3Haer

VYmeer

Bnaneer

Jdranbl (OPMUPOBAHUS KOMIIETEHIIUU

HHTCPHET-TEXHOJIOIMHU IJIA IMTOMCKa I/IH(I)OpMaI_[I/II/I

HCIIOJIB30BAaTh IMAKCThI IPHUKIAAHBIX IIPpOrpaMm JId

perieHus 3aaa4 npodeccHoHATBHON IeITeTbHOCTH

HaBBIKAMU PabOThl C TMPHUKIATHBIMH [POrPAMMAaMHU.
HaBbikamMn ananmza 3()()EKTHBHOCTH HCHOJIB3YEeMBIX

IIPUKJIAHBIX IPOrPaMM

MHTEPHET-TEXHOJIOTHH ISl IOMCKa HH(pOpMaIuH

HCIIOJIB30BATh IMAKCThI IPHUKIIAJHBIX I[IpOrpamMm Ijid

pelieHus 3a1a4 npodeccruoHalIbHOM 1eATeIbHOCTH

HaBbIKAMU pabOThl C MPUKIAAHBIMU IPOrpaMMaMH.
HaBbIKaMU aHaIM3a HS(PQPEKTUBHOCTH HCIOIb3yEMbIX

MPUKIIAAHBIX IPpOTpaMM

MeTOJIbl cOOpa M aHalIM3a JAaHHBIX IPHU MPOECKTUPOBAHUU
CHCTEMBI 3alUThl KOMIIBIOTEPHOMN CETH

BBIABJIATH PAa3JIMYHBIC THUIIbI HpO6J’I€MHBIX CI/ITyaIII/Iﬁ

HaBBIKaMU aHaJInu3a n COCTaBJICHUS OTYCTHBIX

JIOKYMEHTOB

KoHTpoJb 1ocTHKEeHU HeJeH Kypca

| Ne | Kourpomupyewmsie |

Kopp! u stansl popmupoBanus |

OneHOYHbIE CPECTBA
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n/n | pasnensl / TeMbl KOMITCTEHIIHIA TEKYIIUH MIPOMEKYTOUH
JMCIUATUTAHBI KOHTPOJTb ast aTTecTaIus
3HAeT cobecenoBan | 1-7
Pazpen . OIIK-7 ue (OV-1)
1 TI/IHOBIZIG YTPO3bI OITK-8 ymeer KOJUIOKBUYM | 1-7
CEeTEBO (0VY-2)
[1K-3
0€e30IacHOCTH BIIaAEET KOHCIIEKT 1-7
(TTP-7)
Pasznen Il. 3HAEeT cobecenosan | 8-10
Kpunrorpaduyeck ue (OY-1)
W€ METOJIBI OIIK-7 yMeeT koytokBuym | 8-10
2 | 3amuTHI OIIK-8 (0VY-2)
uH(popManuu B I1IK-3 BIIAJICET KOHCIIEKT 8-10
KOMITBIOTEPHBIX (TTP-7)
CeTAX
Paznen Ill. 3HaeT cobecenoBan | 11-19
ITporpammHo- ue (OVY-1)
annaparHble OIIK-7 yMeeT xoutokBuym | 11-19
3 | cpemctsa OI1K-8 (0Y-2)
obecrnieueHus K-3 BIIAZICET KOHCIIEKT 11-19
0€30I1aCHOCTH B (TTP-7)
KOMITbIOTEPHBIX
CeTAX

MeToauveckue peKOMEHAALNH, ONPeAeA0IIue NPoueIypbl OLleHUBAHUSA

pPe3yabTaToB OCBOCHHUA TUCHHUILJINHDI

B9 CCMCCTPC 3K3dMCH BBICTABIEICTCA HAa OCHOBAHMH CIa4W BCCX CAMOCTOATCIILHBIX

PaboT ¥ caun SK3aMEHAIIMOHHOTO OHJIeTa.

JI1st NOATOTOBKM K OTBETY Ha 3K3aMeHe oOywaromuiicsa nonydaeT 20 munyTt. B

X0JIe TOJTOTOBKU OOYYarOUIUMHCA MOXET COCTaBJAThH JIIOObIE 3aluCH, OJHAKO

OIICHUBAETCS MPEXK/IE BCErO YCTHBIN, & HE MMCbMEHHBIA OTBET.
[Ipu omnpeneneHruy OLIEHKM OTBETa OOydYarolIEerocsi Kak Ha dK3aMEHEe, TaKk U Ha

MMPAaKTHYCCKOM 3aHATUN YIUTBIBAKOTCH:

- COOJTIOICHNE HOPM JINTEPATypHOU peuu;

- IOJIHOTA U COAEPKATEIbHOCTh OTBETA;

- YMEHUE NPUBECTHU MIPUMEDPHI;

- YMEHHE TMOJIb30BaThCSl AOMOJHUTEIBHOW JIUTEPATypO MNpU TOATOTOBKE K
3aHATHSIM;

- COOTBETCTBHE IPECTABICHHONW B OTBETaX MH(MOPMALIMK MaTepHraiaM JICKIIUI

1 y4eOHOW JUTEpaTyphl, aKTyadbHBIM CBEICHHSIM W3 MH(GOPMAIMOHHBIX PECYPCOB
HNuTtepHer.

Jnsg  nmomydeHuss «3auT€HO» OTBET CTYAEHTA JOJDKEH COOTBETCTBOBATH
CJIEYIONUM MHUHUMaTbHBIM TpeOOBaHUSAM: TIOJHBIA OTBET Ha | BoOmpoc win
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YaCTUYHBIA OTBET Ha 2 BOMNPOCA; JOMYCKAIOTCS HAPYLIEHUS B MOCJIEI0BATEIbHOCTH
W3JI0KEHHUS; JIEMOHCTPUPYIOTCS IOBEPXHOCTHBIE 3HAaHHMS BOIPOCA; HMMEKOTCS
3aTPYJHEHHUS C BBIBOAAMU; JOMYCKAOTCA HAPYUIEHUS HOPM JIUTEPATYPHOU PEYH.

OneHka «He 3a4YTeHO» BBICTABIACTCS B Ciyyae, eclid: oOydarouiuiics He
OTBETWJI IOJHO HM HAa OJWH BOIIPOC; MaT€pUall M3JIaraeTcsi HENOoCJIEeI0BATEIbHO,
COMBYMBO, HE MPEACTABISAET ONPENEIEHHONM CHUCTEMbl 3HAHUW MO JUCLMIUINHE;
MMEIOTCS 3aMETHBIE HAPYIIEHUSI HOPM JIUTEPATypPHOU peUn.

Cnucoxk BOIIPOCOB HA 3K3aMCH

1. Moxaens OSI

2. OCHOBHBIE CETEBbBIE POTOKOJIbI
3. OCHOBHBIE aTaKl HA MIPUKIATHOM YPOBHE
4. Otka3 B o0cy)KUBaHUU

S. CereBble yrpo3bl

6. Cuauddep

7. DMZ u VPN

8. PGP

Q. SSL

10.  IPSec

11.  OOHnapy:xeHHe BTOpKEHUI

12. NAT

13. OpenSSL

14.  TloctpoeHue 3alIUIIIEHHON CETH
15.  Ayaut npuKIagHBIX CIIYXO

16.  Honeypot

17.  COB

18.  MexcereBoil aKpaH

OueHo4YHbIE cpeacrea s TeKylHeﬁ aTrecTranumu

B kauecTBe OLICHOUHBIX CPEACTB ISl TEKYIIEH aTTECTALMU NPUMEHSIOTCS KOHCIIEKT
(TTP-7).
KoHcnekT siBnsieTcs nokasateneM c(hOpMHUPOBAHHOCTH KOMIIETEHLIMH HA IIOPOTOBOM
ypoBHE. TeMbl KOHCIIEKTOB COOTBETCTBYIOT TEMaM TEOPETUYECKOM 4YacTH Kypca U3
Pasnena Il PIIY/]. Kpurepuu oLEeHKHM O JAHHOMY BHUAY OLIEHOYHBIX CPEICTB
IpeCTaBICHbI B TaOIHIIE:
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Onenka Conep:xanne KOHCIIEKTA

OTanyHO KoHcnekT coaepXuT Bce MOHATHS, TEPMHUHBI, TOJOKECHUS,
M3Y4YEHHBIC Ha JICKIIUH W/ WA ¢ UCTIOJIb30BAHUEM OCHOBHBIX
HMCTOYHUKOB JINTEPATYPHI, a TAKKE COACPKHUT CBEJICHUS U3
JIOTIOJIHUTEIILHBIX HCTOYHHUKOB.

Xopotiio KoHcnekT copepKut Bce MOHSATHS, TEPMUHBI, MTOJOKEHHUS,
M3Y4YEHHBIC HA JICKINH /WA C UCTIOH30BAHUEM OCHOBHBIX
HUCTOYHUKOB JINTEPATYPHI.

VY 10BJIETBOPUTEIBHO Koncnekr comepxut 0a30Bble TOHATHSA, TEPMHUHBI,
MOJIOXKEHUSI, U3YUYCHHBIC HA JICKIUU.

HeynosneTrBoputenbHo | KOHCTIEKT HE CONEPKUT OCHOBHBIX IMOHSATHH, TEPMUHOB,

MOJIOKEHUN IO JaHHOU TeEME.
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