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1. PaGouasi nporpaMMa nepecMoTpeHa Ha 3acelaHuU Kadeapbl:

IIpotokoin oT « » 20 1. Ne

3aBenyrouuii kaenpoi

(monuce) M.0. damunus)

I1. PaGouyas mporpaMMa nepecMoTpeHa Ha 3aceaHu Kadeapbl:

IIpoTokon oT « » 20 r. Ne

3aBeayrontuii kadeapoit

(moamnuce) (1.0. ®amunms)

I11. PaGouas mporpaMmMa nmepecMoTpeHa HA 3acelaHUM Kadeapbl:

IIpotokoin oT « » 20 1. Ne

3aBenyrouuii kadenpoi

(monnuce) (N.0. damuins)

IV. Pa6ouas nporpamMma nepecMoTpeHa Ha 3acefaHuH Kadeapsbl:

IIpoTokom ot « » 200 1. Ne

3aBenyrontuii kadeapoit

(monnwuck) (N.0. damunns)



ABSTRACT

Specialist’s degree in /0.05.01 Computer Security

Specialization “Mathematical Methods for Information Security”

Course title: Protection of programs and data

Basic part of Block, 6 credits

Instructor: Silantyev R.V.

At the beginning of the course a student should be able to:

« the ability to apply research methodology in professional activities,
including in the work on interdisciplinary and innovative projects (OPK-4);

« ability to use regulatory legal documents in their professional activities
(OPK-5);

Learning outcomes:

e (OPK-7) the ability to take into account modern trends in the development
of computer science and computer technology, computer technology in their
professional activities, to work with software tools for general and special purposes

e (OPK-8) the ability to use programming languages and systems, tools for
solving professional, research and applied tasks

Course description:

The content of the discipline covers the following issues: related to ensuring
information security of cybernetic systems. Particular attention is paid to ensuring
the safety of automated process control systems. The course of discipline lectures
is built on a step-by-step narration from methods, technologies and software for
protecting programs to basic principles.

Main course literature:

1. Hanerun B.®. MudopmanmonHas 0€30macHOCTh M 3aliuTa WHpopMarmu
[DnexTponHbIi pecypc] / B.®. llanwsrun - M. : U3gatensctBo JIMK Ilpecc, 2014.
— 702 C. — Pexum JOCTyIA:
http://www.studentlibrary.ru/book/ISBN9785940747680.html

2. bopucoa, C.H. Metoapl u cpeAcTBa 3allUThl KOMIIBIOTEPHOU
uHpopmaruu. Yacte 1 [Dnektponusiii pecype] / C.H. bopucoBa. — DnexTpoH.
nan. — Ilenza : Ilems3I'TY, 2013. — 109 c¢. — Pexum pgocrymna:
https://e.lanbook.com/book/62780#authors

3. Cepénkun, A.H. OcHoBbI 3amuTel WHGOpPMALMU U HHPOPMAIMOHHBIE
texHosoru. Kuura 1: OcHOBHBIE ompenesieHus U OOIIKME BOMPOCH 3alIUThI
uHpopmaru [DnekTpoHHBINH pecypc] : yuebHoe nocodue / A.H. Cepénkun, B.P.
Poranos, B.O. ®ununnenko. — DnekTpoH. gaH. — llen3a : [len3l'TY, 2013. —
344 c. — Pexxum noctyna: https://e.lanbook.com/book/62544#authors

4. A. U. KynpusinoB, A. B. Caxapo, B. A. IlleBuo / OCHOBBI 3allIUThI
uHpopmanuu : ydeOHoe mocooume MockBa : Axagemus, 2008. — 254 c. -
http://lib.dvfu.ru:8080/lib/item?id=chamo:382044 &theme=FEFU

Form of final control: exam.



AHHOTanMs K pado4eil mporpaMMe JUCHHUILTHHBI
«3ammTa NporpaMm U JaHHBIX»

Pabouast nporpamma yueOHON AUCIUIUIMHBI «3allUTa IPOrpaMM U JaHHBIX)
pazpaboTtaHa s CTyAeHTOB, oOydaromuxcs 1o crenuainbHoctr  10.05.01
«KomnprorepHass 0e30macHOCTBY», crenuanu3ainus «MaTreMaTuyeckue MeETO/Ibl
3aIUThl MHQOpPMALMKU» U BXOAUT B 0A30BYI0 YaCTh JUCUMUILIMH y4eOHOIO IJiaHa
b1.b.11.11.

OO6mass TPyIOEMKOCTh OCBOCHHMS JUCIUILIMHBI cocTaBiisser 216 dacoB (6
3.€.). Y4eOHbIM IUIAHOM TIPEIyCMOTpPEHBbI JIEKIIMOHHBIE 3aHsATHs (36 uac.),
nabopaTopHbie paboThl (72 9ac.), caMocTosTeNbHas pabota cTyaeHToB (54 4dac. B
TOM 4ucJje 27 4yacoB HAa MOATOTOBKY K AK3aMeHY). JUCIUIUIMHA peanu3yeTcst Ha 5
kypce B 10 cemectpe. @opma KOHTPOJISI MO AUCITUTUIMHE — dk3ameH B 10 cemectpe.

JucruninHa «3amura nporpaMM U JIaHHBIX) JIOTHYECKU U COAEPKAaTEIbHO
CBA3aHA C TaKUMHU KypcamH, Kak «OnepaioHHble cucteMb», «OCHOBBI
uH(GOPMAIMOHHON 0€30M1aCHOCTIY.

ConepxaHue JUCUUIUIMHBI OXBAThIBAET CJIEAYIOUIMH KPYr BOIPOCOB:
CBSI3aHHBIN ¢ o0ecredyeHneM HHGPOPMAIMOHHON 0€30MMaCHOCTH KUOCPHETHYECKHX
cucteM. Oco0oe BHUMaHUE  yjAensdeTcs  OOecledYeHHr0  0e30MacHOCTU
aBTOMATU3UPOBAHHBIX CHUCTEM YIPABJICHUS TEXHOJOTMYECKUMHU TMPOLECCAMHU.
Kypc nexnuii TUCIUILTAHBI TOCTPOEH Ha MOMIarOBOM MOBECTBOBAHUHU OT METOJIOB,
TEXHOJIOTUIA W MPOrpaMMHOI0 OO0ecredyeHus il 3alUUThl MPOrpaMM K OCHOBHBIM
MPUHITUTIAM.

JucrunivHa  HampaBieHa Ha  (opMuUpOBaHHE  OOIICKYJIBTYPHBIX,
oO1enpoecCuOHANBHBIX U MPOGECCUOHANBHBIX KOMIIETEHIIUN BBIITYCKHUKA.

Heas:

Llenpr0 OCBOEHUS TUCUUIUIMHBI «3allMTa MPOrpaMM U JIAHHBIX) SIBIISAETCS
3HAKOMCTBO C OCHOBHBIMH METOJaMU U CpPEICTBAMH OO€CleUeHUs 3alluThl
UCIIOJIHUMBIX ~ (paiiloB Tpu  pa3pabOTKE ¥ HCHOJB30BAHUHM MPOTPAMMHOIO
o0ecrieueHurs, 1 METOIaM1 3allUThl JaHHBIX.

3agaun:



® 3HAKOMCTBO C OCHOBHBIMH MCTOJaMU oOecreyeHus 3allIUThl UCIIOJTHMMBIX

¢aiinoB npu pa3pabOTKe MPOTPAMMHOTO 00ECTICUCHNS,

® 3HAKOMCTBO C OCHOBHBIMHU IIPpOI'paMMHBIMH CpCIACTBaMU oOecrneueHus

3alIUThI HCITOJTHUMBIX (I)aﬁHOB;

® 3HAKOMCTBO C OCHOBHBIMH MCTOAAaMH 3allIMThI JaHHBIX.

JUIsl yCHIeIHOTO M3Y4YeHUs! JUCLUUIUIMHBI «3alluTa MPOrpaMM U JAaHHBIX» Y

oOyyJaroumxcsi JOJDKHbI OBITh CHOPMUPOBaAHBI CIEIYIOUIUME TMPEIBAPUTEIbHBIC

KOMIICTCHIINU:

® CIIOCOOHOCTH INPpUMCHATh MCETOAOJIOTHUIO HAYYHBIX I/ICCJICI[OBaHI/Iﬁ B

npodeccuoHanIbHON

JCATCIBHOCTH, B

TOM YHCJIC B pa60Te HalJ

MEKIMCIUIUIMHAPHBIMU U UHHOBAIMOHHBIMU TipoekTamu (OI1K-4);

® CIIOCOOHOCTbH HUCIIOJIB30BaTh HOPMATHUBHBIE MIPABOBHIE TOKYMEHTHI B CBOECH

npodeccroHanbHoi nesarenbHocTH (OITK-5);

B pesynbrare

dbopmupyrorcs

clenyoume

V3y4CHUS

obmenpodeccruoHanbHEIE,

JAaHHOW  JMCHMIUIUHBL Yy  O0ydYarommxcs

npodecCuoHaNbHBIC

KOMIIETEHIIUH (2JIEMEHTHI KOMIIETEHIIUMN ).

Koxa u popmynupoBka

Jdranbl GOPMUPOBAHUS KOMIIETEHIIUU

KOMIeTeHIIUH
(OIIK-7) CHOCOOHOCTHIO METOABl M  TEXHOJIOTUW  3alluThl  MH(pOpMauy,
YUUTBIBaTh ~ COBpPEMEHHbIE 3HaeT OCHOBHBIC IOHSATHS, KAaT€TOPUM M HHCTPYMEHTHI
TEHJAECHLIUN pa3BUTHS aHajM3a cucTeM odecriedyeHus: 0e30MacHOCTU
HH{pOpMATHKH = HCITONTh30BaTh Internet-pecypchl, MOJHOTEKCTOBBIE 0a3
BBIUUCIIUTENILHOW  TEXHHKH,

KOMIIBIOTCPHBIX TEXHOJIOTUH

JaHHBIX MW KaTaJoroB, 3JICKTPOHHBLIC JKYpHAJbl H

Ymeer NaTeHThl, IIOMCKOBBIE  pecypchl  Ais  TOHCKa
B CBOEH IMpodeccHoHaNbHOA uHpopMaun B o0nactu UH(POPMALIMOHHOM
NEesATEeILHOCTH, paboTaTth ¢ 6¢30MACHOCTH
IPOTPaMMHBIMU CPEJCTBAMU
OOMEro H  CIIEMHATBHOLO OCHOBHBIMM  TI[pUEMaMH  aHalIW3a  TEXHOJOTHHU
HAZHAYCHILS Bnaneer  BbimonmHeHHWs ~— HambOoynee  THNHWYHBIX  OMepaunui

IPUMEHHUTEIBHO K cpepe cBOe JesITeIbHOCTH

(OIIK-8) CIOCOOHOCTHIO

3HaeT COBpPEMECHHBIC SI3BIKA IPOTpaMMHUPOBaHUS u




HUCIIOJIB30BATh SA3BIKH n MMPOrpaMMHBIC KOMITJICKCEL

CUCTEMBbI
Ymeet CTPOUTH aJTOPUTMBI

MIPOrpaMMHUPOBAHMS,

MHCTPYMEHTAJIbHBIC

CpesCTBA UL pelleHus CIOCOOHOCTBIO K CaMOCTOSITEIbHOMY TIOCTPOEHUIO

MPO(ECCHOHATBHBIX, Brnaneer  anroputMma, MPOBENCHHIO €T0 aHAIM3a W PEATH3allid B

HCCIIEI0BATEBCKIX H COBpPEMEHHBIX IMPOrpaMMHBIX KOMITJIICKCAaX

MPUKIAIHBIX 337024

Jlnst hopMHUpOBaHUS BBIMIEYKA3aHHBIX KOMIIETEHIIMA B paMKaX MUCIMILIAHBI
«3ammTa mporpaMM M JTaHHBIX» TPUMEHSIOTCS CIEIYIONUE METOIbI OOYYCHHS:
YTeHHE JICKIUH C UCTIOIb30BAaHUEM MYJIbTUMEIUNHOTO 000py1I0BaHUs (MPOEKTOP)/
poBeJCHUE U cAaua JabopaTopHbIX padoT. Mcnonb3yeMble OLIEHOYHbIE CPEICTBA:

naboparopusbie padotsl (I1P-6), koncnekt (ITP-7).

I. CTPYKTYPA U COAEPXKAHUE TEOPETUYECKOM YACTHU KYPCA

Paspea 1. 3ammra nporpamm (18 gac.)

Tema 1. MeToabl, TEeXHOJOrMH H NPOrPpaMMHOE olOecreuyeHue JIsl
3amuThl nporpamm (18 yac.)

1.1. Texuuuyeckue METOABI 3aIUTHI

1.2. JlokanpHas U ceTeBas MPOrpaMMHBIE 3aLIUTHI

1.3. 3amuTa nporpaMMHOro o0ecrnedeHust Ha MOOMJIBHBIX MIaThopmMax

1.4. YcrapeBmme TEXHUYECKHUE CPEACTBA 3AINTHI

1.5. KOpunnueckue cpeacTsa 3alUTh

1.6. Opranu3aurOHHBIE CPEACTBA 3ALLUTHI

1.7. HenoctaTtkyu TeXHUYECKUX METO10B 3amuThl [10

1.8. AHTHBHpYCHBIE IPOTPAMMBI

1.9. bpanamayspsl



1.10. CpenctBa pa3rpaHuueHust AOCTyMa K HHGOpMaLUu

Pa3pgen I1. 3amura nannbix (18 yac.)

Tema 1. TexHosiormm u nporpaMmMHoe odOecrneyeHHe sl 3ALUUTHI
naHHbIX (18 gac.)

1.1. buomerpuyeckas ayTeHTU(PUKALMS OJIb30BATENS

1.2. Crporas ayreHTU(DUKALIUS

1.3. Metoas! ayTeHTU(UKaLNUU, UCTOIb3Yomue napoiau u PIN-koxa

1.4. AccumeTpuuHbIEe 1 CHMMETPUYHBIE aJITOPUTMBI IIN(DPOBAHUS

1.5. DnexTpoHHas HUQPpoBask NOIMUCH

1.6. BcTpoeHHble cpeacTBa 3aluTh

1.7. MexceTeBbie SKpaHbl

II. CTPYKTYPA U COJIEP)KAHUE MPAKTUYECKOM YACTHU KYPCA
JlabopatopHbie padoTsI (72 4ac.)

Jladoparopnasi padora Ne 1. PazpaGoTka mporpaMMHOro odecrne4eHus ¢
3alIMTOM OT B3JI0Ma € MOMOUIbIO Au3accemOupoBanus (10 gac.)

JlabopaTopHas padora Ne 2. 3amura ucnojHsieMbIx ¢aiiios (12 yac.)

JladoparopHasi padora Ne 3. 3amura gaHHbIX nporpamm (12 yac.)

JlabopaTopnasi padora Ne 4. IlporpammHasi 3amuTa NPOrpaMMHOIO
o0ecneyenus (13 gac.)

JlaGopaTopHas padora Ne 5. Cnioco0bI 3a1IMTHI TaHHBIX MM0JIb30BaTEJISA
B onepanuoHHoi cucreme (13 yac.)

Jladbopatopnass paGora Ne 6. KopmoparuBHble mnporpamMMHbie

KOMILIEKCHI IJIM1 3aIUUThI JaHHbIX (12 yac.)

III. YYHEBHO-METOANYECKOE OBECIIEYEHUE
CAMOCTOSATEJBHOMN PABOTBI OBYUAIOIIIUXCS

Y4eOHO-MeTOANYECKOE oOecrnieyeHue CaMOCTOSITENIbHOM paboTHI



oOydaromuxcst mo aucuumiuHe «Ha3BaHwe IUCHUIUIMHBD) TPENCTaBICHO B
[Tpunoxxenuu 1 u BKIItOUaeT B ceOs:

IUIaH-Tpa(UK BBIMOJIHEHHUS CAMOCTOSATENBHOM pabOThI 1O AUCUUILUIMHE, B TOM
Yyclie IPUMEpPHbIE HOPMbI BPEMEHU Ha BBITIOJIHEHUE 110 KaXA0OMY 3a/1aHHUIO;

XapaKTEepUCTHKA 3alaHUM Uil CaMOCTOSATENIbHOW PaboThl OOydaromMXCs U
METOAMYECKUE PEKOMEH AN TI0 UX BBITOJIHEHUIO;

TpeOOBaHUS K  MPEACTAaBICHUI0O M OQOPMIICHHIO  pE3yJlbTaToOB
CaMOCTOSATENBHOM padoThI;

KPUTEPUH OLICHKH BBITTOJIHEHUSI CAMOCTOSITENIEHOM PabOTHI.

IV. KOHTPOJIb JOCTUXEHUSI IIEJIEH KYPCA

No KonTponupyemeie Konet 1 aTamns! hopMupoBaHus OlLleHOYHBIE CPEJICTBA
n/n pa3zaensl / TeMbI KOMIETEHIIUN TeKYIIHA IIPOMEXKYTOYHA
JUCIUTIAHBI KOHTPOJIb s aTTECTaLUs
Pasznmea 1. 3HAET KOHCTIEKT 1-10
1 |3 ANMTA OIIK-7 (ITP-7)
nporpamMm OIIK-8 yMmeeT naboparopusl | 1-10
€ paboThI
(I1P-6),
BJIaJICET KOHCIIEKT 1-10
(ITP-7)
3HaeT KOHCIIEKT 11-17
(ITP-7)
Pasne IL. OIIK-7 yMeeT naGopatopusl | 11-17
2 | 3ammura OHK:8 € paboThI
JTAHHBIX (I1P-6),
BJIaJ€ET KOHCIIEKT 11-17
(ITP-7)

TunoBeie KOHTPOJIBHBIE 33JaHUS, METOJIMYECKUE MATEPUAJIbl, ONPEAEISIOIINE
IpoLEeIypbl OICHUBAHUS 3HAHWWA, YMEHUHW W HaBBIKOB M (WJIM) OIBITA
JESTEIbHOCTH, a TaK)Ke KPUTEpUU M TMOKa3aTeiar, HEOOXOJUMBbIE AJIs OLIEHKH
3HaHWW, YMEHHUH, HaBBIKOB U XapaKTepU3YIOUIUE JTambl (POPMUPOBAHUS

KOMIICTCHIIUM B Imponecce OCBOCHUA O6paSOBaTCHBHOﬁ IMporpaMmel,

npenacrasieHsl B [Ipunoxenuu 2.



V. CIIMCOK YUYEBHOM JIUTEPATYPbI U UH®OPMAIMOHHO-
METOIUYECKOE OBECIIEYEHHUE JUCHUIIJINHBI

OcHoBHas JauTEpaTypa
(3J71eKTPOHHBIE U MeYaTHbIE U3AHMS)

1. lanbrun B.®. Uudopmanmonnast 6€30MacHOCTh U 3alIUTa UHYOpMAIUH
[Dnextponnslil pecype] / B.®. llanbrun - M. : U3natensctBo JIMK Ilpecc, 2014.
— 702 c. — Pexxum JoCTymna:
http://www.studentlibrary.ru/book/ISBN9785940747680.html

2. bopucoBa, C.H. Metoapl u cpeAcTBa 3allUThl KOMIIBIOTEPHOU
uHpopmaruu. Yacte 1 [Dnekrponnsiii pecype] / C.H. bopucoBa. — DnexTpoH.
nan. — Ilen3a : Ilems3I'TY, 2013. — 109 c¢. — Pexum pocryna:
https://e.lanbook.com/book/62780#authors

3. Cepénxun, A.H. OcHoBbl 3ammThl UHpOpMAIMK U HUHGPOPMAIMOHHBIE
texHosoru. Kuura 1: OcHOBHBIE ompenesneHus U OOIKMe BOMPOCH 3alIUTHI
uHpopmaru [DnekTpoHHbINH pecypc] : yuebHoe nocodue / A.H. Cepénkun, B.P.
Poranog, B.O. ®ununnenko. — DnekTpoH. naH. — llensa : Ilens['TY, 2013. —
344 c. — Pexxum noctyna: https://e.lanbook.com/book/62544#authors

4. A. U. Kympusuos, A. B. Caxapo, B. A. IlleBioB / OCHOBBI 3aIIUTHI

uHpopMaimu : ydeOHoe mocobue MockBa : Axagemus, 2008. — 254 c. -
http://lib.dvfu.ru:8080/lib/item?id=chamo:382044 &theme=FEFU

JlonoJiHUTeIbHAS JIUTEPaTypa
(meyaTHbIE U JIeKTPOHHbIE U3IAHMS)

1. I'pomieB, A.C. UndopmaTtuka [DnekTpoHHbI pecypc]| : yueOnuk / A.C.
['pomes, I1.B. 3akisikoB. — OnextpoH. naH. — Mocksa : JIMK Ilpecc, 2014. —
592 c. — Pexxum nmoctyma: https://e.lanbook.com/reader/book/50569/#2

2. buptokoB, A.A. MudopmarmonHas 0e30MacHOCTb: 3alllUTa W HaraJeHUe
[DnexTpoHHBIH pecypc] : yueOHUK / A.A. bupiokoB. — DnekTpoH. 1aH. — MockBa

JAMK  TIIpecc, 2012. — 474 c¢. —  Pexum  pocryna:
https://e.lanbook.com/book/39990#authors

3.IlerpoB, B.Il. NudopmarmonHas Oe30mMacHOCTh 4YelOBeKa M OOIIecTBa
[DnmekTponHbIil pecypc] : ydebnoe mocobue / B.II. Ilerpos, C.B. IlerpoB. —
OnexktpoH. aaH. — MockBa : OHAC, 2007. — 336 c. — Pexum pocryna:
https://e.lanbook.com/book/104441#authors

Ilepeyens pecypcoB HHPOPMANUOHHO-TEJICEKOMMYHUKANMOHHOU CeTH
«HHTEpHET»

1. Kypc nekiuii mo nHGOpMaIIMOHHONW 0€30MacHOCTH [DIEKTPOHHBIA pecypc].



— OnexTpoH. aaH. — Pexxum nocryna: http://inforsec.ru/technical-security/is-

lections

2. Kypc nekmuii no nuapopmamoHHON 0e30MacHOCTH [DJIEKTPOHHBINA pecypc].

— DJNeKTpoH. [JaH. —
informatsionnoj-bezopasnosti/

11

3. Jlekuusa CoBpeMeHHbIE

[DneKTpoHHBI  pecypc]. —

Pexum nocryna:

DNEKTPOH.

http://uskov.info/lektsii-po-

TCXHOJIOTHH 3allIUThI I/IH(I)OpMaI_II/II/I

naH. — Pexwum pocryna:

https://www.intuit.ru/studies/courses/1162/285/lecture/7164

Ilepeyenb nHPOPMANUMOHHBIX TEXHOJIOTHIT M MPOTPAMMHOI0 00ecneYeHmst

IIpumopckuii  kpail, .  BraguBOCTOK,
®pyH3eHCckuil p-H, Pycckuit OcTpoB, yi. Asikc
n, aA 10, xopnmyc D, aya. D 734a,
KomnproTepubiii  kiacc, ayautopust it
MPOBEICHUS 3aHATUN JIEKIIMOHHOT O,
MPaKTUYECKOr0 WM CEMHHApCKOro  THIIA,
TPYIIIOBBIX u WHMBUTyaJIbHBIX
KOHCYJIbTAllMM,  TEKYyLIEro  KOHTPOIS U

IIPOMEKYTOUYHOH aTTECTALUU.

1) IBM SPSS Statistics Premium Campus
Edition. TlocraBmuk 3AO IIpornoctuueckue
pemenud. [loroop DA-442-15 or 18.01.16
10T 5. Cpok pnevictBusa aorosopa 30.06.2016.
Jlunensust 6eccpoyHo.

2) SolidWorks Campus 500. IlocraBmuk
Comun Bopkc P. J[lorosop 15-04-101 or
23.12.2015. Cpok  geicTtBuUs  JIOroBOpa
15.03.2016. JInnensus 6eccpovHo.

3) ACKOH Komnac 3D vl17. IlocraBmmk
HaBuxom. [lorosop 15-03-53 or 20.12.2015.
Cpok  gedictBusa  poroBopa  31.12.2015.
Jlunensus 6eccpoyHo.

4) MathCad Education Universety Edition.
[MocraBmuk Codt Jlaitn Tpeiin. Horosop 15-
03-49 or 02.12.2015. Cpok neicTBus
norosopa 30.11.2015. JInuensus 6eccpodHo.
5) Corel Academic Site. IlocraBmuk Codt
Jlaitn Tpeiin. loroBop DA-442-15 ot 18.01.16
10T 4. Cpok nevictBusa aorosopa 30.06.2016.
JIunensus 3axoHumnacs 28.01.2019.

6) Microsoft Office, Microsoft Visual Studio.
[ocraBmuk Codt Jlaita Tpeiin. Jorosop DA-
261-18 or 02.08.18 nor 4. Cpok neicTBus
norosopa  20.09.2018. JIunensus 1o
30.06.2020.

VI. METOAUYECKHUE YKA3AHUA 11O OCBOEHUIO JUCIITUTIJIMHBI

KomnyecTBo AYJUTOPHBIX YaCOB, OTBCACHHBIX Ha HU3YUCHHC IHCHHUIIIIMHBI

((3aH_II/ITa nporpamMm M HaHHBIX»», COCTABJISACT 108 yacoB. Ha CaMOCTOATCIIbHYIO

paboty — 117 wacoB u 27 4acoB Mg MOATOTOBKH K 3K3ameHy. llpu sTom




ayIUTOpHAsE Harpy3ka COCTOMT U3 36 JEKIMOHHBIX YacoB U 72 4YacoB
71a00paTOPHOTO MPAKTUKYMA.

OOyyaromuiics Mojay4yaeT TeOpEeTUYECKUe 3HAHUS Ha JICKIMOHHBIX 3aHSTHSIX,
HEOOXOAMMBIC IS TIOCIEAYIOIIETO BBIMOTHEHUS JTabopaTopHbIX paboT. B xome
MOJATOTOBKHU K JIEKUHUAM JOJKHBI UCIOIb30BAThCSI UCTOYHUKU U3 CIHUCKA Y4EeOHOU
JUTEPATYPHI.

CTymeHTy pEKOMEHIyeTCs TPEABAPUTECIHLHO TOTOBUTHCA K  JICKIIWH,
UCIIONIb3Ysl pecypchl M3 CIHCKa, NpUBEAEHHOro B pazzaene V, mua Ooiee
KayeCTBEHHOTO OCBOEHHUSI TEOPETHUYECKOTO MaTepHuala, a TakXe BO3MOXKHOCTHU
3aJ1aTh BOIIPOCHI MPEIOIaBaATEIIIO.

[Tpu moaroroBke K J1a00OPATOPHBIM 3aHATUAM TaK)Ke HEOOXOJAMMO MOBTOPUTH
TeopeTuueckuii Marepuai. JlabopaTopHbie paboThl MPEACTaBIAIOT cOO0M 3aAaHUs
pPa3IMYHOrO THUIIA, HANPABJIICHHbIE Ha IMOJYy4YEHHUE OOYYaAIOMIMMCS MPAKTHYECKUX
3HaHUN 1o Teme. B pe3ynbrare BBIMOJHEHUS PaOOTHI CTYIEHT MPEAOCTABIISET
IPEnoAaBaTeNto OTUET O MPOEIaHHON paboTe, coaep KAl CIeIYIOINe MyHKTHI:
ueiab padoThl, KPAaTKUW TEOPETUYECKUH MaTepual, 3afaHue, XoJ palboThl,
pe3yabTaThl U BBIBOJIBI O MPOIETIAaHHON padoTe.

[IpomexxyTounast ¢opma aTTeCTallMy MO JAHHOW AUCIUIUIMHE — 3K3aMEH.
Bompocsl Kk 9K3aMeHYy COOTBETCTBYIOT TE€MaM, H3y4aeMbiM Ha JIEKIHOHHBIX
3aHATUAX. TakuMm o00pa3oM, HpHU CaMOCTOSITEIbHOM MOJATOTOBKE K OSK3aMEHY
CTYJIEHTY HEOOXOJUMO BOCIOJIb30BATHCS KOHCIEKTaAMU JICKIUH, a TaKKe HUHBbIMU
WCTOYHUKAMU U3 CIHCKA JHTEpaTypbl isg Ooyiee TIIyOOKOTO TIOHUMAaHUS

MaTepuaa.

VII. MATEPHAJILHO-TEXHUYECKOE OBECIIEYEHUE
JUCHMUILIAHBI

[Ipumopckuii  kpail, T. Bnangusoctok, | [Tomemenue YKOMILIEKTOBAHO
OpyH3eHckuil p-H, Pycckuit OcTpoB, yin. AsKC | clieUaTu3upoOBaHHON  y4eOHOH  MeOenbio
n, a 10, xopmyc D, ayn. D 734a, | (mocamounbix mect — 15) Ob6opynoBanue:
Komnbrotepuslit  kmace, aymutopust anst | MoHoOGnok lenovo C360G-134164G500UDK
MPOBEICHUS 3aHITUN JEKIIMOHHOTO, | MylbTUMEANITHOE 000PYI0BaHHE:
OPaKTUYECKOr0 W CEMHHApCKOro  THMa, | DKpaH npoekuuonHslid ScreenLine Trim White
IPYNIOBBIX u uHauBUAyanbHbIX | Ice 50 cm uyepHas kailiMa CcBepxy, pasmep




KOHCYJIbTAIlMi,  TEKyIIEro KOHTpPOJs M | paboueit obmactu 236x147 cm
MIPOMEKYTOUYHOH aTTECTAIUH. Hoxyment-kamepa Avervision CP355AF
XKK-nauens 47"", Full HD, LG M4716 CCBA
MynbTuMenuitHeId ~ TIpoekTop,  Mitsubishi
EW330U, 3000 ANSI Lumen, 1280x800
CereBas Bugeokamepa Multipix MP-HD718"




IIpunoxenue 1

MUHUCTEPCTBO HAYKHU U BBICIIET'O OBPA3OBAHU S POCCUNCKOM ®EJEPALINU

denepanbHOE TOCYIAPCTBEHHOE aBTOHOMHOE 00pa30BaTeIbHOE YUPEIKICHUE
BBICIIIETO 00pa30BaHMUS

«/1aJIbHEeBOCTOYHBIN (eepabHbIl YHUBEPCUTET»
(ABDY)

IIKOJIA ECTECTBEHHbBIX HAYK

®OH/I OHEHOYHbIX CPEJACTB
M0 JUCHMUILUIUHE «3a1IUTa MPOrpamMM U JaHHBIX)
CneunanbHocts 10.05.01 KomnbroTepHasi 6€3011acHOCTh
crienuanu3anus «MaremaTuyeckue MeTOAbl 3alUThl HHGOPMAITUK)
®opMa NOATOTOBKH OYHAS

BaaauBocTok
2020



Ne Hara/cpoxku Bun IIpumepubie | @PopMa KOHTPOJISA
n/n BbLINOJTHEHHUS CaMoOCTOSITeILHOM HOPMBI
padoTsbI BpPEMEHH Ha
BBIIIOJIHCHU
1 1-18 Henenn [Toaroroska 81 Otuer 0
00yueHus JabopaTopHOIt BBIIOJTHECHUHT
paboThI
(BBITIOJIHEHHUE
oTdeTa K
J1a00paTOPHBIM
paboram 1-6)
2 Ceccus ITogroroBka K 27 DK3aMeH
AK3aMEHY

[ToarotoBka oTdera K JabopaTopHOl paboTe mpennonaraeT IMMOBTOPEHHE
JIEKIIMOHHOTO MaTepuala U BHIIOJHEHHUE J1a00opaTOPHBIX paboT o Temam u3 Paznena
IT PITY/. B pe3ynpraTre CTYAEHT JOJKEH MNPEAOCTABUTH OTYET O NPOACITAHHOMU
pabore.

CamocrosiTenpHas paboTa MpU MOATOTOBKE K DK3aMEHY M BKIIFOYACT MU3YYCHHE
TEOPETUYECKOTO MaTepuaja ¢ HCHOJb30BAHUEM JIEKIMOHHBIX MAaTEpHUAJIOB,

PEKOMEHTyeMbIX HICTOYHUKOB U MAaTEPUAJIOB IO JIAOOpaTOPHBIM paboTaMm.




[Tpunoxenue 2

MUHHUCTEPCTBO HAYKU U BBICIIET'O OBPAZOBAHUS POCCUMCKON OEJIEPAIIVN
denepanbHOE TOCYIAPCTBEHHOE aBTOHOMHOE 00pa30BaTEIbHOE YUPEIKICHNE BBICIIIETO
o0Opa3oBaHUs
«/1aabHEeBOCTOUYHBIN (eaepabHbI YHUBEPCUTET»

(IBDY)

IIKOJIA ECTECTBEHHBIX HAYK

®OH/I OHEHOYHbIX CPEJICTB
M0 JUCHMILUIHHE «3aIIUTa MPOrpPaMM U JaAHHBIX»
CneunanbHocts 10.05.01 KomnbrorepHasi 6€3011acHOCTH
cneruanu3anus «MaTeMaTHdecKue MEeTOIbl 3aIUTh HH(POPMAITAM))
®opmMa MOATOTOBKH OYHAS

BaaauBocTok
2020



MMacnopt ®OC

Kon u ¢popmyuposka
Jtanbl GOpMHPOBAHUA KOMIIETCHIIMHU
KOMIIeTeHIIUH
(OIIK-7) CHOCOOHOCTHIO METOABl M  TEXHOJIOTUU  3alluThl  MH(pOpMaIuy,
YUUTHIBATh COBpEMEHHbIE 3HAET OCHOBHbIE TOHSTHUS, KaTeropuh U HHCTPYMEHTHI
TEHCHIINU pa3BUTHUSA aHaJIM3a cucTeM obecrieueHns 6e30MacHOCTH
uHpOpMATHKY 1 UCTONIb30BaTh Internet-pecypcrbl, MOTHOTEKCTOBbIE 0a3
BRHCIUTCILHOM  TCXHHUKH, JAHHBIX M KaTrajoroB, OJJEKTPOHHBIE JKypHalbl U
KOMIBIOTCPHBIX TCXHOMOTHU v\ joop NaTeHThl,  IOMCKOBBIE  pecypchl  JJid  TOHCKa
B CBOEH MpogeccHoHANbHOM uHpopmaruu B obnactu nH(}pOpMaAITMOHHOM
NeSTeNbHOCTH, pPadoTaTh C 6E30MACHOCTH
IIPOrPaMMHBIMH CPEICTBAMH
06mero ¥  CIEHATHHOTO OCHOBHBIMM  IpUEMaMM  aHaJIM3a  TEXHOJOTUHU
HA3HAYCHIS Bnameer  BbimomHeHHWs ~— HambOoyee  TUNHWYHBIX  ONepaunui
MPUMEHUTEIBHO K chepe cBOel eaTeabHOCTH
(OIIK-8) CHOCOOHOCTHIO COBPEMEHHBIE A3BIKH IIPOrPaMMHUPOBAHHUS U
3HaeT
UCIOJIb30BAaTh  S3BIKM U IIPOrPaMMHBIE KOMITJIEKCHI
CHCTCMBI YwMmeer CTPOUTH AIITOPUTMBI
MIPOrpaMMHUPOBAHMS,
UHCTPYMEHTAJIbHBIE
CpesiCcTBA UL pelleHus CIOCOOHOCTBIO K CaMOCTOSITEIbHOMY TIOCTPOEHUIO
POGhECCHOHATBHBIX, Bnageer  anropuTma, MpPOBENEHUIO €TO aHAJIN3a U pealu3allid B
HCCIIeIOBATEIbCKHX " COBpPEMEHHBIX TPOrPaMMHBIX KOMILIEKCaxX
IIPUKJIAJHBIX 33124
No KonTponupyemeie Koner 1 aTamns! hopMupoBaHus O1ieHOYHBIE CPECTBA
n/n pa3zaensl / TeMBbI KOMIETEHIIUN TEKYIIHHA IIPOMEXKYTOYHA
JUCIUTIAHBI KOHTPOJIb s aTTECTALUS
Pasznea 1. 3HaeT KOHCIIEKT 1-10
o
- eer nabopatopusl | 1-10
nporpamm M paTop
€ paboThI
(I1P-6),
BJIaJE€ET KOHCIIEKT 1-10
(ITP-7)
2 | Pasgen II OIIK-7 3HAeT KOHCIIEKT 11-17
i OIIK-8 (ITP-7)




ITOMCKOBBIC

3amura yMeeT naboparopuasl | 11-17
JMAHHBIX € paboThI
(ITP-6),
BJIajgeeT KOHCIIEKT 11-17
(ITP-7)
IIkana oueHUBaHUA YPOBHA C(POPMHUPOBAHHOCTH KOMIIETECHIIHI
Kon u ransl GopMHPOBAHHS KpUTEepHU MoKa3aTeJu
popmy.m KOMIIeTeHIUH
poBKa
KOMIIeTeH
101071
(OIIK-7) METO/IbI U | MOJTHOTA U | U3JI0KEHUE
CIIOCOGHOC e —— CUCTEMHOCTh MOJTy4YEHHBIX
3HAHWI 3HaHUM IIOJIHOE, B
TBHIO 3aIIUTHI
COOTBETCTBUU  C
YUYUTHIBATH I/IHq)OpMaI_II/II/I, Tp€6OBaHI/I$IMI/I
COBpPEMEHH OCHOBHBIE yueOHoi
3HACT IpOrpaMMBElI,
13(S i MOHSITUS
(TToporoBBIit ) e
TeHeHIuy | YPOBEHD) KaTeropuu I/I OTCYTCTBYIOT WJIH
pa3BUTHUSA UHCTPYMEHTBI HCCYIICCTBCHHBI,
oOyuaromuiics
nHpopmar aHaJgn3a CHUCTEM yHarot
crocobeH
UKU u obecrnieueHus CAMOCTOSTENLHO
BBIUHCITUTE 0€3011aCHOCTH UCTIPABHTh.
JBHOMN CTENEeHb oOyJaromuiics
TeXHHKH, CaMOCTOSITENILHOC | CIIOCOOCH
TH  BBINIOJIHEHUS | CBOOOIHO
KOMIIBIOTE .
neicTBUs CTPOUTH MOJENH
PHBIX (ymeHus); MPOCTHIX
TEeXHOJIOIH OCO3HAHHOCTh HedopManu3yem
. . JIEeUCTBUSA BIX 3aJ1a4
i B cBoeil
(ymeHus). CaMOCTOSTEIbHO;
npodeccro CBOOOIHO
HaJIbHOU OTBEYAET HA
yMmeer HCIIOJIb30BaTh BOIIPOCE,
JEATENBHO | (1poIBHHVTHIA
(mpoRBHHYTEIF) Internet- Kacaroluecs
crh, BBITMOJTHSAEMBIX
pecypcesl, . _
paborath ¢ JIEHCTBUM.
MOJIHOTEKCTOBBIE
nporpamm
0a3 [aHHBIX "
HBIMH
KaTajoros,
CpeacTBaM
AIIEKTPOHHBIC
A 00IIero
QKVPHHTIFJ 151
MaTEeHTHI,




u 11 6€3011aCHOCTH.
CrHeIalbH
oro =
OCHOBHBIMH CTeNeHb YyMEHHs | oOydaromuiics
Ha3HA4YCHU HpHeMaMi oTOUpaTh U | cocobeH
q UHTETPUPOBATH CaMOCTOSITENIEHO
aHanm3a
UMEIOIITUECS co3/1aTh
TEXHOJIOTHH 3HAHWUSI Y HABBIKU | BEIYHCIUTEILHYIO
BEIIOIHEHHS UCXOJs u3 | ceTh TUIS
[IOCTaBJICHHOMN peleHus
BIaject Hanboee
(BBICOKHI) eI, MPOBOJIUTH | MPUKIATHBIX
THIINIHBIX CaMOaHaJIN3 U | UH)KEHEPHBIX
Onepaqu/’I CaMOOIICHKY. 3aza4.
MPUMEHUTEIHHO
K cdepe cBoei
JESITEIIbHOCTH
OIIK-8 COBPEMEHHBIE IIOJIHOTA U U3JI0KEHUE
crocoOHOC SI3BIKH CHUCTEMHOCTh TTOJTy4eHHBIX
TBIO IIPOrpaMMHUpPOBaH | 3HAHUI v
porp p 3HAHWI TIOJTHOE, B
UCIIONIb30B us u
COOTBETCTBUU  C
aTh SI3bIKU POrpaMMHBbIE 5
U CHCTEMBI KOMIUTEKCBI TpeOOBAHUAMH
IpOrpamMM | 3HaeT yuebHoki
UpoBaHus, | (ITOPOTOBBII IIPOTrPaMMBI;
UHCTPYME | YPOBEHbB) OIIMOKHU
HTAJIbHBIE OTCYTCTBYIOT UJTU
CpeacTBa HECYIIIECTBCHHBI,
IS oOyJaromuiics
pereHus crocoOeH
npodeccuo CaMOCTOSITENTEHO
HaJIbHBIX, WCTIPABUTh.
UCCIIeI0BA CTPOUTH CTETIeHb oOyuaromuiics
TEIBCKIX aJIrOPUTMBI CaMOCTOSATENBHOC | CIIOCOOCH
1 TH  BBINIOJIHEHUS | CBOOOHO
MPUKIaIH .
NeHCTBUS CTPOUTH MOJIEIH
BIX 33124
(ymenus); IIPOCTBIX
OCO3HAHHOCTh HeGopMaIn3yeM
ymeer I[eﬁCTBHH BIX 3aJ1a4
MPOJIBUHYTHIN
(nponBHHYTHI) (ymenus). CaMOCTOSITEIIBHO;
CBOOOJTHO
OTBEYaeT Ha
BOTIPOCHI,
Kacaroluecs
BBITIOJTHSIEMBIX
NIEUCTBUI.
BIIajieeT CHIOCOBHOCTRIO K | CTEMEHb YMEHHA | 00ydaromuics
(BBICOKHIN) oTOUpaTh u crocoOeH




CaMOCTOSITEJIBHO | HHTEIPUPOBATH CaMOCTOSTEIIEHO
HUMEIOIIHUECS cO3/1aTh
My IOCTPOCHHIO
3HAHUS U HABBIKU | BBIYHMCIIUTEIIBHYIO
anropuTMa, UCX0nd U3 CeTh I
[IOCTaBJICHHOMN peleHus
IIPOBEJCHUIO €r0
LIEJIA, IPOBOANTD | IIPUKJIAIHBIX
aHaiM3a U | CAaMOaHAJIA3 U WH)KEHEPHBIX
CaMOOIICHKY. 3aj1ad.
peanu3anuu B Y
COBPEMEHHBIX
IIPOrPaMMHBIX
KOMILUIEKCax

MeTtoanyeckue pekoMeHAAMH, ONpeAe/soMe MpPoueaypbl OLleHMBAHUS

pe3yJ1bTaTOB 0CBOEHUS THCIUILIMHbI

[IpomexxyTouHast popMa aTTeCTaAUH 110 TAHHOW AUCIUILINHE — K3aMEH.

Jlna omycka K 9K3aMeHy HeoOXOAMMO caaTh Bee JaboparopHble paboTsl. B ciydae,
€CII KO JTHIO TPOBEIEHUs 3a4€Ta OOydJarolMiCcA HE COai Kakue-TMOO U3 JaOOpaTOPHBIX
paboT, OH MOTy9YaeT BO3MOKHOCTh C/IaTh MX HAa KOHCYJIBTAIMH TIEPel SK3aMEHOM. JK3aMeH
BBICTABIISIETCS] HA OCHOBAHMH CIaYM BCeX J1a00paTOpHBIX paboT U Ciauy 3K3aMEHAIMOHHOTO
ournera.

[lpu ompenenreHWn OLEHKM OTBeTa OOydYaroImlerocs Kak Ha 9SK3aMeHe
YYUTBIBAIOTCSI:

- coOJIFOIEHUE HOPM JINTEPATYPHOH peyH;

- IOJTHOTA M COJIEPKaTEbHOCTh OTBETA,

- YMEHUE TPUBECTH TPUMEPHI;

- YMEHHUE IMO0JIb30BaThCs AOMOJHUTEIBHON JUTEpPaTypoil MpHU MOATOTOBKE K
3aHATUSAM;

- COOTBETCTBHE MPEJICTABICHHOW B OTBETaX MH(MOPMAIK MaTepHaIaM JICKIIUH
U y4eOHOU NUTepaTypbl, aKTyaJIbHbIM CBEJICHHUSIM W3 MH(OPMAIMOHHBIX PECypCOB
HNuTtepHer.
OueHo4YHbIE CPeICTBA 1JIsl IPOMEKYTOYHON aTTeCTAUH
1. TexHMUYECKHE METOJIBI 3aLIUTHI
2. JlokanbHas U ceTeBasi MPOTPAMMHBIC 3aIUTHI

3. 3ammTa nporpaMMHOro odecrnedyeHrst Ha MOOMIIbHBIX M1aT(opmax



yCTapeBIHI/Ie TCXHUYCCKUC CPCACTBA 3aIIUTHI

FOpuanyeckue cpeacTa 3alUThI

4
5
6. OpraHu3allMOHHBIE CPECTBA 3AIIUTHI
7. HenocrtaTku TeXHU4YECKUX METOO0B 3auThl 110
8. AHTHUBHUpPYCHBIE POTPAMMBI
9. bpanamayspsl

10.CpeactBa pasrpaHuyeHus 10CTyna K "HPOpMaIuu

11.buomerpuueckast ayreHTU(DUKAIUS TOJIH30BATENS

12.Crporas ayreHTuduKanus

13.MeToas! ayTeHTU(DUKAINH, HcTONB3Yole maponu U PIN-kona

14. AccumeTpUYHbIE 1 CHMMETPUYHBIE AITOPUTMBI IIUPPOBAHUS

15.9nexTponHas nudpoBas MOAMNUCH

16.BcTpoeHHBIE Cpe/iCTBA 3aIUThI

17.MexceTeBbie SKpaHbl

OueHo4vHbIe cpeACTBA ISl TEKyLIeH aTTecTalun
B kauecTBe OLIEGHOYHBIX CPEACTB ISl TEKYIEH aTTecTallud NPUMEHSIOTCS
koHcrekT (I1P-7).
KoHcriekT siBisieTcsi mokasaresieM cOpMUPOBAHHOCTH KOMIIETEHIIMM Ha

MOPOrOBOM YpOBHE. TeMbl KOHCIIEKTOB COOTBETCTBYIOT TEMaM TEOPETUUECKON YacTH
kypca u3 Pasgena II PIIY]l. Kpurepum oneHkuM mo AaHHOMY BHAY OLIEHOYHBIX

CpEACTB MPEJCTaBJICHBI B TAOJIHUIIE:

Ounenka Conep:xaHue KOHCIIEKTA

OT1nuyHO KOHCIEKT COAEepKUT BCE MOHATHUS, TEPMHUHBI, TTOJOKEHUS,
W3Y4YEHHbBIC Ha JICKIIUW U/WJIA C UCII0JIb30BAHHEM OCHOBHBIX
MCTOYHUKOB JIMTEPATYPhI, & TAKKE COJIECPKUT CBEICHUS U3
JIOTIOJITHUTEJIbHBIX UICTOYHHUKOB.

Xopouio KoHCIEKT conepKUT BCE MOHATHUS, TEPMUHBI, TTOJOKEHUS,
W3YUYCHHBIC HA JISKIINH W/WJIH C UCTIOJIh30BaHUEM OCHOBHBIX
VMCTOYHHMKOB JINTEPATYPHIL.

y,[[OBJICTBOpI/ITCJII)HO KoHncniekr COOCPIKUT 0a30BbIC INOHATHSA, TCPMUHBI,
IMOJIOKCHMA, U3YYCHHBIC HA JICKIUH.




HeynosnersopurensHo

KoHCcriekT HE COIEpKUT OCHOBHBIX INMOHATHUH, TEPMHUHOB,
MOJIOKEHUN O JTaHHOU TEME.




