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ABSTRACT

Specialist’s degree in /0.05.01 Computer Security

Specialization “Mathematical Methods for Information Security”

Course title: Cryptographic methods of information protection

Basic part of Block, 6 credits

Instructor: Goncharov S.M.

At the beginning of the course a student should be able to:

e the ability to correctly apply in solving professional problems the
apparatus of mathematical analysis, geometry, algebra, discrete mathematics,
mathematical logic, theory of algorithms, probability theory, mathematical
statistics, information theory, number-theoretic methods (OPK-2);

e the ability to develop formal models of security policies, access control
and information flow policies in computer systems, taking into account
information security threats (OPK-9).

Learning outcomes:

e (OPK-4) the ability to apply the methodology of scientific research in
professional activities, including in the work on interdisciplinary and innovative
projects

e (OPK-10) the ability to build an algorithm independently, to conduct its
analysis and implementation in modern software systems

Course description: This discipline covers such issues as the basic
methods of information security, the basic concepts of cryptography, the principles
of the organization of encrypted communication, the main classes of ciphers and
their properties.

Main course literature:

1. Opnos, B.A. Teopua uncen B Kpuntorpadum [INeKTpPoHHbIN pecypc] :
yyebHoe nocobue / B.A. Opnos, H.B. Measeaes, H.A. LLiInmKo, A.b. Jompayesa.
— DJNEKTPOH. AaH. — Mocksa : MITY um. H.2. baymaHa, 2011. — 223 c. — Pexxum
pocrtyna: https://e.lanbook.com/book/106532.

2. Pabko, b.A. OcHOBbl COBpeMEHHOW Kpuntorpadmum u crteraHorpapum
[neKkTpoHHbIN pecypc] : moHorpadua / 6.4. Pabko, A.H. PUOHOB. — DNEKTPOH.
AaH. — Mocksa : lopavaa nuHua-Tenekom, 2011. — 232 c. — Pexum gocrtyna:
https://e.lanbook.com/book/5192.

3. MNaHKpaTtoBa, U.A. bynesbl ¢GyHKUMKU B KpunTorpapmm [DNEKTPOHHDIN
pecypc] : yuebHoe nocobue / N.A. MNaHKpaToBa. — INEKTPOH. AaH. — TomcK : TIY,
2014. — 88 c. — Pexkum goctyna: https://e.lanbook.com/book/76702.

4. CepégkuH, A.H. OcHOoBbI 3aWnTbl MHGOPMALUUN U MHOOPMALMUOHHbIE
TexHonorun. B 3 yactax. KH. 2: Kpuntorpadua, KpuntoaHanms u meToapl 3aluTbl
nHpopmaumm B8 UC n UT [dnekTpoHHbIA pecypc] : yyebHoe nocobue / A.H.
CepéakuH, B.P. PoraHoBs, B.O. ®duamnneHko. — 3INeKTpoH. AaH. — [leH3a :
MeHslTY, 2013. — 180 c. — Pexum gocrtyna: https://e.lanbook.com/book/62755.

Form of final control: exam



AHHOTaUMs K pado4eil mporpaMmMe TUCHUIINHBI

«Kpunrorpagpuyeckue MeToabl 3alUTHI HH(popMaum»

Kypc yueOnoit mucuumimsasl «Kpunrorpadpudeckue METOAbl  3alUTHI
uHpopMarum» NpeaHa3HaueH JJisi 00ydeHHs CTyaeHTOB crennanbHocTH 10.05.01
«KommptoTepHass 0€30MacHOCTBY  crernuanu3anus «MaTreMaTH4ecKrue MEeTOIbI
3amuThl UHGOPMAIMI) W BXOJUT B COCTaB 0a30BBIX AUCITUIUIMH Y4e€OHOTO TUTaHA
b1.b.11.5.

OO6mrast TpyI0€MKOCTh JUCIUIIIMHBI B 3a4€THBIX €IMHUIIAX COCTABISIET 6 3.€.,
B aKaJeMHueckux yacax — 216 gacoB (Jiekuuu — 36 yacos, JabopaTtopHbie pabOTHI —
36 JacoB, NMpakTUYECKHUE 3aHATUS — 36 4acoB, caMoCTosTeIbHas paboTa — 54 yaca, B
TOM 4Hcie 54 4acoB Ha MOATOTOBKY K 3K3ameHy). [ucuumninHa peanusyercs: Ha 4
Kypce B 7 cemecTpe. @opma KOHTPOJIS MO TUCIUILIIMHE — DK3aMEH.

JlucuuIuinHa JIOTUYECKH M COJIEpKATEIbHO CBS3aHA ¢ TAKUMM Kypcamu, Kak
«TeopeTnko-uncioBeie  MeTOABI B Kpuntorpadum», «Kpunrorpahuyeckue
MIPOTOKOJIBI.

JlaHHasi AUCUMIUIMHA 3aTParuBaeT TAaKUE BOIPOCHI, KaAK OCHOBHBIE METOJbI
3alIUThl UH(POPMAITUH, OCHOBHBIC MOHATHS KpUINITOrpadyu, TPUHIIUIIBI OpraHu3aIliu
M POBAHHOM CBSI3M, OCHOBHBIE KJIACChI IMGPOB U UX CBOMCTBA.

Heap IUCUMUIUIMHBI - H3J0KUTh OCHOBOIOJArarolMe NTPUHIMUIIBI 3alUThI
uH(poOpMaIK C TTOMOIIBI0 KPUOTOTpapUUECKUX METOJ0B U MPUMEPOB peaTu3aiuu
ATUX METOJOB Ha IIPAKTUKE.

3agaun JUCIUIUINHEL:

- J1aTh OCHOBBI CHUCTEMHOI'0 MOJXO0Ja K OpPTraHW3allMM 3allluThl WH(pOpMaIy,
nepemaBaeMoi U oOpabaThIBaeMOW TEXHHUYECKUMHU CpPEICTBAMH Ha OCHOBE
MPUMEHEHUS KpUNTorpaduuecKux METO/I0B;

- U3y4YEeHHUE NMPUHIIMIIOB CHHTE3a U aHaJIu3a MUQPOB;

- O3HaKOMJICHHME C MaTeMaTUYECKUMHU METOAaMHU, UCIOIb3YEMbIX B

KpUIITOAHATIHU3EC.



JUis  ycmemHoro wusydeHus aucuuruinabl «Kpunrorpadudyeckue MeETOJIbI
3alUThl UHPOpMALMKU» Y 00YyYaIOIIUXCS JOJKHBI OBITh CHOPMUPOBAHBI CIETYIOIINE
npeBapUTeIbHbIE KOMITETCHIUU:

- CIOCOOHOCTh KOPPEKTHO MPUMEHSATh NPU PEIICHUU MpOo(hecCHOHATbHBIX
3aa4d  anmapar MaTeMaTHYeCKOTO aHain3a, TEeOMETPHH, aireOpbl, JAUCKPETHOM
MaTEeMaTHKH, MaTEMaTHIECKON JIOTHKH, TEOPUU AJITOPUTMOB, TEOPUH BEPOSTHOCTEH,
MaTeMaTHYeCKON CTaTUCTUKU, TEOPUH MH(OPMALIUU, TEOPETUKO-YHCIOBBIX METOAOB
(OIIK-2);

- CIIOCOOHOCTH pa3padaThiBaTh (hOpMaNTbHBIC MOJCIH MOJUTUK 0€30MacCHOCTH,
MOJIUTUK YIPABJICHUS TOCTYIIOM U MH()OPMALIMOHHBIMUA MOTOKAMHU B KOMIIBIOTEPHBIX
cucTeMax ¢ yuyetom yrpos 6ezomacHocty uHdopmarmu (OI1K-9).

B pe3ynbrare u3yueHus: JaHHOW IUCHUIUIMHBI y 00ydaromuxcs GopMUupyroTcs

caeayonme oomenpodeccuoHaabHble KOMIIETEHIIUU (3JIEMEHTHI KOMIIETEHITHHN ).

Kox u ¢popmysmpoBka Jdranbl GOPMUPOBAHUS KOMIIETEHIIUU
KOMIIETeHIH U
(OIIK-4) CIOCOOHOCTH | 3HaeT METOJOJOTUIO  HAYYHBIX  HCCICIOBAaHUUA B
MPUMEHSATD METO/10JI0T U0 npodeCCHOHATBLHON ESTEILHOCTH, B TOM YHUCIIE B
HAyYHBIX UCCIIeIOBaHUI B pabote Hajl MEXIUCUUTITMHAPHBIMU u
npodeccuoHaIbLHON WHHOBALIMOHHBIMU IPOEKTAMH
NEeSTeIbHOCTH, B TOM 4YHCIEe B | YMeer NPUMEHSTh METOAOJOTHI0 HAyYHBIX HCCIIETOBAHUM
pabote HaJ B IPO)eCCHOHATBHOM 1A TEIbHOCTH, B TOM YHCJIE B
MEXIUCHUTITMHAPHBIMH u pabote Hajl MEXIUCUUTITMHAPHBIMU u
MHHOBALIMOHHBIMU TIPOEKTaMH WHHOBAIIMOHHBIMH MTPOCKTAMHU
Bnaneer | MeTogukon Hu METOI0IOTHEHN HAaYYHBIX
UCCIIE0BAHUI B npodeccuoHaIbHON

NEeATeILHOCTH, B TOM 4HCJIE€ B paboTe HaJ
MEXIUCIUIUIMHAPHBIMA ¥ WHHOBAI[MOHHBIMH

IPOCKTaMH
(OIIK-10) CIIOCOOHOCTh K | 3HaeT COBPEMEHHBIC  SI3BIKM  IPOTPAMMHUPOBAHUS |
CaMOCTOSITEIIFHOMY TTOCTPOCHHIO IPOrPaMMHBIE KOMILJICKCHI

aJrOpuT™Ma, IPOBEIEHUIO  €ro | YMeer CTPOUTH AIITOPUTMBI

aHalluza W pcaliM3alun B | Bmameer | cmocoOHOCTBIO K CaMOCTOSATEILHOMY TOCTPOCHUIO

COBPCMCHHBIX MpOorpaMMHBIX aJIropuTMma, IMPOBCACHUTIO €ro aHajln3a u
KOMIIJICKCax pcannsanuu B COBPCMCHHBIX IMpOorpaMMHBIX
KOMIIJICKCax

Jns popmupoBaHUS BBINIEYKAa3aHHBIX KOMIIETEHIIMM B paMKaX TUCIUILIAHBI
«Kpunrorpapuueckue MeTOJbl 3alIUThl MHOOPMALUMU» MPUMEHSIOTCS CIEAYIOIINe
METOJbl AKTUBHOTO/ MHTEPAKTUBHOTO OOYYEHHMs: HHTEPAKTUBHBIE M MPOOJIEMHBIC

JCKIOWH, JCKIHUHU-IUAIOTH, pa60Ta B MaJIbIX TIpylmax, METOI O6y‘{CHI/IH B IIapax.




Hcnonp3yembie ornieHOUHBIE cpeacTBa: coodecenoBanne (OY-1), komnokBuym (OY-2),

koHcrekT (I1P-7).



I. CTPYKTYPA U COJAEP KAHUE TEOPETUUYECKOM YACTH KYPCA

Paznen I. BBenenne B kpunrorpaduio (6 yac.)

Tema 1. OcHoBHBIe MeTOABI 3a1IUTHI HH(popMauuu (1 yac.)

TpeboBanus  k  3ammure  WHPOpMANUM,  OLEHKA  BO3MOXKHOCTEH
IPOTUBOOOPCTBYIOIIEH CTOPOHBI. MeTo/oorust pa3paboTK M aHaiu3a CPECTB
sanmThl. Kinaccuueckune monenu 3amutel uH(opmanuu. CreraHorpaduyeckue u
Kpunrorpadguueckre MeToIbl 3alIUThl HH(OPMAIUH.

Tema 2. U3 ucropun kpunrorpaduu (1 yac.)

Kpatkuii ucropuueckuit odepk pa3BuTHs Kpunrtorpaduu. Hcropuueckue
npuMepsl: mudp Lle3aps, kBaapar Ilomubus, mmdp Bukenepa, mmdp Crurana,
pemierka Kapnano, kHwkHbIH mupp u Ap. OCHOBHBIE STambl CTAHOBJICHHS
Kpunrorpadguu Kak HayKu.

Tema 3. OTKpbITBIE COO0IIEHUA U UX XapakTepucTukHu (1 vac.)

YacToTHbIE XapaKTEPUCTUKH OTKPBITBIX cOoOOleHnid. MartemaTtudyeckue
MOJIENIM  OTKPBITHIX cooOmeHuid. Kpurepum Ha OTKpbITBI TekeT. CrocoOsbl
npeacraBieHuss — wHQoOpManuu, Tomaexamed — mudpoBanuto.  OcoOeHHOCTH
HETEKCTOBBIX COOOIIECHHUH.

Tema 4. OcHoBHBbIe NOHATHUSA KpunTorpaduu (1 gac.)

Omnpenenenue mudpa U ero MaTeMaTHUYEeCKHe MOJeNu. PydHble U MalIMHHbIE
mudpel. Kimtoueras cucrema mudpa. OcCHOBHBIC TpeOOBaHUS K ITUDpaM.

Tema 5. IIpuHUnbI Oprauu3anuy MUEPPOBAHHOM CBA3M (2 Yac.)

[lonsiTue KPUIITOCUCTEMBI. CuMmMmeTpruyHbIe " aCUMMETPHUYHbIE
KpUIITOCUCTEMBI. Bompockl pacnpenenenus Kitouei B ceTd udpoOBaHHOM CBS3H.

Paspnen I1. OcHoBHBIE KJIacchl IM(POB U UX cBolicTBa (6 yac.)

Tema 1. llIn¢ppsl nepecranoBkM (2 yac.)

PasHoBuaHOCTH 1mIM(POB MEPECTAHOBKU: MAapUIPYTHHIE, BEPTUKAIbHbBIE
NEPEeCTaHOBKH, pEeUIeTKH U TabupuHThl. Kpunroananus mupoB nepecTaHOBKH.

Tema 2. [lIudpsi 3aMeHsbI (2 yac.)

OpnoandasutHble U MHOroandaBUTHBIE 3aMeHbl. lloTouHble U OnOYHBIE

mm@psl 3amensl. DES u TOCT 28147-89. Kpunroananus mudpoB 3aMeHBbI.



Tema 3. llIn¢ppsl rammupoBanus (2 yac.)

Tabnuunoe n mMoaynpHOEe rammupoBaHue. CiaydailHble M TCEBAOCTyYailHbIe
raMmMbl. Kpunrorpammel, MOJy4YE€HHbIE MPU NOBTOPHOM HMCHOJIB30BAHUM KIIHOYA.
AHanu3 KpUNTOrpaMM, MOTYYEHHBIX TPUMEHEHUEM HEPABHOBEPOSITHON FaMMBI.

Paznean II1. Hage:xnocts mmgpos (4 yac.)

Tema 1. Teopus K.lllennona (1 gac.)

Teopetuko-uHpOpMaMOHHBIA TOAXOJ K OILEHKE CTOMKOCTH MIHU(POB.
Henanexnocts kmrouedd  u  coobOmenuit. CosepiieHHble 1mHdpel. besycioBHO
CTOWKHE W BBIUMCIUTEIBHO CTOWKHE MHUGPHI. M30BITOUHOCTD S3bIKA U PACCTOSHHUE
€IUHCTBEHHOCTH.

Tema 2. UmuTocToiikocTh mmdpos (1 gac.)

Nmvurtammst u moameHa cooOmieHus. XapakTePUCTHUKA HMHUTOCTOWKOCTH.
Meroasl obOecrieyeHnss UMUTOCTOMKOCTH U(ppoB. CoBeplIeHHAs] UMUTOCTONKOCTb.
Konpl ayTeHTH(UKAIIMY 1 OPTOTOHAIbHBIE KOH(DUTYpaLIIH.

Tema 3. IlomexoycToiiuuBocTs MU(pPoOB (2 yac.)

[TomexoycTOMYMBOE KOAMPOBAHUE. XAPAKTEPUCTUKU IMOMEXOYCTOUYUBOCTH.
XapakTtepuzalnus MHUQPPOB, HE Pa3MHOXKAIOMIMX HCKAKEHUH THIA 3aMEHBl H
MpomycKa OyKB.

Paznen VI. Meroabl MaTreMaTH4eCKOil CTATHCTHKH, TeOpPHH OYyJieBbIX
(pyHKUMHA W TeOpMH JIMHEHHBIX PEKYPPEHTHBIX I0CJEI0BATEJbHOCTEH B
kpunrorpadpuu (8 yac.)

Tema 1. MeToabl MATCTATHCTUKH B Kpunrorpagum (2 yac.)

OneMEeHThl MaTCTaTUCTUKU: MATOXHUIAHME M  JUCHEPCHS  CIIy4aiHOU
BEIMYMHBI, cXxeMa bepHymm, ¢opMmyna OMHOMHAIBHOIO  paclpesesieHus,
NOJMHOMUANIBHAS cXeMa, (QopMmysa MOJIMHOMHUAIBHOTO pacmpeneiaeHus, (opmyna
[lyaccoHa, HOpMaJIbHOE pAacHpeAciiCHUE, LEHTPUPOBAHHE, HOPMHUPOBAHUE, «XU-
KBaJpaT» pacnpenesieHue, YTBEPKICHHE O BbIOOPOYHON TUCNEPCUH, LEHTpasbHAs
npenenbHas Teopema. IlocTpoeHue cratucTHueckoro kpurepusa. CTaTHCTHYECKHE

KpUTCpun JisI IPOBCPKHU THUIIOTE3 O CquaﬁHOCTH U OJHOPOAHOCTH TCKCTOB. 7



OpakTHUeCKuX  Qopmya. S5 0a30BbIX TECTOB Ha  CIy4alHOCTh OWUTOBOM
nocieaoBatenbHoctu. Cranaapt FIPS 140.

Tema 2. CnenuajibHble BONPOCHI TEOPUU ABOMYHBIX PyHKIM (3 yac.)

[Tonsitue OyneBoit ¢ynkmuu. Bec ¢ynknuun. CIAH®, CKH®, muorounen
Kerankuna. [IpencraBnenue JBOUYHOMN byHKUIMN MHOTO4JIEHOM c
nerucTBUTENbHBIMU Kodddunrentamu. [Ipencrapnenue TBOMYHBIX (QYHKUIMNA PAIOM
®ypoe. BepostnoctHas ¢ynkius. K-BeipaBHuBaromas QyHkius. CTaTUCTHUECKUAN
aHanor (ynkiuu. Craructuueckas CTpyKTypa ABOUYHON (yHkimu. OnpeneneHue
CTaTHUCTUYECKON CTPYKTYphl METOJIOM ObICTporo mpeoOpazoBanus Pypre. [lonstue
JUHEHHOTO KpWIToaHanu3a. BecoBas cTpykTypa aBowuyHod (Qynkmmm. K-
paBHOBeposiTHast jaBouuyHas (GyHkuus. CoBeplleHHas HeauHeHHoCTh. [loHsThe
g depeHIaTbHOT0 KPUIITOAHATN3A.

Tema 3. Daementsl Teopuu JIPII, ucnoan3dyembie B xkpunrorpadum (3
qac.)

Onpenenenue JIPII. Li(F), 6asuc Lg(F). Ilonstue reneparopa JIPIL.
XapakTepUCTUUYECKUA W  MUHHMalibHble  MHOrowieHsl JIPII.  Beruucienus
MHHHMMAJIbHOIO MHOI'OYJIEHA 4€pe3 XApAKTEPUCTUYECKUH MHOTOYJIEH M TE€HEpPATOp
JIPII. JInvHa mopxopda, MEpuoj MOCIEAOBATEILHOCTU. JlIMHA moaxoda U TNEPUO.
MHoOroujieHa Hajg 1moneM. [loHsatue mnpuMHUTUBHOrO MHOrouneHa. Kpurepuit
IPUMUTHBHOCTH HEMPUBOAMMOIO MHOTOWIeHa. Teopema o ciydailHOCTH k-rpamMm B
JIPII makcuMasibHOTO TIEpUOaa.

Pasznen V. CoBpeMeHHblIe cucTeMbl IuppoBanus (6 yac.)

Tema 1. biiouHoe mugposanue (2 yac.)

Cern ®@eciictens. Cxema mmdpoBanus DES. 3DES, DESX. Cxema
mmdpoanus [OCT — 28147-89. Pazmuuus mexay DES u 'OCT. udp AES
OCHOBHBIE pEeXUMBI OJJOUHOTO HIUGPOBAHUS.

Tema 2. [IoTounble cucTeMbl IIM(PPOBAHUA (2 Yac.)

CHHXpPOHHBIE CHCTEMBI M CHUCTEMBI C CaMOCUHXpoHU3auueu. IIpuHIMIBI
MOCTPOCHUS MOTOYHBIX CHUCTEM. YTpaBstomuil U mudpyronuid 6goku. JInHeHHbIN

KOHIPYSHTHBIN TeHepaTop. ['eHepaTopsl ¢ HENOJIMHOMUAIBHOUN 3aBUCUMOCTBIO. JIPC.



TpeboBanus k ympasismoomeMy 010Ky. TpeboBanus k mudpyromemy 6moky. Cxema
mmdpeuctembl  AS. ludpcucrema I'uddopna. DunbTpylomiye reHEpaTOPHI.
KombOunupyromue renepatopsl. Kommosumuss JIPC. CxemMbl ¢ JTUHAMUYECKUM
M3MEHEHNEM 3aKOHA pekypcuu. ['enepatopsl Makiiapena-Mapcaibu.

Tema 3. Metoabl aHa/Iu3a KpUNTOrpaguuecKux ajaropurmMon (2 yac.)

ANTOpUTMUYECKHUE, aHAIMTHYECKHE u CTaTUCTUYECKHUE METO/IbI
KpUNTOAHAIH3a MOTOYHBIX MHPPoB. (OCOOEHHOCTH KpPUNTOAHAIM3a OJOYHBIX
mudpoB.

Pazgea VI. O6mme Bonpocsi (6 1ac.)

Tema 1. O0630p crangapToB B kpunrorpaguu (1 gac.)

Mexnynapoansie cranaaptol (ISO, ISO/IEC). I'ocynapcTBeHHbBIE CTaHIAPTHI
Poccun (I'OCT). Amepukanckue ctanaaptsl (ANSI). ['ocynapcTBeHHbIE CTaHAAPTHI
CILIA (FIPS). RFC u PKCS.

Tema 2. [IpuuuHbI B3J10Ma KPUNITOCHCTEM (2 4Yac.)

OcHOBHbIE OIIMOKA TPU CO3JAHUU U HCIOJIB30BAHUH KPUITOCUCTEM,
IPUBOJSIINE K B3JIOMY KPUIITOCUCTEMBI.

Tema 3. IIpaBo, 3xcnopT, BeqoMcTBa (2 4ac.)

BenomctBa, ¢pyHKIIMOHUpYIOIIUE B Kpuntorpaduueckoit chepe. IKCHOPTHBIE
orpanudeHus B oonactu kpunrorpaduu. [IpaBoBbie HOPMBI.

Tema 4. 3akaouenne (1 yac.)

[IpoOnemMbl W TEpPCHNEKTHBBI HUCCIEAOBAaHMM B 00JacTM COBPEMEHHOM

kpuntorpaduu. Hepemennsie 3agaun. torn nzyuenus kypcea.
II. CTPYKTYPA U COJIEP)KAHUE ITIPAKTUYECKOMN YACTH KYPCA

IIpakTuueckue 3ansarus (108 yac.)
3ansarue 1. OcBoeHne npoueccos 3amM(PpPoBaHus U pacIM(PpPOBAHUS IS
npocredmmnx mu@dpos (2 yac)
1. BoinosnHeHue mudpoBaHus NPOCTEUIIUMU MU (paMHU.
2. BrinmonHenue pacugppoBaHus IPOCTEHIINX MU(POB.

3ansitue 2. Mogesid OTKPBITBHIX TEKCTOB. U30bITOUHOCTH si3bIKa (2 yac.)



1. W3yuyeHue u NpUMEHEHHUE METOJIOB OTKPBITHIX TEKCTOB.

2. M30BITOYHOCTSD s13bIKa, 0COOCHHOCTH.

3ansatue 3. BcekpbiTne mmM@poB 3aMeHbl ¢ HUCHOJb30BaHHEM
CTATHCTHYECKUX 3aKOHOMEPHOCTEH OTKPBITHIX cO00IIeHuit (2 yac.)

1. MeTtoanl 3aMEHBI.

2. Wcnonb3oBanue mudppoB 3aMeHbl C HMCIOJIb30BAHUEM 3aKOHOMEPHOCTEH

OTKPBITBIX COOOIICHUH.

3. BckpeiTre mudpoB 3aMeHBbI.

3ansTue 4. BeckpbiTHe IIM(POB MEePeCTAHOBKH (2 yac.)

4. MeTtoapl NepecTaHOBKH.

5. Ucnonw3zoBanue muppoB NepecTaHOBKHU.

6. BckpoiTe mugpoB nepecTaHOBKH.

3ansTue 5. OnpenesieHue KOPOTKO raMMbl 1o mudpoTeKcTy (2 yac.)

1. Nanmumanusanus.

2. TI'enepaiiusi raMMBl.

3. OnpeneneHre KOPOTKOW raMMBI.

3anaTne 6. bBeckioueBoe UTeHHEe HA KOMILIEKTE TEKCTOB, 3aKPBIThHIX
0JHO# ramMmoii (2 vac.)

3anstue 7. Hage:xxnocts mmudpos. (2 yac.)

3ansatue 8. IlocTpoeHne KoHeyHOro moJjsi. Onepanuu Hax 3JIeMEHTAMH
nmoJist. (2 gac.)

3ansaTue 9. MeToabl CTATHCTHYECKOT0 aHAJIM3A MoOcCJaedoBaTeabHOCTEelH (4
qyac.)

3anstue 10. [Toctpoenune kpuTepreB OTKPLITOro Tekcra (1 yac.)

3ansarue 11. bioynoe mmpposanue (2 yac.)

3anstue 12. [IpeacraBienne 1BOMYHbIX PyHKIUi (2 yac.)

3ansitue 13. BolunciaeHue XxapakTepuCcTUK ABOMYHbIX GyHkuuii (1 yac.)

3ansrtue 14. [locTpoeHne cTATHCTHYECKHUX AHAJIOIOB (PYHKIMI (2 4ac.)

3ansatue 15. BbluncieHHe NepPHOAOB JIMHEHHBIX PEKYPPEHTHBIX

nocJjeaoBaTebHocTel (4 yac.)



3ansTue 16. CoBpemeHHbIe cucTeMbl M(ppoBanus (2 4yac.)

III. YHEBHO-METOAUYECKOE OBECIIEYEHHUE

CAMOCTOSATEJBbHOM PABOTHI OBYUAIOIIIUXCA

Y4eOHO-METOAUYECKOE

oOydJaronuxcsi 1o
uHbopMarumy npeacrasiaeHo B [Ipunoxkennu 1 1 BkitoyaeT B ceOs:
MUIaH-TPa(UK BBIMOIHEHUS CAMOCTOATEIBHONW pabOThl MO AUCUMILIMHE, B TOM
YU CJIE IPUMEPHBIE HOPMbI BPEMEHU HA BBIIIOJHEHUE 110 KAXKIOMY 3a/1aHUIO;

XapaKTepUCTHKAa 3aJaHUN JI1 CaMOCTOSITENIbHOM paboThl 0OydYaromuXCcs U
METOANYECKUE PEKOMEHIALNU 110 UX BBIIIOJIHEHUIO;
TpeOOBaHUS K MPEACTABICHUIO U OPOPMIIEHUIO PE3YJIbTaTOB CaMOCTOSITENILHOM
paboThI;
KPUTEPUU OLIEHKH BBIIIOJHEHUS! CAMOCTOSITEIbHOU PabOTHI.

JUCIHUITIIMHEC

obOecrieueHue

CaMOCTOSTEIIbHOM
«Kpunrorpapuueckue

IV. KOHTPOJIb JOCTUXKEHUS LIEJIEH KYPCA

METObI

paboThI
3aIUTHI

Ne | KonTpoaupyemsl Konps! u aTansl hopMupoBaHus O1nieHOYHBIE CpelICTBA
n/n € pa3zensr / KOMIICTEHITUI TEKYIIHIA MIPOMEXYTOY
TEMBI KOHTPOJIb Has
JTACHMUITINHBI aTTecTalus

1 | Pazmen L. OIIK-4 3HAET cobecemoa | 1-7
Bsenenue B OIIK-10 uue (OY-1)
KPHUIITOTPa(HIO yMeeT KOJUIOKBUY | 1-7

M (0VY-2)
BJIaJIcCT KOHCIEKT 1-7
(ITP-7)
Pasnexn 11 3HaeT cobecenoBa | 8-10
OCHOBHbIE Hue (OY-1)
2 | kmacest OIIK-4 yMmeeT koutokeuy | 8-10
OIIK-10 M (0VY-2)
HIH(‘I,)p OB M 1X BJIAJIEET KOHCIIEKT 8-10
CBOMCTBA (TIP-7)
3HaeT cobecemoBa | 11-19
Paznen III. Hue (OY-1)
3 | HanesHocTs OIIK-4 yMeeT kotokBuy | 11-19
OIIK-10 M (0VY-2)
mHpos BJIageeT KOHCIIEKT 11-19
(ITP-7)

4 Pa3nen VI. OIIK-4 3HAET cobecemoBa | 20-25
MeTtoabl OIIK-10 aue (OV-1)
MaTEMATHUYECKO yMeeT KOJUIOKBUY | 20-25

M (OVY-2)




1 CTaTUCTHKH, BIIAJIECT KOHCIEKT 20-25
TEOpUHU (ITP-7)
OyJIeBBIX
GbYHKIHH 1
TEOpUU
JIMHEMHBIX
PEKYPPEHTHBIX
MocJIeJOBaTelIb
HOCTEH B
Kpunrorpapuu
3HAET cobecemoBa
Pazmen V. nue (OVY-1)
CoBpeMeEHHBIE OIIK-4 ymeer KOJIUIOKBUY
OIIK-10 M (0Y-2)
CHUCTEMBI
BJIaZICCT KOHCHEKT
(ITP-7)
3HAET cobeceoBa
Paznen VI. Hue (OY-1)
OGuiue OIK-4 ymeer KOJUIOKBHY
OIIK-10 M (0Y-2)
BOIIPOCHI
BJIaZICCT KOHCHEKT
(ITP-7)

Tunosele KOHTPOJIBHBIEC 3aJaHUS, METOAUYECKUE MaTEPUAJIbI, ONPEIEIISIONINE
IpOLEAYpPbl OLIEHUBAHUS 3HAaHUM, YMEHUI U HaBBIKOB U (MJIM) OMbITA JIEATEIbHOCTH,
a TaKXKe KpUTEpUU U I0Ka3aTesd, HEoOXOAUMbIE ISl OLICHKH 3HAaHUN, YMEHMH,
HaBBIKOB U XapaKTEepPHU3YyIOIIME 3Talbl (OPMUPOBAHMSA KOMIIETEHLUMH B Ipolecce
OCBOEHUs1 00pa30BaTeNbHON MPOrpaMMBbl, MpeAcTaBieHbl B [Ipunoxennn 2.

V. CHUCOK YYEBHOM JIUTEPATYPbI U TH®OPMAIIMOHHO-
METOINYECKOE OBECIIEYEHHUE JUCHUIIJINHBI

OcHoBHas JauTEpaTrypa

1. Opnos, B.A. Teopus umucen B kpuntorpaduu [DIEKTPOHHBIN pecypc]| :
yuebHoe nocobue / B.A. Opnos, H.B. Measenes, H.A. lllumko, A.b. lompayeBa. —
DnekTpoH. JaH. — Mocksa : MI'TY um. H.D. baymana, 2011. — 223 ¢. — Pexum
noctymna: https://e.lanbook.com/book/106532.

2. Psabko, B.SI. OcHoOBBI coBpeMeHHOM KpunTtorpadguu u creraHorpaduu
[OnexTpoHHBIN pecypc] : moHorpadus / b.S. Psa6ko, A.H. ®uoHoB. — DIeKTpoOH.
naH. — Mocksa : I'opsaudas nunus-Tenexkom, 2011. — 232 ¢. — Pexum nocryna:
https://e.lanbook.com/book/5192.

3. IlankparoBa, N.A. byneBsl ¢yHkiuu B Kpunrorpabuu [DIEKTPOHHBIN
pecypc] : yue6Hnoe mocobue / M. A. [TankparoBa. — DnektpoH. nan. — Tomck : TTY,
2014. — 88 ¢. — Pexxum moctyma: https://e.lanbook.com/book/76702.




4. Cepénkun, A.H. OcuHoBbl 3ammrtbl uHPOpManuu U HHOOPMALMOHHBIE
texHosoruu. B 3 uactax. Ku. 2: Kpunrorpadus, kpuntoaHain3 ¥ METOMbI 3alUTHI
unpopmariuu B UC u UT [DnexktpoHHslii pecypc] : yueOHoe mocobue / A.H.
Cepénxun, B.P. Poranos, B.O. ®ununnenko. — OnekTtpoH. naH. — Ilen3a :
[Ten3I'TV, 2013. — 180 c. — Pexxum nocrtyna: https://e.lanbook.com/book/62755.

JonosiHUTeILHAS JINTEPAaTypa

1. Cepénxun, A.H. OcHoOBBI 3anmuThl HHGOpMAUKM W HUHPOPMAIMOHHBIE
texHosoruu. B 3 yactax. Ku. 2: Kpunrorpadus, kpuntoaHain3 ¥ METOMbI 3aIUTHI
unpopmaruu B UC u UT [DnexkTpoHHslii pecypc] : yueOHoe mocobue / A.H.
Cepénxun, B.P. Poranos, B.O. ®ununnenko. — OInektpoH. naH. — Ilen3a :
[Ten3I'TV, 2013. — 180 c. — Pexxum nocrtymna: https://e.lanbook.com/book/62755.

2. Tyran6aeB, A.A. Teopusi BepOSTHOCTEH M MaTeMaTU4YeCKas CTAaTHUCTHKA
[DnmekTpoHHBI pecypc] : yueOHoe mocobue / A.A. TyranbGaes, B.I'. Kpynmun. —
OnextpoH. nan. — Cankr-IlerepOypr : Jlans, 2011. — 320 c. — Pexum poctyna:
https://e.lanbook.com/book/652.

3. bopoBkoB, A.A. Maremarnueckas CTaTUCTUKa [DIEKTPOHHBIA pecypc| :
yueOoHuk / A.A. bopoBkoB. — OnextpoH. nan. — Caunkt-IletepOypr : Jlans, 2010. —
704 c. — Pexxum nocrtyna: https://e.lanbook.com/book/3810.

4. Kykuna, E.I'. BBenenue B kpunrorpadguio: cOOpHUK 3aja4 U yNpaKHECHUN

[Dnextponnsiii pecype] / E.I'. Kykuna, B.A. PomanpkoB. — DJEeKTpOH. maH. —

Omck : OMIY, 2013. — 91 ¢. — Pexum noctyna: https://e.lanbook.com/book/75394.

Ilepeyenb UHGPOPMAUMOHHBIX TEXHOJIOTHI
W IIPOrPaAMMHOI0 o0ecredeHust

[Tpumopckuit Kpai, T. BrnamuBoctok, | "1) IBM SPSS Statistics Premium Campus

®pyH3eHckui p-H, Pycckuit Octpos, yi. Askc
n., a. 10, xkopnyc D, ayn. D 945, YueGnas
ayuTopus TUIS IIPOBEJICHUS 3aHATHN
JIEKIIUOHHOI O, MPAaKTHYECKOTO U CEMUHAPCKOIr0
TUINA,  TPYNIOBBIX U HHAUBUAYAJIbHBIX
KOHCYJbTallMi,  TEKyILEro  KOHTPOIs U
IIPOMEKYTOUHOHN aTTECTALUU.

Edition. IlocraBuuk 3AO IIporHocruueckue
pewenus. JloroBop DA-442-15 ot 18.01.16 mot
5. Cpoxk ngeiictBus nporosopa 30.06.2016.
JIutiensust 6eccpoyvHo.

2) SolidWorks Campus 500. I[ToctaBmuk Conmn
Bopkc P. [oroop 15-04-101 ot 23.12.2015.
Cpox  pelictBus  goroopa  15.03.2016.
Jlutiensust 6eccpoyvHo.

3) ACKOH Kommac 3D vl17. IlocraBmuk
Hasukom. J[lorosop 15-03-53 ot 20.12.2015.
Cpox  pelictBus  gorosopa  31.12.2015.
Jlutiensust 6eccpoyvHo.

4) MathCad Education Universety Edition.
[ToctaBuuk Codr Jlaitn Tpetin. Horosop 15-03-
49 ot 02.12.2015. Cpox neicTBHUs 10TOBOpa
30.11.2015. JIunensus 6eccpodHo.

5) Corel Academic Site. IloctaBmuk Co¢r
Jlaiitn Tpeiin. JoroBop DA-442-15 ot 18.01.16
a0t 4. Cpok nerictBusg porosopa 30.06.2016.




JIunen3us 3axkonumnace 28.01.2019."
6) Microsoft Office, Microsoft Visual Studio.

[ToctaBuuk Codr Jlaitn Tpeiia. JloroBop DA-

261-18 ot 02.08.18. Cpok neicTBus AOroBOpa
20.09.2018. JInnensus no 30.06.2020.

VI. METOAUYECKHE YKA3AHUSA 11O OCBOEHUIO JUCHUIIJIMHBI

Konn4ecTBO ayIuMTOPHBIX 4YacoOB, OTBEICHHBIX HA HW3Y4YEHUE JHCLUILIMHBI
«Kpunrorpapuueckrie  MeToabl  3alMTBl  HHPOpMAIMK», cocTaBisieT 216
akajgeMuueckux dvacoB. Ha camocrostenbHyto paboty — 72 wyaca. Ilpu stom
ayJIUTOpHAs HAarpy3Ka COCTOUT U3 36 JEKIMOHHBIX YacoB U 108 yacoB mpakTUUYECKUX
3aHATUH.

OOyuaromuiics MoJyd4aeT TEOPETUUYECKUE 3HAHUS Ha JICKUMOHHBIX 3aHSTHSX,
HEOOXOUMBbIE JJIs IOCIEAYIOUIEr0 BBIIOJIHEHUS NPAaKTHUUECKUX 3aJaHuid. B xoxe
HOJTOTOBKU K JIEKIMSIM JIOJKHBI MCIIOJIB30BAThCSl MCTOYHHUKHM M3 CHHUCKAa y4yeOHOU
JUTEPATYPBHL.

CryzneHTy peKkoOMEeHAyeTCs MPEABAPUTENIBHO TOTOBUTHCA K JIEKLIHH, UCIOJIb3YS
pecypcsl M3 CHHCKa, NPUBEAEHHOTO B paszaene V, mna 0Oojiee KaueCTBEHHOTO
OCBOEHHsI TEOPETHUYECKOIO0 MaTepuala, a TAKKE BO3MOXKHOCTHM 331aTh BOIPOCHI
IIPETOIaBATEIO.

ITpy mOAroTOBKE K MPAKTUYECKUM 3aHATHSAM TaKK€ HEOOXOAWMO IOBTOPUTH
TEOPETHUYECKUI MaTeprall.

[TpomexyTouHas popma arTecTalyu Mo JAaHHON AMCLUUILINHE — 3a4eT. Bompockl
K 3a4E€Ty COOTBETCTBYIOT TE€MaM, M3y4aeMbIM Ha JIEKIMOHHBIX 3aHATUAX. Takum
o0pa3oM, MpH CaMOCTOATEIBHONM MOJATOTOBKE K 3a4eTy CTYIAEHTY HEOOXO0IuMO
BOCITIOJIB30BAThCSl KOHCIIEKTAMM JIEKIMI, a TAK)K€ MHBIMM MCTOYHUKAMHU M3 CIIUCKA
JUTEpaTypsl Ui OoJiee riyOoKOro MNoHMMaHus MaTepuaia.

VII. MATEPUAJILHO-TEXHUYECKOE OBECIIEYEHHME
JUCHUIIIAHBI

[Tpumopckuit Kpai, T. BrnaguBoctok, | [Tomemenne YKOMIUIEKTOBAHO
OpyH3zeHckuid p-H, Pycckuii OcTpoB, yi. ASKC | CIENHaTM3UPOBAHHON  y4eOHOM Mebenbio
n., a. 10, xkopnyc D, ayn. D 945, VueGnas | (mocagounbix Mect — 24) O6opynoBaHue:

ayuTopus JUIS IIPOBEICHUS 3aHATUH | DkpaH npoekunoHHbI ScreenLine Trim White
JIEKIIMOHHOT0, MPAKTUYECKOro W ceMuHapckoro | Ice 50 cm uyepHas kaiiMa CBepxy, pa3mep

TUNA, TPYNNOBBIX W HMHIAUBHIAYaJbHBIX | paboueit obmactu 236x147 cm
KOHCYJIbTAIIMK,  TeKymero  KoHTpodss U | Jlokyment-kamepa Avervision CP355AF
IIPOMEXYTOUHOM aTTeCTaluy. KK-nanens 47"", Full HD, LG M4716 CCBA

MynbTUMe TUITHBIHA MIPOEKTOP Mitsubishi

EW330U, 3000 ANSI Lumen, 1280x800
CereBas Bumeokamepa Multipix MP-HD718",
JIOCKa ayANTOPHASI, TEPECHOCHOW KOMITBIOTEP




(HoyTOYK Lenovo) ¢ cymkoii — 1 it




Ipuioxenue 1

MUHMCTEPCTBO HAYKH 1 BBICILIEI'O OBPA3OBAHMS POCCUMCKOM ®EJIEPALINA

®denepanbHOE TOCYIaPCTBEHHOE aBTOHOMHOE 00pa30BaTEIbHOE YUPEKICHHIE
BBICIIICTO 0OPa30BaAHUS

«/1aabHEeBOCTOYHBIN (eepabHbIN YHUBEPCUTET»
(ABDY)

HIKOJIA ECTECTBEHHbBIX HAYK

YYEBHO-METOJUYECKOE OBECHEYEHUE CAMOCTOSTEJIBHON
PABOTbBI OBYYAIOIIIUXCHA
no aucuuminie « Kpunrorpagpuyeckue MeToabl 3alUThHI HHpOpMaLumw»
Cnenuansbaocts 10.05.01 KomnbrorepHas 6€301acHOCTD
cnenuanu3anus «MaremaTnyeckue METOAbl 3alIUThl THPOPMALII»
dopma NOATOTOBKU OYHAS

BaaauBocTok
2019



Bu ITpumepHbIe
Ne JaTa/cpoxu A . PHMEp

CaMOCTOAITEJIbHOI | HOPMBbI BpeMeHn | @opma KOHTPOJIS

n/n BBINIOJIHEHUS

padoThI HA BBINOJIHEHHE
1 1-18 Henenu | Bermmonnenue 27 OtueT 0
00yueHus MPAKTUYECKUX BBITIOJITHEHUH

3aHsATU. (OTuer
10 MPAKTHYECKUM
3aHATUAM 1-9)

8 Ceccus IToxroroBka K 45 DK3aMeH
DK3aMEHY

MatepuaJibl 1JIs1 CAMOCTOAATEJIbHOI PadoThHI CTYICHTOB

OCHOBy METOOUYCCKOT O oOecrneueHus HN3Y4YCHHUA OUCHHUIIJIMHBI COCTaBJIAIOT

y‘{C6HI/IKI/I, MaTCpHUaJibl K JCKOHUAM B 3JICKTPOHHOM BHAC U MCTOANYCCKUEC YKa3aHUA K

BBITIOJTHCHUIO TIPAKTUIECKUX 3aJ]aHUH U JIA0OPATOPHOTO MPAKTHKYMA.

Cnucok 0udanorpapuuecKux MCTOYHUKOB:

1. Andepor A.IlL., 3y6oB A.FO.Ky3pmun A.C.,Yepemymkun A.B. OcHOBBI

kpuntorpadpuu. M.: «I"earoc APB», 2002.
2. babam A.B., lllankun I'.I1., Kpuntorpadus, M.: COJIOH-P, 2002.

3. Bba6enko JLK., HmyxoBa E.A. CoBpemMeHHbIE aITrOPUTMbI OJIOYHOTO

mudpoBaHKs U METObI UX kpunToananusa. M.: «I'emuoc APBy», 2006.

4. C.bapuues, P.CepoB. OcHoBBI coBpeMeHHOM kpuntorpaduu. M.: 2002.

5. T'onuapo C.M. Vcnonbs30BaHUE 3JEMEHTOB MAaT€MATUYECKOM CTAaTUCTUKH,

TEOpPUM JIMHEHHBIX PEKYPPEHTHBIX IOCJIEI0BATEILHOCTE U TEOpUH OyJIEeBBIX

¢ynkmii B kpunrorpaduu. Bnagusocrok: JIBI'Y, 2007.

6. I'onuapoB C.M. Kpunroananus pyunbsix mudpon. Bmamgusoctok: JIBI'Y,

2007.

7. B.Crommuarc. Kpunrorpadust u 3amuta ceteit. M.: u3a. Jlom «Bumbsmey,

2002.

8. H.Cmaprt. Kpunrorpadus. M.: «Texunochepar, 2005.

9. ®omuueB B.M. Jluckpernas maremaruka u kpunrosuorus. M.: JIMAJIOT -

MHN®U, 2003.




10. PocroBueB A.I'., MaxoBenko E.b. Teopernueckas xpunrtorpadus. CIIG.:
HIIO "TIpodeccuonan", 2004.

I1. Xapun HO. C., bepuux B. H., Marseer 1. B., Aruesuu C. B..
MaremaTnyeckue W KOMIBIOTEPHBIE OCHOBBI Kpunrtosioruu. MuHck: «Hosoe
3HaHue», 2003

12. Bruce Schneier Applied Cryptography: protocols, algorithms and source
codes in C. John Wiley & Sons, Inc. 1994.

13. Alfred J. Menezes, Paul C. van Oorschot, Scott A. Vanstone Handbook of
Applied Cryptography. CRC Press, 1996.

Meroanueckoe odecreyeHue:

1. C.M I'onuapos. cnonb30BaHUE SJIEMEHTOB MATEMATUYECKON CTAaTUCTUKH,
TEOPUU JIMHEHWHBIX PEKYPPEHTHBIX IOCJIEAOBATEIBHOCTEH U TEOpUHU
OyneBbIX GyHKUMA B  Kpunrorpadpuu. Meroauueckue ykazaHus K
BBINIOJIHEHUIO TMPAaKTUUYECKUX 3ajgaHui. - Brnagusoctok: M3m-so [ABIY,
2007.

2. C.M T'onuapos. Kpunroananus pyuHsix mudpoB. MeTonnueckue ykazaHusl

K BBITIOJTHEHHIO JIAOOpaTOPHOTO MpakTuKkyma. - Baaausocrtok: M3a-so ABI'Y, 2007.



IIpunoxenue 2

MHHUCTEPCTBO HAVKH U BBICIIIET'O OBPA3OBAHUS POCCUCKOM ®EJIEPALIIN

(De;[epanbﬂoe ToCyAapCTBCHHOC aBTOHOMHOC 06pa3OBaTeanoe YUYPCIKACHUC
BBICIICT'O 06pa3OBaHI/I}I

«/laibHEeBOCTOYHBIN (peepaibHbI YHUBEPCUTET»
(ABDY)

HIKOJIA ECTECTBEHHbBIX HAYK

®OH/J ONEHOYHbBIX CPEIACTB
no aucuuiuinie «Kpunrorpaguyeckue MeToabl 3alUThHI HHpOpMaLmw»
CrnenuaabHocts 10.05.01 KomnbrorepHast 6e301acHOCTD
cnenuanu3anus «MaremMaTnyecKkue MeTOAbl 3alTUThl HTHPOPMAITI)
dopma NOATOTOBKU OYHAS

BaaguBocTok
2019



IMacnoprt ¢oHaa OLIEHOYHBIX CPEICTB

Kox u ¢popmysmpoBka Jdranbl GOPMUPOBAHUS KOMIIETEHIIUU
KOMIEeTeHIIHH
(OIIK-4) CIOCOOHOCTH | 3HaeT METOJOJOTUIO  HAyYHBIX  HCCICIOBAaHUUA B
MMPUMCHATH METOAOJIOTHUIO HpO(i)GCCI/IOHaJ'H:HOI\/'I ACATCIIbHOCTH, B TOM 4YHCIIC B
HayYHBIX UCCIICIOBAaHHH B pabote HaJl MEXX TUCIIUTLTHHAPHBIMH u
npohecCHOHABLHOM WHHOBALMOHHBIMU IPOEKTAMU
NEeSITeIbHOCTH, B TOM 4YHCIE B | YMeeT NPUMEHSITh METOJIOJIOTHIO HAYYHBIX HCCIICAOBAHUMA
pabote HaJ B IPO)eCCHOHATBHOM 1eATEIbHOCTH, B TOM YHCJIE B
MEX T CIIATTHHAPHBIMH u pabote HaJl MEK TUCIIUTLTHHAPHBIMH u
HWHHOBAaITUOHHBIMHU ITPOCKTAMU WHHOBAITMOHHBIMHU ITPOCKTAMU
Buageer | Merogukon u METO0JIOTUEN Hay4YHBIX
HCCIIEIOBAHU I B npodecCHOHAIBHON
ACATCIIbHOCTH, B TOM 4YHCIC B pa60Te Hazg
MCKIAUCHUITTIMHAPHBIMU n MHHOBAaIIMOHHBIMU
IPOCKTaMHU
(OIIK-10) CIIOCOOHOCTh K | 3Haer COBpPEMEHHBIC  SI3BIKM  MPOTPAaMMHPOBAaHUS U
CaMOCTOSITEILHOMY TTOCTPOSHUIO POTrPaMMHBIC KOMILICKCHI
QITOPUTMA, TIPOBEIEHHUIO  €ro | YMmeer CTPOHTH AJITOPUTMBI
aHally3za W pcalim3alun B | Bnageer | cmoCOOHOCTBIO K CaMOCTOSITENIEHOMY TMOCTPOCHHIO
COBPEMEHHBIX IPOTPaMMHBIX QITOPUTMA,  TIPOBEICHUIO  €r0  aHajiW3a W
KOMILIEKCaX peamu3auMd B COBPEMEHHBIX  IPOrpaMMHBIX
KOMILJIEKCaxX
KonTpoasb nocTu:xenus mesieii Kypca
No | KonTponupyembl Konp! u aTans! hopMupoBaHus Ol11eHOYHBIE CPE/ICTBA
1/ € pa3aensl / KOMITETEHLIU I TEeKYIIUI MIPOMEXKYTOY
TEMBbI KOHTPOJIb Has
JTACIUTUIMHBI arrecTanus
1 | Pazmen I OIIK-4 3HAeT cobecemosa | 1-7
BBenenune B OIIK-10 HHUE (Oy—l)
KpI/IHTOFpa(bI/IIO yMeeT KOJUIOKBHY 1-7
M (OVY-2)
BJIAJICET KOHCIIEKT 1-7
(ITP-7)
Pasen I1. 3HaeT cobecenoBa | 8-10
OCHOBHbBIE ne (OY-1)
> | xacens OIIK-4 yMeeT kouokBuy | 8-10
OIIK-10 M (OVY-2)
m(poB U UX
r BJIaJIEET KOHCIEKT &-10
CBOMCTBA (TTP-7)
3 Paznen II1. OIIK-4 3HAeT cobecenosa | 11-19
Hanexuocts OIIK-10 HUE (Oy-l)
mndpos yMEET kouiokBuy | 11-19




M (OY-2)
BJIAJIEET KOHCIIEKT 11-19
(TTP-7)
Paznen VI 3HAET cobecemoBa | 20-25
MeTtoan! Hue (OVY-1)
MaTeMaTHYECKO yMEeT KoJulokBUYy | 20-25
il cTaTUCTHUKH, M (OV-2)
TEOPUH BJIaICeT KOHCITEKT 20-25
(ITP-7)
6YJICBBI)E OLIK-A
(pynKumi 1 OITK-10
TEOpHUH
JTAHEWHBIX
PEKYPPEHTHBIX
rocJieioBaTesb
HOCTEU B
KpunTorpaduu
3HaeT cobecemoBa
Pasnen V mue (OY-1)
Cop CMCP‘IHLIC OIIK-4 yMeer KOJUTOKBHY
p OITK-10 M (0Y-2)
CHUCTEMBI
BJIAJIEET KOHCIIEKT
(TTP-7)
3HAeT cobecemoBa
Paznen VI rue (OY-1)
O61e ' OINK-4 yMmeeT KOJUTOKBUY
= OTIK-10 v (0Y-2)
BOIIPOCHI
BJIAJIEET KOHCIIEKT
(TTP-7)

IIkana oueHUBaHUA YPOBHA C(POPMHUPOBAHHOCTH KOMIIETEHIIHIT

Koa n Irtanbl HOpMUPOBAHUSA KpHUTEPUH MoKAa3aTe/u

¢dopmysupoBKa | KOMIIETEeHIMH

KOMIIETEeHIIMH

(OIIK-4) IMOJTHOTA U | U3J0KCHUE

CHOCO6HOCTB CUCTCMHOCTH HOJ'Iy‘ICHHBIX

IIPUMEHATH 3HAHUU 3HaHUU IOJIHOE,

MCTOAOJIOIHIO B COOTBETCTBUH

E;a:z;:;g;wnﬁ 3HaeT METO/I0JIOTHIO ¢ Tp6€60faHH’IMH

s Hay4YHBIX yHeoHoHn
HCCJIEIOBAHNUM B [IPOrpaMMBbIL;

npodeccronan

CHO Hlv)oq)GCCI/IOHaJILH OHINOKH

UY.
NESITCIIBHOCTH, B
TOM YHUCJIC B
pabote Haj




PHBIMH U OTCYTCTBYIOT
VHHOBAllMOHHBIM WIH
Y IPOEKTAMU HECYIIECTBCHHBI
, OoOydaromuics
crocobeH
CaMOCTOSATEIHHO
VICTIPABHTb.
CTENEHb oOyuaromuiics
HpHMEHATH CaMOCTOATENb | CIOCOOEH
METOJIOOTHIO HOCTH cBOOOTHO
HAYTHBIX BI)IIIOJ'IHeHI/IH CTPOHTH MOJICITH
MCCIeoBaHuil B | ACHCTBH IPOCTBIX
npodeccuonanpy | (YMEHHA); He(opManu3yem
ol OCO3HAHHOCT | BIX 33734
JesTenpHOCTH, | Y MEET NEeATEIbHOCTH, B | b  JAEHCTBHS | CAMOCTOATEIBHO
B TOM YHCJIE B TOM YHCIIE B (ymeHus). ;
paboTe Haz paboTte Haj CBOOOTHO
MEXK TUCITUILITA MEXINUCHUILIINHA OTBEYAET HA
HapHBIMU U PHBIMH 1 BOIIPOCHI,
MHHOBAITMOHH MHHOBAHOHHBIM KacaroIrecs
BIMHU 1 TPOCKTaMH BBINOJTHAEMBIX
HIPOCKTaMH JIEHCTBUM.
CTETICHb oOyyaronmiics
METOJINKOU U YMEHHS crioco0eH
METOI0JIOTHEN oTOUpaTh ¥ | CAMOCTOSTEIIBHO
HaydHBIX UHTETPUPOBA | CO3JATh
MCCIIEIOBAHUH B | 1, BBIUMCIIUTENBHY
Hg’oq’eCCHOHam’H UMeroImecss |10 CeTb IS
on 3HAHUS U | peIIeHHs
Brnaneer | gedarenbHOCTH, B
oM THCITe B HaBBIKH PUKIIATHBIX
paBore Ha UCXOAS M3 | MHKCHEPHBIX
MESK THCLUILTIHA IEOCTaBHeHHO 3ajad.
PHBIMHU U = zeim,
WHHOBAIIMOHHEIM | TPOBOAUTD
¥ IPOCKTaMH CaMOaHaJIN3
CaMOOIICHKY.
(OTIK-10) MOJTHOTA U | U3JIOKEHUE
CIIOCOOHOCTBIO CHCTEMHOCTb | TIOJTy4EHHBIX
K 3HaHUU 3HAHUN TOJIHOE,
CaMOCTOSITEIIbH | 3HAET COBPEMEHHBIEC B COOTBETCTBUH
oMy A3BIKU ¢ TpeOOBaHUSIMU
ITOCTPOCHUIO MpOrpaMMHUPOBaH y4eOHOH
vs v
IIPOrpaMMHbIE

KOMIIJICKCHI




anropuTMa,
IIPOBEICHHIO
€ro aHaJIn3a u
peanu3anuu B
COBPEMEHHBIX
IPOrpaMMHBIX
KOMILJIEKCAX

IIPOrpaMMBlI;

OIIMOKHU
OTCYTCTBYIOT
WIN
HECYIIECTBEHHBI
, oOydaronuics
crocoOeH
CaMOCTOSITEIHLHO
UCIIPaBUTh.
CTENEHb oOy4aromuiics
CaMOCTOSITENh | CIIOCOOEH
HOCTH CBOOOTHO
BBITIOJTHEHUSI | CTPOUTH MOJICIN
JEeHCTBHS MPOCTHIX
(ymeHus); HepopMaTuzyem
CTPOUTH OCO3HAHHOCT | bIX 3aJaa4
Ymeer b  JEUCTBUA | CAMOCTOSTEIHHO
aJrOPUTMBI R :
CBOOOTHO
OTBEYAET Ha
BOTIPOCHI,
Kacaroluecs
BBITIOJTHSIEMBIX
JICVCTBUH.
CIIOCOOHOCTBIO K | CTEIIEHb 00ydJaromumcs
CAMOCTOSITENBHO | oo A cniocoden
oTOUpaTh U | CAMOCTOSTEIILHO
My HOOCTPOCHHUIO | yHTerpupoBa | CO31aTh
ANropuT™a, Th BBIYHUCITUTEIIbHY
AMCIOIIMEC | 10  CeThb  JUIA
Bruageer TIPOBCACHUIO €TI0 | 5pahus U | pelIeHus
aHaJIM3a 1 | HaBBIKH MIPHUKJTATHBIX
HCXOS W3 | MH)KEHEPHBIX
peanuzauuu B
MOCTaBJIEHHO | 3aj1ad.
COBPEMEHHBIX i ey,
IPOrpaMMHBIX IIpOBOAUTD
camMOaHau3 u
KOMILIEKCax

CaMOOIICHKY.




KoHTpoJb 1ocTHKEHHS LeIeld Kypca

Ne | KonTponupyemst Konp! 1 aTans! popmupoBanus OneHouHbIe cpeacTBa
/o € pa3zensi / KOMIIETEHIIU I TEeKYIIUH | MPOMEXYTOU
TEMBI KOHTPOJIb Has
JUCTIUTUTAHBI aTTecTanus
1 | Pa3nen I OIIK-4 3HAeT 1-7
BBeneHue B IIpakTryeck
Kpunrorpagputo 0¢ 3anaHuc
purrorpad -7
yMeeT [IpakTuueck | 1-7
0€ 3a/1aHue
(ITP-7)
BJIaJIEET [IpakTuueck | 1-7
0€ 3a/1aHHe
(ITP-7)
3HaET [IpakTuueck | 8-10
0€ 3a/1aHue
Paznen II. (ITP-7)
OcHOBHBbIE yMeeT IIpakTnyeck | 8-10
2 | KJ1accChl OIIK-4 o€ 3aJaHue
mQpoB U UX (ITP-7)
CBOMCTBA BIIAJICET [TpakTuueck | 8-10
0€ 3a/1aHHe
(ITP-7)
3HAET [TpakTuueck | 11-19
0€ 3a/1aHue
(ITP-7)
Paznen I11. yMeeT [Npaktuueck | 11-19
3 | Hage:xxHOCTB OIIK-4 o€ 3aJaHne
mu@poB (ITP-7)
BJIAZIEET [TpakTuueck | 11-19
0€ 3a/1aHHe
(ITP-7)
Paznen VI. 3HaeT [TpakTuueck | 20-25
MeTtoan! o€ 3aJaHue
MaTeMaTHYECKO (IIP-7)
i CTATHCTHKH, yMeeT ITpaxtnueck | 20-25
TeopH oo pue
4 g)};;?;;; - OIIK-10 BJIaJIEET [IpakTuueck | 20-25
TeopHH o€ 3a/1aHHe
N (ITP-7)
JINHEUHBIX
PEKYPPEHTHBIX
I10CJIE€I0BATEND
HOCTEH B




KpunTorpaduu

3HACT HpaKTH‘ICCK
0O€ 3a1aHHUC
(TTP-7)

Paznen V. yMeeT [pakTHueck
5 | CoBpemenHnbie | OIK-10 o€ 3a/1aHue
CUCTEMBI (ITP-7)

BJIAACCT HpaKTH‘ICCK
0O€ 3a1aHHUC
(TTP-7)

3HACT HpaKTH‘ICCK
0O€ 3aJ1aHHUC
(TTP-7)

Paznen VI yMeeT [pakTHueck
6 | OOmme OIIK-10 oe 3a/1aHue
BOIIPOCEHI (ITP-7)

BJIAACCT HpaKTH‘ICCK
0O€ 3a1aHHUC
(TTP-7)

MeToanuyeckue peKoMeHAAluu, ONpee/siionue Npoueaypbl OlleHUBAHUSA

pe3yJabTATOB OCBOCHUS JUCHUILTHHBI

B 7 cemectpe 5K3aMeH BBICTABIISIETCS HA OCHOBAHWM CJIa4M BCEX CaMOCTOSITEITBHBIX
padoT U ciauM IK3aMEHAIMOHHOTO OuJIeTa.

JIns moATOTOBKM K OTBETY Ha dK3aMeHe oOydaronuiics noaydaet 20 muHyT. B
X0JIe TOJTOTOBKM OOYYarOIIUMHCS MOKET COCTaBJISITh JIFOOBbIE 3aIlliCH, OJIHAKO
OLICHUBAETCS MPEK/IE BCETO YCTHBIN, & HE MUCHbMEHHBIN OTBET.

[Tpu ompeneneHuu OIEHKH OTBETa OOYYAIOMIErocs Kak Ha 9K3aMEHE, TaK U Ha
MPAKTUYECKOM 3aHSITUU YUUTHIBAIOTCS:

- COOJII0JICHUE HOPM JIUTEPATYPHOU peun;

- OJIHOTA U COAEPKATEIbHOCTh OTBETA;

- YMEHUE IPUBECTHU IPUMEPHI;

- YMEHHE TMOJIb30BaThCS JOMOJHUTEIBHON JMUTEPATypOl MpH MOJATOTOBKE K
3aHSTHSM;

- COOTBETCTBHE MIPE/ICTABIICHHON B OTBETaX MH(POPMAIIMKA MaTepHaiaM JICKITHI
¥ y4eOHOW JUTEpaTyphl, aKTyalbHBIM CBEICHUSIM W3 MH(GOPMAIMOHHBIX PECYPCOB
HNuTtepHer.

Jnsg  monydeHus «3auT€HO» OTBET CTYJEHTa [IOJDKEH COOTBETCTBOBATH
CICAYIOIIUM MHUHUMAJIbHBIM TpeOOBaHMSAM: TIOJHBIM OTBET HA 1 BOIpOC WU
YAaCTUYHBIM OTBET Ha 2 BOINPOCA; AOMYCKAIOTCS HAPYIICHUS B IMOCIEI0BATEILHOCTH
U3JIOKEHUSI; JIEMOHCTPUPYIOTCS. TOBEPXHOCTHBIE 3HAHHUS BOIPOCA; HMEIOTCS
3aTPyJHEHHUS C BBIBOJAAMU; IOMYCKAIOTCA HAPYLIEHUSI HOPM JIMTEPATypPHOU peyn.




O1eHKa «He 3a4YTEeHO» BBICTABISIETCS B Cllyyae, €CiM: OOydaroImuiics He
OTBETWJI IIOJHO HM HA OJMH BOIPOC; MaTepuaji M3J1araerTcs HEMOCIeI0BaTeNIbHO,
COMBUMBO, HE IMPEACTABISAET ONPEICICHHON CUCTEMBl 3HAHMM IO AHUCUUIUIMHE;
UMEIOTCS 3aMETHBIE HAapYIIEHHUsI HOPM JIMTEpaTypHOU peun.

OueHoYHbIE CPEACTBA AJIS POMEKYTOYHOM aTTeCTAUMHU
Cnmcok BOIIPOCOB HA IK3aMeEH

1. UcTopus pa3BuTus Kpunrorpapuu

2. OCHOBHBIE MTOHATHS

3. Mopenn mmdpoB U OTKPHITHIX TeKCTOB. Kputepum pacrnozHaBaHus
OTKPBITBIX TEKCTOB

4. Hudpst 3amenbl. O6001IeHHAS MOACHb. ANTOpUTM SIKOOCOHA.

5. udps! nepecTaHOBKUA U METOJIbI UX BCKPBITHSI.

6. luckoBbie muQpHI.

7. Wludper rammupoBanus. B03MOXHOCTH BOCCTAHOBJICHHUS BEpPOSTHOCTH

3HAKOB IraMMbl. BoccTaHOBIEHUE TEKCTOB IPH HEPABHOBEPOSITHOM raMMe.

8. IloBTOpHOE WHCHONB30BaHME TramMMmbl. lMcmonb30BaHME HEUCHPABHOCTU B

peanu3ainuu mudpa BepHnama.

9. Kpunroananu3 mudpa Bmwkenepa. Omubka mmdpoBaibimka (IIPomycK

y4acTKa OTKPBITOTO TEKCTA).

10. Outponus. M30biTouHocts. dopmyna HeompeneneHHOCTH MmHUdpa o

Kirouy. Teopema o unciie TOKHBIX KIro4yel. PaccTosHne e AMHCTBEHHOCTH

11. Croiikocts mmudpoB. Buasl kpunroatak. CoBepuieHHbIH wmUP.

YTBepxaeHue o copepuieHHOM muppe. Teopema IllenHoHa 0 coBepiieHHOM

mdpe. [Ipumepsl coBepiieHHbIX MK PoB. [IpakTHueckas CTOUKOCTb.

12. UmurtocToiikocTs. CoBEpIIEHHAs! UMUTOCTOMKOCTh. [[OMEX0YCTOMYMBOCTD.

[[ndpsl, HE pacpocTpaHsAIONIUE UCKaXKEHUH, n3oMeTpun. Teopema MapkoBa

13. Cratuctuka B kpunrorpadpumu.

14. TecTsl Ha ciTy4aifHOCTh OUTOBOM MOCIIEAOBATEIHLHOCTH.



15. Cetu ®eiicrens. Cxema mmdposanus DES. 3DES, DESX. 4 ocHOBHBIX
pexxuma 0JI0YHOTO MK POBAHHUSL.

16. Cxema mmdpoBanust 'OCT — 28147-89. Paznuuusa mexny DES u 'OCT.
17. udp AES.

18. Ilonstue OyneBori (yHkiuu. Bumsl npencraBieHuit OyseBoW (yHKIIHH
(CAH®, CKH®, muorowieH JXerajakuHa, MHOTOYIEH C JIEMCTBUTEIbHBIMU
koduruentamu, psa Oypee).

19. IloHATHE CTATHCTUYECKOTO aHAJIOra M CTAaTUCTUYECKOW CTPYKTYpBI
nBonvyHOW (QyHKImMHA. OnpeneneHrne CTaTUCTUYECKOW CTPYKTYPhl METOIOM
obicTporo npeodpazoBanusi Oypobe. JIMHEHHBIN KpUNITOAHAN3.

20. TIlonsitue BepoATHOCTHOM  (QyHKUMH. K-BhIpaBHUBaromas W k-
paBHOBeposiTHas ABonuHast PpyHkIws. [loHsITHE COBEpPIIIEHHON HETMHEWHOCTH.
21. Onpenenenne JIPII. Ilondatue reHeparopa ¥ MUHMMAJIbHOTO MHOTIOYJICHA
JIPII. ®opMyna  BBIYMCIECHHUS  MHHHAMAJIBHOIO  MHOTOWIEHAa  4Y€pe3
XapaKTepUCTUYECKN MHOTOWIEH U reneparop JIPIL.

22. JlnuHa noaxoaa v NeEpUO/ MOCAEA0BATEIbHOCTA U MHOTOUWIEHA HAJl TTOJIEM.
Kpurtepuii nOpUMHUTUBHOCTM HENPUBOAMMOIO MHOrowieHa. Teopema o
cayyarhHocTh K-rpamM B JIPIT MakcumanbsHOTO iepuoia

23. CHHXpPOHHBIE CHUCTEMBI U CHUCTEMBI C CaMOCHHXpoHu3auuen. [IpuHIunbI
MOCTPOCHUS TOTOYHBIX CHCTEM. YIPAaBISIOMMA U MHPPYOUIHA OJI0KH.
JIMHEWHbIA KOHTIPYIHTHBIM TreHepatop. [ eHepaTtopsl ¢ HENOJIMHOMHUAIBHOU
3aBucuMocThio. JIPC. TpeGoBanus K ynpasisionieMy OJ0Ky U MHPPYOIIEeMy
0JI0KY.

24. Cxema mmdpcucrembl AS. ludpcucrema I'mbpdopna. dunbrpyromme
rerepaTopsl. KomOuHMpYyIOIIKe reHepaTophbl

25. Komnosumua JIPC. CxemMbl ¢ JIWHAMHUYECKMM W3MEHEHHEM 3aKoHa

pexypcuu. ['eneparopel Makiiapena-Mapcanbs

OueHouHbIe CpeCTBA ISl TEKYLIEd aTTecTAlNU



B kauecTBe OLICHOYHBIX CPEACTB Ul TEKYILIEH aTTECTalMU NMPUMEHSIOTCS KOHCIIEKT
(ITP-7).

KoHcnekT sBisieTcs nokasateneM cHOpMHUPOBAHHOCTH KOMIIETEHLIMU Ha IOPOTOBOM
ypoBHE. TeMbl KOHCIIEKTOB COOTBETCTBYIOT TEMaM TEOPETUYECKOM 4YacTH Kypca U3
Paznena II PIIY/l. Kpurepun ouneHkr no JaHHOMY BHMAY OLIEHOYHBIX CPEICTB
IpEeCTaBIECHbI B TAOIUIIE:

Ounenka Coaep:xxaHue KOHCIIEKTA

OT1nuyHO KOHCIIEKT CcOAepKUT BCE MOHATHUS, TEPMUHBI, TTOJOKEHUS,
W3YYCHHBIC HA JISKIINH W/WJIH C UCTIOJIh30BaHUEM OCHOBHBIX
MCTOYHUKOB JIMTEPATYPhI, & TAKKE COJNECPKUT CBEICHUS U3
JIOTIOJIHUTEJIbHBIX UICTOYHHUKOB.

XOpOIIIO KoHncnekr COACPIKUT BCC IMOHATHA, TCPMHHBI, ITOJIOKCHUS,
N3Y4YCHHBIC HA JICKIITUHN W/MJIU C UCIOJIL30BAHUEM OCHOBHBIX
HNCTOYHHKOB JIMTCPATYPHI.

VYnosnerBoputenbHo | KoHcmekT  comep uT  0a30Bble  MOHSTHS, TEPMHUHBI,
MI0JIO’KEHUS1, U3yUYEHHBIE Ha JIEKIUH.

HeynosnerBoputenbHO | KOHCIIEKT HE COAEPAKUT OCHOBHBIX MOHSITUM, TEPMHHOB,
MOJIOKEHUN O JaHHOU TEME.




