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ABSTRACT

Specialist’s degree in /0.05.01 Computer Security

Specialization “Mathematical Methods for Information Security”

Course title: Organizational and legal support of information security

Basic part of Block 1, 4 credits

Instructor: Smirnov M.E.

At the beginning of the course a student should be able to:

* ability to communicate in oral and written forms in Russian and foreign
languages for solving problems of interpersonal and intercultural interaction,
including in the sphere of professional activity (GC-7);

« the ability to understand the importance of information in the development of
modern society, to apply the achievements of information technology to search and
process information on the profile of activities in global computer networks, library
collections and other sources of information (OPK-3).

Learning outcomes:

e (OK-4) the ability to use the basics of legal knowledge in various fields of
activity

e (OPK-5) the ability to use regulatory legal documents in their professional
activities

e (PC-16) the ability to develop projects of regulatory and methodological
materials governing the work to ensure the information security of computer systems

Course description: The course of the discipline’s lectures is based on a step-
by-step narration from the basic concepts and terms of the discipline, legal provision
of information security, and organizational security of information security.

Main course literature:

1. KapmaHnoBckuii, H.c. OpraHu3allMOHHO-NPABOBOE M METOAUYECKOE
oOecrnieuenne MHGOPMAIMOHHON O€30MaCHOCTH [3IEKTPOHHBIN pecypc]| : yueOHoe
noco6ue / H.c. KapmanoBckuii, 0.B. Muxaitnudyenko, c¢.B. CaBKOB. — 3JeKTpoH. [laH.

— caHkT-metepOypr : Huy wutmo, 2013. — 148 c¢. — pexum gocryna:
https://e.lanbook.com/book/43579#book name
2. AKurymua, T.II. OpraHu3zanquoHHOE W NIPaBOBOE  OOECHEUYEHHE

nH(popMarmoHHOM 6e30macHOCTH [DJIeKTPOHHBIN pecypc] : yueoHoe nocodue / I'.I1.
Kurynun. — DnektpoH. gaH. — Cankrt-Iletepoypr : HUY UTMO, 2014. — 173 c.
— Pexxum noctyna: https://e.lanbook.com/book/70952

3. [Taneruas  B.®. WudopManmroHHass 0€30MaCHOCTh KOMITBIOTEPHBIX

cucteM u cereit: YueoHoe mocodue / B.®. lllanprun. - M.: Ul ®OPYM: NHDPA-
M, 2012. - 416 c. — Pexum noctyna: http://znanium.com/catalog/product/335362

Form of final control: exam.



AHHOTaUMs K pado4eil mporpaMMe TUCHUIINHBI
«OpranuzanmoHHOe U MPaBOBOe o0ecnevyeHne HHPOPMAIUOHHOM
0e30macHOCTH»

Pabouast mporpamma ydeOHOU aucuumuinHbl «OpraHU3alMOHHOE W MPABOBOE
obecnieyenne uWHPOpMaIIMOHHOW O€30MacHOCTH» pa3paboTaHa [Jisi CTYACHTOB,
obyuaromuxcss 1no cneruaibHoctd  10.05.01 KowmmnbrotepHas 06e30mMacHOCT,
crenuanm3amus «MaTeMaTH4ecKue MEeTOMAbl 3aluThl WH(pOpMAIMW» W BXOAUT B
cocTtaB 0a30BBIX IUCHMIUIMH yuyeOHOro miana ¢ kojgom b1.5.11.02.

OOmrast TPyAOEMKOCTh JUCHHUIUIMHBI «OpraHu3aliliOHHOE W TMPABOBOE
obecrieuenre MHGOPMAIIMOHHON 0€30MMaCHOCTHY» COCTABIISET 4 3a4E€THBIX SIUHUIIBI —
144 akanemuueckux yaca. Cpeay HUX Ha JIEKIMU BBIJEIECHO 36 4acoB, MPAKTUUYECKHUE
3aHATHS 36 9acoB, HA CAMOCTOATEIbHYIO paboTy 35 yaca, B TOM 4ucie 35 4acoB Ha
MOATOTOBKY K AK3aMeHy. [ucuuruirHa peanusyercs Ha 3 Kypce B 5 cemectpe. Popma
KOHTPOJIS TIO TUCITUTIIMHE — DK3aMeEH.

Kypc «OpranuzanmonHoe u mpaBoBoe obOecnedeHne WHHOPMAITMOHHON
0€30MacHOCTW» HE TMpearojaraeT HUKAKOW MpeABAPUTEILHON  CICIHATIBHOM
ITOITOTOBKH.

Kypc nexkuuii AUCHUIUIMHBI TOCTPOEH Ha IONIAarOBOM ITOBECTBOBAHHHM OT
OCHOBHBIX TIOHATHM M TEPMHUHOB JUCHUIUIMHBI, TPABOBOM 0OO€CIICUCHUU
uHPOPMAIIMOHHOM  O€30MacHOCTH, K  OPraHU3alMOHHOMY  OOECIEYEHHUIO
nH(pOpMaITMOHHOM 6€30MTaCHOCTH.

Heab Kypca - packpbiTh OCHOBBI MPABOBOIO0 PETYJIMPOBAHHUS OTHOILICHU B
nH(OpMAITMOHHON c(hepe, KOHCTUTYIIMOHHBIC TAPAHTUHN TIPAB TPAKAH HA TOJIyICHHE
uHpopMalMu M MEXaHU3M HX pealu3alld, TOHATHS U BUIbBI 3alIUIIIAeMOMN
uHOpMaIIUK 110 3aKOHOAATENbCTBY PD, cuctemMy 3allUThl TOCY1apCTBEHHON TalHBI,
OCHOBBI TIPaBOBOI'0 PETYJIMPOBAHUS OTHOIIEHWH B 00JIACTM HWHTEUICKTYalbHOMN
COOCTBEHHOCTH M CIIOCOOBI 3aIlIMTHI dTOH COOCTBEHHOCTH, a TAK)KE ITOHATHE U BHUIIBI
KOMITBIOTEPHBIX TpecTymieHnid. OH Mpu3BaH COACUCTBOBATH (PYHIaMEHTAU3AINH
00pa3oBaHusl, YKPEIJICHUIO MPABOCO3HAHUS W PAa3BUTHI0 CUCTEMHOI'O MBIIUICHUS

CTY/ICHTOB.



OcHoBHBIE 321a4H Kypca:
dbopMHpoOBaTh TMPEACTABICHUS 00 OCHOBaX OPraHU3allMOHHOTO W IPABOBOTO
obecnieueHrss UHGOPMAITMOHHON OE30MTaCHOCTH;
dbopMHpOBaTh MPEJICTABIEHUS O COJIEPKAHUU OCHOBHBIX HOPMATHMBHBIX IMPABOBBIX
aKTOB B oOmactu obecreueHuss WHOOPMAITMOHHONW OE€30TacHOCTH UM HOPMATHUBHBIX
Metoaudeckux JokyMeHToB ®CBb Poccun u ®CTIK Poccum B obnacty 3amuTthbl
uHpopmaruu;
dbopMHpOBaTh 3HAHWS TMPABOBBIX OCHOB OPTaHM3AIMU 3alIUTHI TOCYIAPCTBEHHOU
TallHbl 1 KOHPUACHIIMATBHONU HH(DOpMAIUK;
dbopMHpOBaTH 3HAHUS O 3a/1a4aX OPraHOB 3AIIUTHI TOCYAAPCTBEHHOW TalHbBI U CITYKO
3aIUThl HHPOPMAIUA HA TIPEANPUITHSIX;
dbopMHpoBaTh 3HAHWS, YMEHHS W HABBIKM OpPraHW3alud PabOTHl M HOPMATHUBHBIX
MPaBOBBIX AKTOB M CTAHIAPTOB MO JIMLIEH3UPOBAHUIO ACSATENBHOCTH B OO0JIACTH
obecrieueHrss  3alIUThl  TOCYJAPCTBEHHOW  TallHBI, TEXHUYECKOM  3allUTHI
KoH(HUIeHIMATEHON WHGOPMAITUU, TI0 aTTeCTAllud OOBEKTOB WH(OPMATH3ANNHA H
cepTU(UKALIMK CPEJCTB 3aIUTH HHPOPMALIUH.

Jlnst  ycnmemrHOTO W3ydeHWs] AUCIUIUINHBL «OpraHu3alliOHHOE W IMPaBOBOE
obecnieyeHne WHQPOPMAIIMOHHOW 0€30MacHOCTH» Yy OOYyYaromMXcsl JIOHKHBI OBITh
c(hOopMHUPOBAHBI CIIEYIOUIUE TPEIBAPUTETbHBIE KOMIIETECHIUU:

CIOCOOHOCTh K KOMMYHHKAIIMM B YCTHOW M THCBMEHHOW (opMax Ha PYyCCKOM H
WHOCTPAHHOM $I3bIKax ISl PELIEHUs 3a/lad MEXJIMYHOCTHOTO M MEXKYJIbTYPHOTO
B3aMMO/ICHCTBUS, B TOM yucie B chepe npodeccuonanbHoit aesteabHoctu (OK-7);
CIIOCOOHOCTh TMOHWMATh 3HaueHWe WHHOPMAMK B PA3BUTHH COBPEMEHHOTO
00111eCcTBa, MPUMEHATh JOCTHXKEHHSI MH(GOPMAIIMOHHBIX TEXHOJIOTHH JJid MOUCKa U
00paboTku nHPOpMAIMK 10 MPOPUITIO AEATETLHOCTU B II100ATbHBIX KOMIIBIOTEPHBIX
ceTsx, OnbnuoTeyHsix (oHAaX U MHBIX ncTouHnKax nHpopmanuu (OI1K-3).

B pesynbrare u3zydeHus JaHHOW TUCHUIUIMHBI Y OOydarommxcs (GOpMHUPYIOTCS
cienyromuye OOIIEKyIbTYpHBIE, oOmmenpodeccuonanbable U TpodeccHoHaTbHBIC

KOMIETEHIIUU (3JIEMEHTHI KOMIIETEHIUI):



Koxa u popmynupoBka

Jdranbl GOPMUPOBAHUS KOMIIETEHIIUU

KOMIMeTeHIUH
OCHOBHBIC  JCUCTBYIOIIUME  TOCYIapCTBEHHbIE U
3Haer MEXIYHapOAHbIE 3aKOHBI W HOPMATHUBHO-TIPABOBHIC
(OK-4) CIOCOOHOCTh
aKTBI
UCIIOJIb30BAaTh  OCHOBBI
. pa3pabarbIBaTh JIOKaJIbHbIE U 00BEKTOBBIC
IpaBOBbBIX 3HAaHMH B | YMmeeT
HOPMAaTUBHO-TIPABOBBIE JJOKYMEHTHI
Ppa3IUYHbIX cdepax
HaBbIKAMHU CHUCTEMATH3aIlMM M BBIOOpa HEOOXOIUMOA
JEeSITEIIbBHOCTH cuete 3an Gopa HeobxoauMO
Bnaneer HOPMAaTUBHO-ITPABOBOM uHpopmarun COTJIACHO
MIOCTaBJIEHHBIM 3a/la4aM
paloHaJIbHbIE PELIEHUS MO YPOBHIO 3allUIIEHHOCTH
3Haer KOMITBIOTEPHOW  CHCTEMBI C  y4eTOM  3a/JIaHHBIX
(OIIK-5) cmocoOGHOCTH .
TpeboBaHuU
HCIIOJIb30BATh
BEIOMpATh palOHANbHBIE PEIICHUS 1O YPOBHIO
HOPMAaTUBHBIC TIPABOBHIC
_ | Ymeer 3AIUIIEHHOCTH KOMIIBIOTEPHOM CHCTEMBI C Y4E€TOM
TOKYMEHThl B  CBOeEll
. 3a/IaHHBIX TPEOOBaHUMA
npodecCHOHAIbHON
ESTENBHOCTH HaBbIKAMH OOOCHOBaHHS M BBIOOpa PAIMOHAIBLHOTO
Bnaneer pELICHHsS] MO YPOBHIO 3AIMIIEHHOCTH KOMITBIOTEPHOU
CUCTEMBI C YYETOM 3aJaHHBIX TPEOOBaHUN
HOpMaTUBHbIE u METOJINYECKUE MaTepUabl,
pernmaMeHTHpyomue  paboTy 1Mo 00ecredYeHHuIo
3HaeT
(IIK-16)  croco6HOCT nH()OpPMALIMOHHOW  0€30MaCHOCTH  KOMIBIOTEPHBIX
pa3pabarbIBaTh MPOEKTHI CuCTeM
HOPMAaTHUBHBIX u pa3pabaTsiBaTh MIPOEKTHI HOPMAaTUBHBIX "
METOINYECKUX METOJIMYECKUX  MaTepuajoB,  PErIAMEHTUPYIOLINX
YwMmeer
MaTepHaloB, paGory  mo obecrieueHHI0  MH()OPMAIIMOHHON
peraaMeHTHPYIOIINX 0€30MMacCHOCTH KOMITBIOTEPHBIX CHCTEM
paboty no obecneyeruto HaBbIKAMHU pa3pabOTKU TPOCKTOB HOPMATUBHBIX H
HH(OPMALHOHHOH METOJMYECKUX  MaTepuanoB,  PErIaMEHTUPYIOUIUX
GesonacocTn pabory o o0ecreueHnto nH(pOPMaITMOHHOMN
Bnaneert
KOMIBIOTCPHBIX CHCTCM 6C30ITaCHOCTH  KOMITBIOTEPHBIX ~CHCTEM, a TaKkKe

MIOJIOKEHUM, MHCTPYKIUN U APYIMX OPraHU3alUOHHO-

PacopsIAUTEIBHBIX JIOKYMEHTOB B chepe




npodeccHoHABHON eI TEeTPHOCTH

Jnis popmupoBaHUS BBINIEYKAa3aHHBIX KOMIIETEHIIMM B paMKaX JUCIUILIMHBI
«Opranu3aloHHOE U TMPaBOBOE oOecreuyeHrne HHQPOPMAIMOHHON 0e30MacHOCTI
NPUMEHSIOTCSL  CJIEAYIOIME METOJbl AaKTUBHOIO/ WHTEPAKTUBHOIO OOYYEHUS:
MHTEPAaKTUBHbBIC U MPOOJIEMHBIE JEKIUH, JTIEKIUU-AUATIOTH, padoTa B MajbIX TPYIINax,
MeToj 1 00yueHus B mapax. Mcmons3yembie orleHOUHbIe cpeacTBa: KoHcrekT (I1P-7),

cobecenonanue (OY-1), komwiokBuyM (OY-2).

I. CTPYKTYPA U COAEPKAHUE TEOPETUYECKOM YACTH
KYPCA
Pasnean 1. IIpaBoBoe o0ecnieuenue uHopmannonHoii 6esonacHocTu (28 yac.)

Tema 1.0cHOBHBIE MOHATHA M colep:kaHue aucHuILIMHBL '"'IlpaBoBoe

o0ecnieueHne HH(POPMALMOHHOM Oe3omacHocTH "' (2 yac.)
1.1. Ilpeamer, 3agauu U coaepKaHUE Kypca.

1.2. TepmuHonorus Kypca.

1.3. MecTo Kypca cpeau Apyrux JUCHUTIINH.

1.4. CtpykTypa Kypca.

1.5. Meroauka ayIUTOPHOM M CaMOCTOATEIBHON pabOThl CTYJEHTOB MO HU3YYEHUIO

Kypca.

1.6. 3akoHOJATENbHBIE U HOPMATUBHBIE NCTOYHHKHU.
1.7. Hayuynast u yueOHas quTeparypa.

1.8. Ilepuoanyeckue u3gaHusl.



Tema 2. Mecro MH(OPMALMOHHOIO NMPaBa B TEOPHMH IOCyJapcTBa W nmpasa (2

qac.)

2.1. B3aumocBs3b rocy1apcTBa u npasa.

2.2. Knaccuduxanyst HOpMaTHUBHO - IIPABOBBIX aKTOB.

2.3. CTpyKTypa NpaBOOTHOIIECHUH.

2.4. Cucrema mpaBa ¥ MECTO B Hel HH(OPMAIIMOHHOTO TIPaBa.

Tema 3. Undopmanms kak 00beKT NPaBOBOro peryjauposanus (3 4ac.)
3.1. Uadopmanms kak 00HEKT COOCTBEHHOCTH.

3.2. CtpykTypa nHhopMaImoHHON chephl U XapaKTEPUCTHKA €€ DIIEMEHTOB.
3.3. Buasr uadopmanumu.

3.4. ®opmupoBaHre HHGHOPMAITMOHHBIX PECYPCOB U UX KJIacCU(UKALIUAL.

3.5. KOHCTUTYLMOHHBIE TapaHTUU TMpaB Ha HUHOpPMALUI0O U MEXaHHU3M UX

pcain3aluu.

Tema 4. 3akonoaaresnbcTtBo P@ B 001acTy uHpopmanmonHoii 6esonacuoctu (3

qyac.)
4.1. [lonsitue u CTpykTypa HHPOPMAITMOHHOMN O€30MaCHOCTH.
4.2. NudopmarmonHas chepa n nHGOpMAIIMOHHAS Cpea.

4.3. CyObekThl M OOBEKTHl MPABOOTHOIICHWH B o00JacTH HWHGOPMAIMOHHON

0€30MaCHOCTH.

4.4. IlonsiTHe W BUJIBI 3allIUIIIaeMO HHGOPMAIIUU 110 3aKOHOAATENLCTBY PD.



4.5. Otpaciu 3aKOHOJATENbCTBA, PETIAMEHTHPYIOIIUE ACSTENBHOCTh IO 3aLIUTE

uHpopmaruu.

4.6. TlepcnekTuBbl pa3BUTHUS 3aKOHOAATEIbCTBA B 00JIACTH HMH(POPMAIIMOHHOM

0€3011aCHOCTH.
Tema S. IIpaBoBoii pe:KuUM 3aIUMTHI TOCYIAPCTBEHHOI TaiiHbI (3 yac.)
5.1. IlonsATHE MPABOBOTO PEKUMA 3AIUTHI TOCYTAPCTBEHHON TalHBI.

5.2. TocynmapcTBeHHass TailHa Kak OCOOBIM BHJ 3allMIaeMol WH(opMalnuu U ee

XapaKTEepPHbIE TPU3HAKHU.
5.3. PekBU3UTHI HOCUTEINIEH CBEACHUM, COCTABIIAIOIINX TOCYAaPCTBEHHYIO TalHY.

5.4. IlpuHuuMIbl, MEXaHU3M M IPOLEAYypa OTHECEHHs CBEAEHUM K roCydapCTBEHHOU

TailHe, UX 3aCEKPEUMBAHUS U PACCEKPEUNBAHUSI.
5.5. Opransl 3a1UTHI TOCYAAPCTBEHHOW TaHbI U UX KOMIIETEHIIHUS.
5.6. ITopsiaok gomycka u JOCTYIA K TOCYJapCTBEHHOM TailHe.

5.7. Wuple Mepbl 1O OOECMEUYEHUIO COXPAHHOCTH CBEICHMUM, COCTaBIISIONIUX
FOCYJIapCTBEHHYI0 TailHy (peXUM CEKPETHOCTM KaK OCHOBHOW  MOPSIOK

NeATETLHOCTH B chepe 3alUThl TOCYAAPCTBEHHOU TalHBI).

5.8. Ilepedenb u cojpepKaHWE OPraHU3AIMOHHBIX MEp, HAIMpaBICHHBIX HA 3aLIUTY

rOCyJapCTBEHHOW TaWHBbI.
5.9. CucteMa KOHTPOJIS 32 COCTOSHUEM 3aIUThI TOCY1apCTBEHHON TalHBI.

5.10. ¥Opuanueckass OTBETCTBEHHOCTh 3a HApyLIEHUS MPaBOBOTO PEXHMMa 3alUTHI

roCyJ1apCTBEHHOU TaliHbI (YroJIOBHAs, aIMUHUCTPATUBHAS, TUCIIUIUIMHAPHAS ).

Tema 6. OcHOBBI 3aIIUTHI KOHPUAEHINAIBLHOUH MHPopMmanuu (3 yac.)



6.1. Buabl koHbUACHIMATEHOW MH()OpPMALMK: TEPCOHANBHBIE JaHHBIE, CIy)XeOHas
TallHa, KOMMeEp4YecKas TalHa, OaHKOBCKas TailHa, TaWHA CIEICTBHUS W

CYZOIIPOM3BOACTBA, MpodeccuoHaIbHas TailHa.

6.2. IloHsiTHE KOMMEPUYECKOW TalHBI.

6.3. [IpaBoBO€ 0oOecneyeHne 3amuThl KOMMEPUYECKON TallHBbI.
6.4. CBelleHUs COCTAaBISAIOIIME KOMMEPYECKYIO TalHY.

6.5. IlpaBoBble pexUMbl KOH(PHUICHIHATBLHON WHGOPMALMKU: COJAEpKAHHE U

0COOEHHOCTH.

6.6. OcHoBHBIC TpeOOBaHMS, TPEABSBISIEMbIE K  OpPTraHW3AIlUU  3alUTHI

KOH(DHIeHIIMATEHON MHGOPMAITHIH.

6.7. [IpaBoBbIe acneKThl 3alIUThl UHPOPMALIMU, HUPKYIUPYIONIEeH B TeIe(OHHBIX U

APYTUX JIMHUAX U CUCTEMAX CBA3H.

6.8. 3ammra KT nmpu xpanennu u o6padboTke nH(GOpMALMK B aBTOMATHU3UPOBAHHBIX

CHUCTCMaAX.

6.9. IlpaBoBoe perynupoBaHUE  OTHOIICHUH MOPEANpPUATHS C  JAPYTUMHU

NpCANPpUATHAMU, OpTraHU3alUsAMA U I'paXKaAaHaMU 110 3alllUTC KOMMCp‘ICCKOﬁ TalHBI.

Tema 7. [IpaBoBbIe 0CHOBBI UCIOJIb30BAHMS OPraHU3ALMOHHBIX U TEXHUYECKUX

cpeacTB 3amuThI HHGopManuu (2 yac.)

7.1. Knaccudukaiiys METOJIOB U CPEACTB 3alIUThl MHPOpPMAIIMK B pa3IMYHbIX chepax

ACATCIBbHOCTH.

7.2. IIpaBOBbIE OCHOBBI OPTraHU3ALMK U PErYJIUPOBAHUS IEATEIBHOCTH CTPYKTYPHBIX

noApa3eaeHUu MPeapHUsATHsI, 00ECIIeUnBaIOIINX ero 0€30MacHOCTb.



7.3. IlpaBoBoe pEryJUpOBAHHE WCIOJIb30BAHUS TEXHUYECKUX CPEACTB 3alUTHI

uH(pOpMaIU U MPOTUBOACHCTBUS yrpo3aM HH(POPMAIITMOHHOM 0€3011acHOCTH.
Tema 8. JIunensupoBanue u ceprudpuranus B uHGopmanuonHoi cdepe (2 gac.)
8.1. IIpaBoBasi OCHOBa CUCTEMBI JIMLIEH3UPOBAHUS U cepTudukauu B PO.

8.2. Buumpl gesTtenbHOCTH B HMH(pOpMAIMOHHOW  cdepe,  MOIEKAIINE

JUTIEH3UPOBAHUIO.

8.3. JInieH3upoBaHue EATEIBHOCTH MO 3alUTe HH(POPMALIHH.

8.4. OO0BEKTHI JTUIEH3UPOBaHUS B chepe 3aluThl UHPOPMAITUH.

8.5. YUacTHUKHM JIMIIEH3UOHHBIX OTHOIICHHUH B cdepe 3aluThl HHDOpMaIuu.
8.6. Oprassl TULEH3UPOBAHUS U UX TOJTHOMOYHS.

8.7. Ilonsarue cepTudUKaIMKU MO0 POCCUMCKOMY 3aKOHO/IaTEIbCTRY.

8.8. IlpaBoBasi permaMmeHTanusi CEPTHPUKANMMOHHON IEATEIHPHOCTH B 00JacTH

3aIUThl HHPOPMAIIHH.

8.9. Pexxumbl cepTudukammm.

8.10. O06BeKTHI cepTU(GUKATMOHHON NEeATeTLHOCTH (CepTU(hUKAITUN).
8.11. Opransl cepTUPUKAIUNA U UX TTOTHOMOYHSL.

8.12. JluuensupoBaHue u cepTUdUKAMs B  0O0JACTH  MEXKIYHAPOJHOIO

nH(popMaIMOHHOTO OOMEHa.
Tema 9. 3amuTa MHTEJIEKTYAJILHOM COOCTBEHHOCTH (2 4Yac.)
9.1. 3akononarenbcTBO PD 00 MHTEIEKTyaIbHass COOCTBEHHOCTH.

9.2. IloHsiTHE UHTEIIEKTYyaIbHONH COOCTBEHHOCTH.



9.3. O0BEKTHI U CYOBEKTHI aBTOPCKOTO TTpaBa.
9.4. HckirounTeNbHbIE aBTOPCKHUE MPABA.
9.5. CMexHbIE TIpaBa.

9.6. IlpaBoBas oxpana mnporpamm i1 OBM, 06a3 AaHHBIX ©W TOMOJOTHUN

MHTETPaJIbHBIX MUKPOCXEM.
9.7. 3amuTa aBTOPCKUX U CMEKHBIX IPaB.
9.8. OCHOBBI TATEHTHBIX MPABOOTHOLIEHUH.
9.9. Yci0Bus MaTeHTOCIIOCOOHOCTH.

9.10. OOBEKTBI N300pETEHUS, CBSI3aHHBIE C JIEKTPOHHO-BBIYMCIUTENbHON TEXHUKOM

1 MHPOPMAITMOHHBIMHU TEXHOJIOTHUSIMH.

9.11. ABTOpPHBI N300pETEHUH U TATEHTOOOIAIATEIH.
9.12. Mexanu3M naTeHTOBaHUS.

9.13. 3amura npap nateHTo00a1aTENEH U ABTOPOB.

9.14. OcoOEeHHOCTH JOTOBOPHBIX OTHOIIEHMH B 00acTH HHOOPMALUOHHON

0€30I1aCHOCTH.

Tema 10. Cucrema HOpPHAUYECKON OTBETCTBEHHOCTH 32 HApPYUIeHHE HOPM

3ammMThl HHGopManuu (2 yac.)
10.1. Hopmbl OTBETCTBEHHOCTH 3a MpaBOHApYLIEHUsI B HH(POpMaAMOHHOM cepe.

10.2. Buzgbl U yclIOBHsS NPUMEHEHHUs IPABOBBIX HOPM YrOJIOBHOM, IPa)kIaHCKO-
IPaBOBOM, aJMHUHHUCTPATUBHOM M  JHUCUMIUIMHAPDHOM  OTBETCTBEHHOCTH 34

pasriialmicHue 3ammuaeM0ﬁ I/IH(I)OpMaI_II/II/I W HCBBIITOJHCHUE ITPAaBUJI €€ 3allIUTEI.



10.3. IloHsTHE OMEPATHUBHO-PO3BICKHON AEATEIBHOCTH M ONEPATHBHO-PO3BICKHBIX

MEPONPHUATUN IO 3aKOHOAATENILCTBY PD.

10.4. Oprassl, YNOJTHOMOYEHHBIE Ha OCYILIECTBJIEHUE OIEPATUBHO-PO3BICKHOM

ACATCIBbHOCTH.

10.5. Cucrema mpaBOBBIX AaKTOB, PETrYJIUPYIOMIUX TPOBEJECHUE OINEPaTUBHO-

PO3BICKHBIX MEPOTIPUITHH.

10.6. 3amuTa nHbOPMAIIMN OT HETPABOMEPHBIX NEHCTBUI OPTaHOB 3aHUMAFOIIMXCS

ONIEPATUBHO-PO3BICKHON JIEATEIBHOCTBIO.

10.7. 3amwura KomMMepuyecko wuHGOpPMAIMU OT HEMNPABOMEPHBIX JCHCTBUIA

KOHTPOJIUPYIOIIHUX U TPABOOXPAHUTEILHBIX OPTaHOB.

Tema 11. KomnbrorepHbie npaBoHapyiieHus (2 yac.)

11.1. Ilpectymienus B cepe KOMIbIOTEpHON HHPOpMAITIH.

11.2. ITpu3Haku 1 3JIEMEHTBI COCTaBA MPECTYIIICHUS.

11.3. KpuMunanuctuueckas XxapakT€pUCTUKA KOMITbIOTEPHBIX MPECTYIICHUM.
11.4. PaccnenoBanue KOMIbIOTEPHOTO MPECTYILICHUS.

11.5. OcoOGeHHOCTH OCHOBHBIX CIE€ACTBEHHBIX NEHCTBUIA.

11.6. Kpumunanuctuueckue acmeKkThl MpoBeneHus paccienoBanus  Coop

JI0Ka3aTesbCTB.
11.7. DkcnepTu3a npecTymieHui B 001aCTH KOMIBIOTEPHON HHPOPMAIUH.

11.8. TIlpoGnembl cyaeOHOro mpecieqoBaHUs 3a TMpecTyiuieHus B  cdepe

KOMITbIOTEPHON MH(OpMAIUK.



Tema 12. MexayHapoaHoe 3aKOHOAATEIBCTBO B 00J1aCTH 3aIUTHI HH(POPMALMHU

(2 yac.)

12.1. 3aKOHOAATENIBCTBO 3apyOEKHBIX CTpaH B OOJACTH 3alUTHl MHTEIUIEKTYaIbHON

COOCTBEHHOCTH.
12.2. MexayHapoiHble JOTOBOPBI U KOHBEHIIUHU B 00JIACTH 3aIUTHl HHPOPMAIIH.

12.3. 3aKoHOIAaTEILCTBO B 00JIACTH MEXKIYHAPOAHOTO MH(DOPMALIMOHHOTO OOMEHa U

KOMITbIOTEPHBIX MPECTYIUICHH.

12.4. MexayHapoaHblii  MpaBOBOM  OMBIT  obOecreueHus:  0€30MacHOCTU

HErOCYAapCTBEHHBIX 00BEKTOB SKOHOMUKH.

Paznen II. Oprannzannonnoe odecrnedyenue nHGopManuoHHOM Oe3onacHocTH (8
qyac.)
Tema 1. OCo0eHHOCTH OPraHM3ALMOHHO-NIPABOBOI0 O0ecHeYeHUs MPOoIecCoB

CO3/IaHUsI ABTOMATH3UPOBAHHBIX CHCTEM B 3alUIIIEHHOM HcnoHeHuH (3 yac.)
1.1. B cdepe s3xoHOMUKH.

1.2. B oOmerocynapcTBeHHbIX HHGOPMAIMOHHBIX M TEJIEKOMMYHHKAIIMOHHBIX

CUCTEMaX.

1.3. B mpaBoOXpaHHUTEIbHON U Cye0HOM cepax.
1.4. B cdepe BHYyTpEeHHEHN MOTUTUKH.

1.5. B cdhepe BHENTHEH TOTUTUKH.

1.6. B o61acTu HayKu ¥ TEXHUKHU.

1.7. B cdepe nyxOoBHOM KU3ZHHU.

1.8. B cdepe 000poHBL.

1.9. B ycnoBusX upe3BblYaliHbIX CUTYyalUH.



Tema 2. OcHOBHBIE IPaABOBbIE CPEICTBA MPOTHBOACIHCTBHS yrpo3aMm (3 yac.)
2.1. MexnyHapoJlHO€ HOPMAaTUBHOE MTPABOBOE PETYJIUPOBAHUE.

2.2. HanmoHanbHOE MTPaBOBOE HOPMATUBHOE PETYJINPOBAHKE.

2.3. HopMaTUBHO-TEXHUYECKOE PEryJIUpPOBaHHE.

Tema 3. Oco0eHHOCTHM OPraHM3alMOHHO-NIPABOBOIO oO0ecreYeHusl 3alUThI

HH(OPMALMOHHBIX CHCTEM B c(epe CyA0NPOU3BOACTBA (2 yac.)

3.1.  Ocobennoctu ympaBieHuss HWHPOPMAIMOHHONW  3amuTo B cdepe

CyaoIpOnu3BOACTBA.

II. CTPYKTYPA ¥ COJEPKAHUE MPAKTUYECKOM YACTH
KYPCA
IpakTnueckue 3anaTus (36 4ac.)
3ansitue 1. OCHOBBI rOCyIapCTBEHHON MOJUTHKH B 00J1aCTH o0ecredeHus
0e3onmacHocTH HH(popmanuu (6 yac.)

1. O630p HITA.

2. Bzaumopeiicteue HITA pa3nuuHbIX ypOBHEM.

3ansTue 2. O0uMe NpaBoBbie BONPOCHI 3alIMTHI HHGopmanuu (6 yac.)
1. oxtpuna P®D, OCHOBHBIE MTOJIOKEHUS.

2. HaBHa‘{CHI/I}I, OCHOBHBIC ITOJIOKCHHA.

3anatue 3. Kommepueckass Ttaiina. Ilepeyenr HIIA opranusanum mnpu
00padoTKe HH(POPMALMH COCTABJSAIOIIEH KOMMEPYECKYI0 TaiiHy (6 yac.)

1. IloHATHE KOMMEPUYECKOU TAMHBI.

2. Pa3paborka nokansHbix HIIA 11 3amuTel HeMaTepuadbHBIX aKTHUBOB

KOMIIaHHNH.



3ansatue 4. OCHOBBI 3alIMTBI TOCYAApPCTBeHH O TaiiHbl Poccuiickoi
®enepaunu (6 yac.)

1. Ilonsarue rocyaapcTBeHHON TaifHbl PD.\

2. Oco0eHHOCTH BBEACHHMS pPEXKHUMa OXpaHbl TOCYAAPCTBEHHOW TallHBI B

OpraHu3anvu.

3ansaTue S. OCHOBBI 32AIUTHI HHTEJIEKTYaJIb HOM cOOCTBeHHOCTH (6 Yac.)
1. OCHOBBI 3alTUTHI HHTEJUICKTYyaIbHOM COOCTBEHHOCTH.
2. CpaBHEeHHE BO3MOXHOCTEH TO 3allUTe 3aKOHOAATENbCTBA B 00JACTH

KOMMEPUYECKOM TalHbI U TATEHTHOI'O MPaBa.

3ansTue 6. PeriiaMmeHTHI IPOBEPOK KOHTPOJIMPYOIIUMHU Opranamu (6 1ac.)
1. Kontponupyromue opransl Poccuiickoin denepanuu.
2. PermaMmeHTBl MPOBEPOK MPOBOAUMBIX KOHTPOJIUPYHOIIMMU opranamu P® Ha

npuMepe persiaMmenta PockoMHanzopa.



III. YYEBHO-METOJIMYECKOE OBECIIEYUEHUME
CAMOCTOSTEJBHON PABOTHI OBYYAIOIIIUXCSH

YueOHo-MeToAMYeCKOe 00ECIIeYeHUEe CaMOCTOsITEIbHON PaboThl 00YyUYaIOIINXCS
no aucnuriuHe «OpraHu3aliMoOHHOE W MPaBOBOE oOecrieueHne WH(POPMaAIMOHHOMI
Oe3omacHocTH» NpeacTaBieHo B [Ipunoxenun 1 u BKIrO4aeT B ceost:

MJIaH-TpaUK BBITOJHEHUS! CAMOCTOSATENIBHOM paOOThl MO AMCIUILIMHE, B TOM
YHUCJIe MPUMEPHBbIE HOPMBI BDEMEHH Ha BBITIOJIHEHHE 110 KXKOMY 33JI1aHHIO;

XapaKTepUCTHKA 3aJaHui JJII CaMOCTOSITEIbHOM paboOThl OOYyYarOIIMXCS U
METOUYECKUE PEKOMEH IAIUH 110 UX BBITIOTHEHUIO;

TpeOOBaHMS K MPEACTABICHUIO U O(POPMIICHUIO PE3YIbTATOB CaMOCTOATEIHLHOM
paboThI;

KPUTEPUH OLIEHKH BBITTOJIHEHUSI CAMOCTOSITENILHON PaOOTHI.

IV. KOHTPO.Ib JOCTUKEHMUS LEJEA KYPCA

Ne /i KonTponupyewmsie pa3nemnsi / Kopp! 1 stamnst OueHouHbIE CpeACTBa
TEMBI JTUCITUTUINHBI dbopmupoBaHUs TeKyLHii IPOMEXKYTO
KOMIIETEHIH KOHTPOJIb gHas
aTTecranus
1 Pasnen 1. IIpaBoBoe OK-4 3HaeT cobecenoBanne | 1-17
obecrieueHne OIIK-5 (OV-1),
UH(OPMAIMOHHOT IIK-16 yMeeT z(((;Jgj'I(;I)(BI/IyM 1-17
GesonacrocTH BIIAJICET koHcmekt (ITP- | 1-17
7N,
Pazmen II. 3HAeT cobecenoBanue | 18-22
OpranuzaimoHHOe OK-4 (OY-1),
ymeer KOJUIOKBUYM 18-22
obecrieueHne OIIK-5 (OY-2)
7 [K-16 .
UH(OPMAIHOHHOH BJIaJIEET koHcrekT (I1P- 18-22
0€30MacHOCTH 7),

TUnoBbIE KOHTPOJIBHBIC 3a/JaHUsl, METOIAMYECKUE MaTEPUAJIbI, ONPEACIISIOIINE
MpOIEAYPHI OLICHUBAHUS 3HAHWI, YMEHHUI U HAaBBIKOB U (WJIM) OMbITA AESTEIbHOCTH,

a TaKXKXC KpUTCpHUHN H II0Ka3aTCIIH, HCO6XOI[I/IMLIC JJI1 OLICHKHU 3H3HPII>1, YMCHPIﬁ,



HABBIKOB U XapaKTEepU3YyIOIIMe 3Tarbl (OPMUPOBAHMSA KOMIIETEHIMH B IMpoOIEcce

OCBOEHUs1 00pa30BaTeNbHON MPOrpaMMBbl, peAcTaBieHsl B [Ipunoxennn 2.

V.CIIUCOK YYEBHOU JIUTEPATYPbI U UHOOPMAIIMOHHO-
METOANYECKOE OBECIIEYEHHUE JUCHUIIJINHBI

OcHoBHas JuTEparypa
(21eKmpOoHHbIE U NeuamHbvle U30aHUS)
1. KapmaHnoBckuii, H.c. OpraHu3allMOHHO-NPABOBOE M METOAUYECKOE
oOecrnieuenne MHGOPMAIMOHHON O€30MacCHOCTHU [3MEKTPOHHBIN pecypc]| : yueOHoe
nocobue / H.c. KapmanoBckuit, 0.B. MuxaiinndeHko, c¢.B. CaBKOB. — 3JIeKTpoH. [[aH.

— caHKT-eTepOypr : Huy wut™mo, 2013. — 148 c. — pexum jgocryna:
https://e.lanbook.com/book/43579#book name
2. Kurynuu, T.II. OpranuzanlMOHHOE U MpPaBOBOe oOecreUYeHue

nH(popMarmoHHOM 6e30macHOCTH [DIeKTPOHHBIN pecypc] : yueoHoe nocodue / I'.I1.
Kurynun. — Dnektpon. gaH. — Cankrt-Iletepoypr : HUY UTMO, 2014. — 173 c.
— Pexxum noctyna: https://e.lanbook.com/book/70952

3. [Manprue B.®. HWuHpopManmoHHas 0€30MaCHOCTh KOMITBIOTEPHBIX
cucteM u cereil: YuebHoe mocooue / B.®. Hlanprun. - M.: U] ®OPYM: NH®DPA-
M, 2012. - 416 c. — Pexxum moctyma: http://znanium.com/catalog/product/335362

JlonoJiHUTe/ILHAS JINTEPaTypa
(neyamuvle u d1eKMpPOHHbBIE UOAHUS)

1. AnanypoB C.E. HWudopmarmonHnas 0€30MacHOCTh W 3alllUTa
uHoOpMaIMU Ha KeJNEe3HOAOPOKHOM TpaHcroptre: B 2u.U.1: Metononoruss wu
cucrteMa obOecrnieyeHus WH(OpMAMOHHOW O€30MACHOCTH Ha JKEJIE3HOJOPOKHOM
tpancnopte: YueObnuk / AnmanypoB C.E.; Ilox pen. Kopuuenko A.A. - M.:YMI]
KT, 2014. - 440 c. — Pexum noctyna: http://znanium.com/catalog/product/487777

2. KapabyroB, H. H. Iloctpoenne wu aHamu3 WH(POPMAITMOHHOTO
obecrieueHrs B MHPOPMAITMOHHBIX CHCTEMaX Ha BOJHOM TPAHCTIOPTE [ DIEKTPOHHBINA
pecypc] : Yuebnoe nmocobue / H. H. Kapabyros, I1. H. Kapa6yros, M. 1. UBaHoB. —
M. :  Agpraup-MI'ABT, 2013. - 170 e¢. — Pexum pgocryna:
http://znanium.com/catalog/product/476237

3, Bapnaras C.K., llaxanosa M.B. 3amura u o0paboTka KoHGUACHINATbHBIX
JIOKYMEHTOB : yqe6Ho—MeToz[quCKHﬁ KOMIUIEKC JUIs By30B. Bnagusocrok : M3a-Bo

J[annbHEBOCTOUHOTO TEXHUUYECKOT0 YHUBepcuTeTa, 2008. — 179 c. -
http://lib.dvfu.ru:8080/1ib/item?id=chamo:384161&theme=FEFU

Ilepeyenb pecypcoB HH(POPMANMOHHO-TEJICKOMMYHHUKANUOHHOU CeTH
«AHTEpHET»



1. Kpatkuit kypc nexumit OpraHu3allMOHHOE W TMPaBOBOE oOOecredeHue
nH()OpPMAITMOHHONW 0e30macHOCTH [DJIEKTPOHHBIA pecypc]. — DJEKTpOH. AaH. —
Pexum JIOCTyTIA:

https://studme.org/78390/pravo/organizatsionnoe 1 pravovoe obespechenie informa

tsionnoy_bezopasnosti

2. Jlexumst 1: OcHOBBI MH(MOPMAIIMOHHON 0€30MacCHOCTH M 3aIIUTHI HHPOPMAITUN
[OnexkTpoHHBI  pecypc]. — OnekTpoH. nmaH. — Pexum  jgoctyna:

https://sites.google.com/site/anisimovkhv/learning/kripto/lecture/temal

3. Jlexuus 2: Ipunuumns! 3amutel nHGopManuu u metpuku Ub [DnekTpoHHbIi

pecypc]. — OmekTtpon. maH. — Pexxmm poctyna: http://inforsec.ru/technical-

security/is-lections

Ilepeyenb UHGPOPMAUMOHHBIX TEXHOJIOTHI
U IPOTPAMMHOI0 o0ecrneYyeHus

[Ipumopckuii Kpai, I. Bnanusocrok, | "1) IBM SPSS Statistics Premium Campus
®OpyHzeHckuit p-H, Pycckuii Octpos, yn. Askc | Edition. IloctaBumuk 3AO IIpornoctuueckue
n., A 10, kopnyc D, ayn. D 741, YueOnas | pemenus. JJorosop DA-442-15 ot 18.01.16 nor
ayAUTOpHUs 1A MPOBEICHUS 3aHatuil | 5. Cpok geiictBusi  goroopa 30.06.2016.
JEKIIMOHHOTO, MPAaKTHYECKOro M ceMHUHapcKoro | Jlumensus 6eccpodHo.

TWMa,  TrpynnmoBbix ®u  wuHABHAYanbHBIX | 2) SolidWorks Campus 500. ITocraBmuk Comug
KOHCyJbTallMi,  Tekymero  KoHTpoiss  u | Bopkc P. [lorosop 15-04-101 ot 23.12.2015.
MPOMEXYTOUYHOU aTTECTALIUH. Cpok  [neiicTBUA ~ JOrOBOpa 15.03.2016.
Jluniensus 6eccpouHo.

3) ACKOH Kommac 3D vl17. IlocraBmux
HaBukoMm. J[lorosop 15-03-53 or 20.12.2015.
Cpok NEUCTBUS JIOTOBOpaA 31.12.2015.
Jluniensus 6eccpouHo.

4) MathCad Education Universety Edition.
[TocraBmuk Co¢r Jlaitn Tpeiin. Jorosop 15-03-
49 ot 02.12.2015. Cpok neicTBuUsA IOroBOpa
30.11.2015. JInuensus 6eccpodHo.

5) Corel Academic Site. IlocraBmmk CodTt
Jlaitn Tpeiin. Joroop DA-442-15 or 18.01.16
not 4. Cpok neiictBus goroopa 30.06.2016.
JIunen3us 3axonumiacs 28.01.2019."

6) Microsoft Office, Microsoft Visual Studio.
[TocraBmuk Codr Jlaitn Tpeiin. JJorosop DA-
261-18 ot 02.08.18. Cpok neicTBus A0roBOpa
20.09.2018. JIunensust go 30.06.2020.

VI. METOIMYECKHE YKA3AHUA




1O OCBOEHUMIO JUCHUIIJINHBI

KonuuecTBo ayAMTOPHBIX 4YacoOB, OTBEACHHBIX HA W3YYCHUE JUCIUTUINHBI
«OpraHu3aloHHOE U TpaBOBoe obOecredeHre HH(POPMALMOHHOW 0€30MacHOCTHY,
coctaBisier 72 yaca. Ha camocrositenbhyto paboty — 72 yaca. [Ipu aTom aymutopHas
Harpy3Ka COCTOMT U3 36 JIEKIIMOHHBIX YacOB U 36 4acOB MPAKTUYECKUX 3aHSATHH.

OOyuarommiicss TOJTy4aeT TEOPETUYECKHE 3HAHHS Ha JICKIMOHHBIX 3aHATHUSX,
HEOOXOJMMBbIE ISl TIOCIIEAYIOIIEro BBIMONHEHHS TPaKTHYSCKUX 3amaHuil. B xome
MOJTOTOBKH K JIEKIIUSIM JIOJDKHBI MCIIOJNB30BAThCSl MCTOYHUKU W3 CIUCKA y4eOHOM
JIUTEPATYPBHI.

CTy#eHTy peKOMEH/IyeTCsl MPeIBapUTEIbHO TOTOBUTHCSA K JICKIIMU, UCIIONB3YsI
pecypchl W3 CIHCKa, NPUBEAEHHOTO B pasdene V, ansd Oomee KayecTBEHHOTO
OCBOCHHUSI TEOPETHYECKOTO MaTepHhalia, a TakKe BO3MOXKHOCTU 33/1aTh BOIPOCHI
HPEnoaaBaTelio.

[lpr MOATOTOBKE K MPAKTHYECKUM 3aHSTHSIM TaKKe HEOOXOJMMO IMOBTOPHTH
TeopeTHuecknii mMarepuain. [IpakTudeckue 3aHATHS TPEICTABISIFOT COOOM 3amaHus
pa3IMYHOTO THIA, HAIMpPABICHHBIE HAa TOJYYCHHE OOYYAIOUIMMCS TMPAKTHYECKUX
3HaHWH MO TeMe. B pesynmbTare BBIMOTHEHUS PAa0OOTHI CTYACHT TNPEIOCTABISCT
IPENoAaBaTeNi0 OTYET O MPOJAETAHHON PadOTe, COAEPIKAIIUKA CICTYIOUIHE MyHKTHI:
1eJIb PadOThI, KPATKUI TEOPETUUECKUN MaTepHuall, 3aJaHue, X0l padOoThl, Pe3yIbTaThI
¥ BBIBO/IBI O TPOJICIIAHHOM padoTe.

[lpomexxyrounass Qopma arrecTanmdd - OHK3aMeH. Bompockl K dK3aMeHy
COOTBETCTBYIOT T€MaM, N3y4aeMbIM Ha JICKIIMOHHBIX 3aHATHSAX. Takum oOpa3oM, Ipu
CaMOCTOSITEIPHOW TIOATOTOBKE K DK3aMEHY CTYACHTY HEOOXOIMMO BOCIIOJIB30BATHCS
KOHCIIEKTaMU JIEKIIMH, a TaK)Ke WHBIMA MCTOYHUKAMHU M3 CIIMCKA JHUTEPATYPhI JUIS

Oonee FJ'IY60KOFO IIOHMMAaHHA MaTcpurala.

VII. MATEPUAJILHO-TEXHUYECKOE OBECIIEYEHUE
JVCHMIIIAHBI

[Tpumopckuit Kpai, T. BnamuBoctok, | [Tomemenne YKOMIUIEKTOBaHO
OpyH3eHckuii p-H, Pycckuii OcTpoB, yi. ASKC | CIEUHaTM3UPOBAHHON  y4eOHOM MeOenbio
n., a. 10, xopnyc D, ayn. D 741, YueGnas | (mocagounbix mect — 50) O6opynoBanue:




ayIUTOpUs JUTS [IPOBEACHUS 3aHATUN
JEKIIUOHHOIO, MPAaKTHYECKOTO U CEMUHAPCKOIr0
THINIA,  TPYNIOBBIX WM  WHAMBUAYAJIbHBIX
KOHCYJbTAallMi,  TEKyILEro  KOHTPOIs U
IIPOMEKYTOUHOHN aTTECTALUU.

OkpaH npoekinoHHbll ScreenLine Trim White
Ice 50 cm wuyepHas KkaiiMa CBepxy, pa3mep
paboueii obnmactu 236x147 cm
JoxymenTt-kamepa Avervision CP355AF
KK-manens 47", Full HD, LG M4716 CCBA
MynbTUMEANIHBIA ~ TIPOEKTOP, Mitsubishi
EW330U, 3000 ANSI Lumen, 1280x800
CereBas Buaeokamepa Multipix MP-HD718",
JOCKa AayAWTOPHAs, TEPEHOCHOW KOMIBIOTED
(HOYTOYK Lenovo) ¢ cymkoit — 1 mr




[Tpunoxenue 1

MHHUCTEPCTBO HAVKH U BBICIIIET'O OBPA3OBAHUS POCCUCKOM ®EJIEPALINN

CDCIIepaHLHOC TrocyalapCTBEHHOC aBTOHOMHOEC 06pa30BaTeHLHO€ YUPpECIKACHUEC BLICHICTO 06pa30BaHI/I${
«/1aabHeBOCTOUYHBIN (eaepabHbI YHUBEPCUTET»
(ABDY)

IIKOJIA ECTECCTBEHHBIX HAYK

YYEBHO-METO/JUYECKOE OBECIIEYEHUE CAMOCTOSTEJIBbHON
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IInan-rpa¢guk BHINOJTHEHHUS CAMOCTOSATEIbHON PadoThl MO JMCUMILINHE

Ne Hara/cpoxkn Bun IIpumepHbie | DopMa KOHTPOJIS
l'[/l'[ BBINMOJIHCHUSA CaAaMOCTOATEJILHOM HOpMLI
padoThI BpeMEHH Ha
BBIIMIOJIHEHHUE
1 1-18 venenn I[Toaroroska 27 Otuer 0
00yueHusI MPAKTUYECKUX BBITIOJTHEHU U
3amanuii 1- 6
2 Ceccus ITogroroBka K 45 Dx3aMeH
AK3AMEHY

JIEKIIMOHHOTO MaTepuala U BHIIOJHEHHUE JTa0opaTOPHBIX paboT o Temam u3 Paznena

IT PITY/. B pe3ynbraTre CTYAEHT JOJKEH MNPEAOCTABUTH OTYET O NPOAECITAHHOMU

HOI[FOTOBKa OT4YCTA K IMPAKTHYCCKOMY 3aJ[aHHUIO IMPCAIoJaracT IOBTOPCHUC

pabore.

TEOPETUICCKOT'O

CamocrosTenbHas pa60Ta IIpHU IIOATIOTOBKC K 3a4CTy M BKIIOYACT M3YUCHHC

marepuajia C

HCIIOJIB30BAHHUECM  JICKIIMOHHBIX

PEKOMEH/IyeMbIX HICTOYHUKOB U MAaTEPUAJIOB IO JIA0OpaTOPHBIM paboTaMm.

MaTcpualioB,



[Tpunoxenue 2

MHHUCTEPCTBO HAVKH U BBICIIIET'O OBPA3OBAHUS POCCUCKOM ®EJIEPALINN
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MMacnopt ®OC

Konx n ¢opmyanposka

Jtanbl GOpMUPOBAHUS KOMIIETEHIIMH

KOMMEeTeHIUH
OCHOBHBIE  [JEUCTBYIOIIME  TIOCYJAapCTBEHHBIE U
3HaeT MEXIYyHapoAHbIE 3aKOHbl M HOPMATHBHO-IIPABOBbIE
(OK-4) crmocoOHOCTBIO
aKTBI
HUCIIOJIB30BAaTh OCHOBBI
. paszpabaThIBaTh JIOKaJbHBIE u 00BEKTOBBIC
MPAaBOBbIX 3HAaHMHU B | YmMeeT
HOPMAaTUBHO-TIPABOBBIE JJOKYMEHTHI
Ppa3IUYHBIX chepax
eATelbHOCTH HaBBIKAMH CHCTEMAaTHU3allMd M BBIOOpa HEOOXOIAMMOMU
Bnaneer HOPMAaTUBHO-ITPAaBOBOM uHpopmarun COTJIACHO
IIOCTAaBJICHHBIM 3aiayaM
palluOHAJIBHBIC PCHICHUA IO YPOBHIO 3alIMIICHHOCTHU
3HaeT KOMHBIOTepHOﬁ CHUCTEMBI C YUeTOM 3a1aHHBIX
(OIIK-5) crmocoOHOCThIO .
TpeboBaHUH
UCIIOJIb30BATh
BBIOMPATh pallMOHAJbHBIE PEIICHUS M0 YPOBHIO
HOPMAaTUBHBIE PABOBbIE
_ | Ymeer 3alIMIIEHHOCTA KOMIIBIOTEPHOW CHCTEMBI C YYETOM
TOKYMEHTBl B  CBOell
. 3a/IaHHBIX TPEOOBAHUMA
npohecCHOHABLHOM
ESTENBHOCTH HaBbIKAMH OOOCHOBaHHS M BBIOOpa PAIMOHAIBLHOTO
Brnageer pElIeHUs O YPOBHIO 3alUIIEHHOCTH KOMITBIOTEPHOM
CHCTEMBI C YUE€TOM 3aJJaHHBIX TPEOOBaHMI
HOPMAaTUBHBIC n METOANYCCKUEC MaTcpurailbl,
(IIK-16) cr0COGHOCTBIO pernmamMeHTupymomue  paboty 1mo  00eCHedYeHHUIO
3HaeT
paspabaThIBaTh IIPOSKTHI WHPOpPMAMOHHON  0€30MaCHOCTH  KOMITBIOTEPHBIX
HOPMAaTHBHBIX u CuCTeM
METOINYECKUX pa3pabaThiBaTh MIPOECKTHI HOPMAaTUBHBIX u
MaTepuallos, METOOAWYECKUX  MAaTepHaloB,  PETIaMEHTHPYIOIINX
Ymeer
periaMeHTUPYIOmnX pabory mo  obecnedyeHu:o  HMH(MOPMAIMOHHOM
paboTy 1o 00ecneyeHuIo 0€301MacHOCTH KOMITBIOTEPHBIX CHCTEM
HHPOpMALMOHHO HaBbIKAMU pa3pabOTKU TPOEKTOB HOPMATHUBHBIX U
GesonacHocTn METOIMYECKNX ~ MATepHanoB,  PErIaMEeHTUPYIOIINX
Bnaneert
KOMIBIOTCPHBIX CHCTCM pabory mo  obecreueHHMIo  MHQOPMAIMOHHON
0€30MaCHOCTH KOMITBIOTEPHBIX CHCTEM, a TaKXKe




IIOJIOKEHUM, MHCTPYKIUN U APYIMX OPraHU3alUOHHO-
PacopsANTEIbHBIX JIOKyMEHTOB B chepe

npodeccnoHalbHOM 1eATeNbHOCTH

MeToauueckne YKazanusd 1o u3y4¢HHUI0 JTUCHUILJIMHBI

Ne /i KonTponupyemsie pa3nemnsi / Kopp! 1 atamnst OueHouHbIE CpeACTBA
TEMBbI JTUCITUTINHBI (bopMI/IpOBaHI/E;{ TeK LMt IPOMEKYTO
KOMIICTCHIINH KOHTPOJIb qHas
aTTecTanus
1 Paspgen I. IIpaBoBoe OK-4 3HaeT cobecenoBanne | 1-17
obecrieueHne OIIK-5 (OY-1),
UH(OPMAIMOHHOT IIK-16 yMeeT z(((;Jgj'I(;I)(BI/IyM 1-17
GesonacHocTH BIIAJICET koHcmekt (ITP- | 1-17
7N,
Paznen II. 3HaeT cobecenopanue | 18-22
OpranuzaimoHHoOe OK-4 (OY-1),
ymeer KOJUIOKBUYM 18-22
o0ecrnieueHue OIIK-5 (0Y-2)
7 [K-16 =
UH(OPMAIHOHHOH BJIaJICET koHcrekT (T1P- 18-22
0€30MacHOCTH 7),

MeToanyeckue peKOMeHAaluM, ONpPee/siolue NPpoueaIypbl OlleHMBAHUSA
pe3yJabTATOB OCBOEHUN TUCIHHUIINHBI

[TpomexxyTouHas popma aTTeCTalluu O JAHHOUN IUCIMIUIMHE - DK3aMEH.

Jlnst momycka K 9K3aMeHy HEOOXOIUMO CIIaTh BCE MpaKTHYecKue 3amgaHus. B
ciIydae, €clid KO JHIO TIPOBEACHUS dK3aMeHa 00yJalomuics He clail KaKue-Tuoo 13
MPaKTUYECKUX 3aJlaHUi, OH TOJIy4aeT BO3MOXXHOCTb CJIaTh HMX HA KOHCYJIbTAIMU
nepes] SK3aMeHOM. DK3aMEH BBICTABIISIETCS HA OCHOBAHUM CIAaYM BCEX MPAKTUUYECKUX
3aIaHUI U CJaYM 3K3aMEHAIIMIOHHOTO OMIIeTa.

[Tpu ompenenennn OIEHKH OTBETA OOYYAONMIETOCS KaK Ha dK3aMeHe, TaK U Ha
MPAKTUYECKOM 3aHITHH YIUTHIBAIOTCS:

- cOOJII0ICHNE HOPM JINTEPATYpHOH peuu;

- MIOJIHOTA U COAEPIKATEIIBHOCTh OTBETA;

- YMEHUE MIPUBECTU TPUMEPBI;



- YMEHHE II0JIb30BATHCSA JONOJHUTEIBHOU JINTEPATYPON IPU NOATOTOBKE K
3aHATHUAM;

- COOTBETCTBME NPEJICTaBICHHONM B OTBeTax HH(POpMaluu Marepuajiam
JeKIU W y4eOHOHM JuTepaTyphl, aKTyaJbHBIM CBEICHHUSM K3 HH(GOPMAIMOHHBIX

pecypcoB MHTepHeT.

OueHouyHbIe CpeCTBA sl MPOMEKYTOUYHOM aTTecTAlNH

1. bazoBbliii ypoBeHb uH(pOpManoHHOM Oe3omacHocTu. [looxenus (pa3aensl,
nyHkThl) [OCT P UICO/M3K 17799-2005.

2. Ortanbl  MeponpusTdid 1o co3gaHutro  cucteMbl OBUM.  ITlonutuka
0€30IaCHOCTH.

3. Konnenmus 3ammter CBT U AC ot HC/I.

4. Knaccudukanus CBT u AC.

S. KommneroTepHsle pecTynieHus

6. [IpaBOBBIE OCHOBBI 3aIIUTH HH()OPMAITUH, COCTABIISIONICH TOCYIaPCTBEHHYIO

TaliHy. 3aceKpeYMBaHHE, PACCEKpEUMBaHUE CBEJICHUM U uUX Hocutene. CreneHu
CEKpPETHOCTH.

7. MexBenqOMCTBEHHAsE KOMUCCHS T10 3aIUTE TOCYIapCTBEHHOW TaWHBI.

8. OCTOK.

9. KondunenuunanpHas uHpopmarusi. CBeneHus, OTHOCSIIUECS K
KOH(UIEHIIUAIBHOU UH(POPMAITUH.

10. [IpodeccronanbHasi, 6aHKOBCKas, CITy>K€OHbIE TalHBI.

11. Kommepueckas Taiina.

12. [IpaBo Ha cexpeT Mpor3BOICTBA

13. ABTOpCKUE MpaBa.

14. CMmesxHble TpaBa

15. [TatenTHbIC NpaBa.

16. [IpaBo uCHoNb30BaHUSI PE3YJIBTATOB HHTEIUICKTYaJIbHOM JEATENbHOCTH B
COCTaB€ €AMHON TEXHOJIOTUH

17. JIuueH3upoBaHue JEeATCIbHOCTH B oOmacTu UH(pOPMAITMOHHOM
0e30IacHOCTH.

18. OcobeHHOCTH  OpPraHU3ALMOHHO-IIPABOBOTO  OOECHEYEHHs  MPOLECCOB
CO3/IaHMsI aBTOMATU3UPOBAHHBIX CUCTEM B 3aLIUIIEHHOM UCIOJHEHUN

19. MexayHapoaHOE€ HOPMAaTUBHOE MPABOBOE PETYINPOBAHUE.
20. HanrioHansHOE MpaBOBOE€ HOPMATUBHOE PETYJIMPOBAHHUE.
21. HopMaTUBHO-TEXHUYECKOE PEryJIUPOBAHUE.

22. OcobOenHoctu  ympaBjieHHs MH(DOPMALMOHHOW  3amMTON B cdepe
CYZOIIPOU3BO/ICTBA.



OneHoYHBIE CPEACTBA VISl TEKYIIeH aTTecTallul
B kadecTBe OIICHOUHBIX CPEACTB IS TEKyIeHd aTTeCTAllMH IMPUMEHSFOTCS
koHcrekT (I1P-7).

Koncnekr sBnsercs mokaszareneM CGHOPMUPOBAHHOCTH KOMIIETCHLIMHA Ha
IIOPOrOBOM YpPOBHE. TeMbl KOHCIIEKTOB COOTBETCTBYIOT TEMaM TEOPETHYECKON YaCTH
kypca u3 Pasgena II PIIY]l. Kpurepum oneHkuM mo AaHHOMY BHAY OLIEHOYHBIX
CPEIICTB IPECTABICHbI B TAOIHIIE:

Ounenka Conep:xanue KOHCIEKTA

OT1nu4HO KoHncnekr COACPIKUT BCC IMOHATHA, TCPMHHBI, ITOJIOKCHUS,
HN3Y4YCHHBIC HA JICKINU W/VIN C MCITOJIb30BAaHUEM OCHOBHBIX
HNCTOYHHUKOB JIUTCPATYPHI, a TAKIKC COACPKUT CBCACHUA U3
JOITOJIHUTCIBbHBIX HCTOYHHUKOB.

Xopouio KOHCIEKT CcOAEepKUT BCE MOHATHUS, TEPMHUHBI, TTOJOKEHUS,
W3Yy4YEHHbIC Ha JICKIIUW W/WJIHA C UCTI0JIb30BAHHEM OCHOBHBIX
MCTOYHUKOB JIMTEPATYPHI.

y,Z[OBJICTBOpI/ITCJII)HO KoHncnekr COOCPIKUT 0a30BEIC IMOHATHSA, TCPMUHBI,
IMOJIOKCHHA, U3YUYCHHBIC HA JICKIIUU.

HC}’I[OBJI@TBOPI/ITCJ'IBHO Koncnekr He COACPKUT OCHOBHBIX HOHHTHﬁ, TCPMHUHOB,

OJIOKEHUU IO JTAHHOU TEME.




