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OO0opoTHast cTOPpOHA TUTYJIbLHOTrO JucTa PITJI

|. PaGouasi mporpaMma mepecMOTpeHAa Ha 3aceJaHNH Kadeapbl:

IIporokon ot « » 20 1. Ne

3aBenyronuii kadeapoun

(moamuce) M.0. damumnms)

I1. PaGouasi nporpaMma nepecMoTpeHa Ha 3aceaHNH Kadeapsl:

IIporokon ot « » 20 1. Ne

3aBenyronuii kadeapoun

(monnuce) (M.0. damunus)

I11. PaGouyasi nporpaMma nepecMoTpeHa Ha 3acefaHuu Kadeapsr:

IIpoTokon ot « » 20 1. Ne

3aBenyronuii kadeapoun

(monnuce) (M.0. ®amunus)

1V. PaGouasi mporpaMMa nepecMoTpPeHa Ha 3aceaHuH KadeIphbl:

[TpoTokom oT « » 20 1. Ne

3aBenyronuii kadenpoi

(moxmuck) (1.0. ®amunus)



AHHOTANUA K padoyell mporpamMMe QM CIHUILIHHbI

«J/lomoJTHMTEIbHBIE IIABbI KPUIITOIPA(PUYECKUX NPOTOKOJIOB)

Kypc yueOHOI muciuriuHbl «J{onogHUTENbHbIE TJIAaBBl KPUMITOTPAPUUECKUX
MPOTOKOJIOB» MpelHa3HaueH Juisi oO0ydeHusl cTyaeHToB crneunuanbHoctd 10.05.01
«KommnblorepHass 0e30MmacHOCTh», cnenuanuzanus «MaTreMaTuyeckue MeETOJIbI
3alUThl MHPOPMALIUKU» U BXOAUT B COCTAB 00S3aTENbHBIX JUCIUIUIMH BapUAaTUBHOU
yacTtu yyeOHoro minana b1.B.O/1.3.

OO6m1ast TpyJ0€MKOCTh JUCHHUIUIUHBI cocTaBisieT 144 yaca (4 3.e.). YueOHbIM
IJIAHOM TIPEyCMOTPEHBI JICKIIMOHHBIEC 3aHATUs (32 4ac.), mpakTudeckue 3ansaTus (32
yac.), caMocToaTenbHas pabora crynenta (80 uvac.). JucuumirnHa peanusyercs Ha 5
Kypce B A cemectpe. @opma KOHTPOJIS IO TUCHUIIIIUHE - 3a4eT.

Huctuuinaa «JlomoTHUTENNbHBIE TJIaBbl KPUNTOTPAQUUYECKUX MPOTOKOJIOB)
JIOTUYECKHU U COZAEPKATEIBHO CBSI3aHA C TAKUMU Kypcamu, Kak «Kpunrorpadudeckue
METOJIbI 3alTUThl HH(OpMaIuny, «Kpunrorpaduueckue npoTOKOIbI.

Huctumuinaa «JlomoTHUTENbHbIE TJIaBbl KPUNTOTPAapUUECKUX MPOTOKOJIOB
obecrieunBaeT NPUOOpPETCHWE 3HAHMK W YMEHUH B 00JIACTH HCIOJIb30BaHUS
KpunTorpaduyeckux MPOTOKOJIIOB Il 3amuThl uH(opmaruu. M3ydenue 5>Tou
JTUCIUIUIMHBI  CITIOCOOCTBYET OCBOCHHMIO TPHUHIIMIIOB TMPUMEHEHHUS COBEPIICHHBIX
MH(OPMAITMOHHBIX TEXHOJIOTHH, COJAEHCTBYET (POPMUPOBAHUIO MHUPOBO33PEHUS U
Pa3BUTHIO CUCTEMHOT'O MBIIIJICHUS.

Henab ucuUnIuHBl - YrayOJeHHOE W3JIOKEHHE TPHUHIUIIOB 3alllUTHI
uH(pOpPMAIMN C TOMOIIBI0 KPUNITOTpahUUEeCKUX METOJO0B U MPUMEPOB peaTH3aIluu
ATUX METOJIOB Ha MPAKTHUKE.

Zanaum:

o IaTh OOImME TPEACTABICHHUS OO0 JJUIMNTHYECKUX KPHUBBIX HaJ
KOHEUHBIMU TOJISIMH;

o U3YYUTh KPUIITOTpaPUIECKUX 0COOECHHOCTSIX MPUMEHEHUS

MHTEJUIEKTYaJbHbBIX KapTax U cenudUUYecKuX KpUuntorpaduyeckux npoTokoiax.



Jis  ycnmemHoro - M3y4eHus —JIUCUUIUIMHBL  «JlOMONHUTENbHBIE  TJIABbI
KpUNTOrpauyecKux MpOTOKOJIOB» y 00y4aroUIUXcsl JOJKHBI OBbITh CPOPMUPOBAHBI
CJIeIyIOIINE MPEeIBaAPUTEIbHbBIE KOMIIETEHIIUU:

® CIIOCOOHOCTh KOPPEKTHO MPUMEHATh IMPU PEHIeHUH Npo(hecCHOHATbHBIX
3a/lay anmapar MaTEeMaTUYEeCKOro aHaiu3a, TeOMETpUM, aireOpbl, AUCKPETHOU
MaTeMaTUKH, MATEMATUYECKON JIOTUKH, TEOPUU aJITOPUTMOB, TEOPUU BEPOSITHOCTEM,
MaTEMaTUYECKON CTaTUCTUKH, TEOPUU UH(POPMAIIUU, TEOPETUKO-UYUCIOBBIX METO/IOB
(OIIK-2);

® CIIOCOOHOCTh MPUMEHSATH METOAOJOTHI0 HAyYHBIX MCCIIEJOBAaHUN B
npoeCCUOHAIBHON  JAEITENBbHOCTH, B TOM  4uciae B paboTe  Haj
MEXKIUCIUIUIMHAPHBIMYA U HHHOBaIIMOHHBIME nipoektamu (OI1K-4);

® CIIOCOOHOCTB pa3pabarhiBaTh (YOpPMaIbHbIE MOJIEIH NOJUTUK 0€30I1aCHOCTH,
NOJIMTUK YIPABICHUS JOCTYNIOM U MH(POPMAIIMOHHBIMHU MMOTOKAMHU B KOMITBIOTEPHBIX
CHCTeMax ¢ y4eToM yrpo3 6e3onacHoctu uapopmarmn (OI1K-9);

® CIIOCOOHOCTh K CaMOCTOSITEJIBHOMY IOCTPOEHHUIO aJIFOPUTMa, MPOBEIECHUIO
ero aHaji3a U pealiu3alii B COBPEMEHHBIX MporpaMMHbIX kominiekcax (OITK-10).

B pe3ynbrare usyueHus: JaHHON JHUCLUILUIMHBI y 00y4yaroumxcs GopMUpyOTCs

cienyronie npodheccuoHaIbHbIe KOMIIETEHITNH (371€MEHThI KOMITIETCHIIHH ).

Kox u popmysiupoBka Jdranbl ((GOPMUPOBAHUS KOMIIETEHIIUN
KOMIIeTeHIHH
3alIUTHBIC MEXaHU3MBI u cpencraa
oOecrieueHnss 0E30MACHOCTH  OTEPAIIMOHHBIX
(ITK-5) CIIOCOOHOCTH CHUCTEM, CpCJICTBA W METOJbl XpPaHCHHUS M
y4acTBoBaTh B Pa3pabOTKe H | 3yger nepenayd ayTeHTU(PHUKAIUOHHONW MH(pOpMAIHY,
KOH(HTYpHPOBAaHNH TpeOOBaHUs K MOJCHCTEME ayAuTa U TMOJIUTHUKE
IpOorpaMMHO-anmnapaTHbIX ayJuTa, OCHOBHBIE CPEJICTBA M METO/Ibl aHAIIN3a
CPEICTB 3aIUTEl HH(OPMAIHH, IPOTpaMMHBIX pean3aluit
BKJTIOYast 3alIHIIeHHBIE

q)OpMy.HI/IpOBaTB U HaCTpauBaTb IIOJIMTUKY
0e30MmacHOCTH OCHOBHBIX OIICpallMOHHBIX
CUCTECM, a TAKIKC JIOKAJIbHBIX KOMIIBIOTCPHBIX
CGTCIZ, IOCTPOCHHBIX HA UX OCHOBE, KOPPCKTHO

OIICpallMOHHBIC CHUCTCMHEI,
CUCTCMbI YIPABJICHUA Oa3zamu
AAaHHBbIX, KOMIIBKOTCPHBIC CCTH, YMmeer

CHCTEMBI AHTHBUPYCHOM
NPUMEHATh CUMMETPUYHBIE U ACUMMETPUYHBIE
3aIllUTHI, CpencTBa
. KpUNTOrpapuyecKre aropuTMbl
KpUNTOrpadMyecKOl  3aIllUThI
urbopMaLmu HaBBIKaMH Pa3pabOTKK IPOrPAMMHBIX MOJTYIIEH,
Bnaneer peanu3ylommx  3aJa4H, CBSI3aHHBIE v

obecrieueHreM O€30MaCHOCTH OTEePAIMOHHBIX




CHUCTEM PacIpOCTPAaHEHHBIX CEMEICTB,
HaBBIKAMU aHAJIM3a MPOTPAMMHBIX peaTn3anuii
OCHOBHBIC BU/bI CUMMCTPUYHBIX u
ACHMMETPUYHBIX KpUNTOrpahuIecKux
AJITOPUTMOB, 3allIUTHBIC MECXaHHU3MbI U CPCACTBA
obecrieueHust 0€30MACHOCTH  OTIEPALIMOHHBIX
3HaeT CHCTEM, CpEICTBA W METOJAbl XpPaHEHUS W
nepefayn ayTeHTU(UKAITMOHHON HH(pOpMAIu,
(HK_]_O) CIIOCOOHOCTH Tpe6OBaHI/I$[ K IOACUCTEMC ayauTa U IOJIMTHKE
OLICHABATE S beKTHBHOCTH ay/IUTa; OCHOBHBIC CPEICTBA U METO/Ibl AHAIN3A
peanu3aliid  CHCTEM  3alllUThI TIPOTPAMMHBIX peaTH3alnm
uHQOpPMAUA U JIEHCTBYIOIINUX UCII0JIb30BATh CpencTBa 3alTUTHI,
MONMTHK  O€30MacHOCTH B NPENOCTABISEMbIE  CUCTEMAMU  YIIPABIEHHS
KOMIIBIOTCPHBIX CUCTEMAX, OaszamMu JaHHBbIX, OCYIICCTBJIATDH MCPBI
BKJIrO4Yasda 3alllUIIICHHBIC HpOTHBOI[eﬁCTBHfI HapyoICHUAM ceTeBou
OTEepaMOHHbIE CUCTEMEI, | YMeer 0€301aCHOCTH € HCIIOJIb30BAHUEM Pa3JIMUHBIX
CUCTCMBI YIPaBJICHUA OaszamMu IMPpOrpaMMHBIX U allllapaTHbBIX CPEACTB 3alIUTHI,
JaHHBIX, KOMIIBIOTCPHBIC CCTH, IMPUMCHATH 3alIUIIICHHBIC IMPOTOKOJIbI,
CHCTEMBI AHTUBUPYCHOM MEXKCETEBBIE DKPAaHBI U CPEICTBA OOHAPYKECHHS
3alIHTHI, cpencTsa BTOP)KCHUH JUTSI 3aIUTHI HH()OPMAIIHH B CETIX
KpUNTOTpaduIeckon  3alluThI METOJMKAMHM  aHalM3a CETEBOro  TpaduKa,
unGopmaIIH METOJMKAMHU aHalM3a pe3ylbTaroB paboThI
CPelCTB OOHAPYKEHHSI BTOPIKEHHUM, HABBIKAMH
Braxeer KOH(MHUIyPUPOBAHUSI ) JIOKAITbHBIX
KOMITBIOTEPHBIX CETEH, pean3alii CEeTEBBIX
IPOTOKOJIOB €  TOMOLIBK  MPOrPAMMHBIX
CPEIICTB, HABBIKAMH HACTPOMKH MEKCETEBBIX
3KPaHOB

st hbopMupoOBaHUs BBIICYKA3aHHBIX KOMIIETEHIIMH B paMKaxX IUCIUILTAHBI

«/lomonuuTenbHBIE TJIABBI  KPUNTOTPA(PUUECKUX MPOTOKOJOBY»  MPUMEHSIOTCS

CJIEIYIONINE METOJbl aKTUBHOT'O/ HHTEPAKTHBHOTO OOYYEHHs: WHTEPAKTUBHBIC U
pOoOJIEMHBIE JICKIIUH, JIEKIIMU-IUaoTH, paboTa B MaJIbIX TPyIIax, METOJ 00ydeHUs

B mapax. Mcnonbs3yemelie orieHOuHBIE cpenicTBa: codecenoBanue (OY-1), KOMIOKBIYM

(OY-2), xoucnekr (ITP-7).

|. CTPYKTYPA U COJAEP KAHUE TEOPETUUYECKOM YACTU KYPCA

Paznen |. Ctanaaprel Ha nndpoBy0 noanuch U QyHKIUO XeIIMPOBAHUS
(10 gac.)
Tema 1. BBeqeHune B T€OpHIO JIJIHNTHYECKUX KPUBBIX (3 Uac.)



[lonsiTue »mnmunTuyecko KpuBoil. CHUHTYJSIPHBIE W HECHUHTYIISPHBIC KPUBBIC.
CroXeHre TOYeK JUTUNTHYECKOM KpuBoid. [IoHATHE NTUCKPUMUHAHTA U |-UHBApUAHTA
OK. [TocTpoeHre KPpUBOW ¢ 3aJIaHHBIM J-HHBAPHAHTOM.

Tema 2. CtanaapTsl Ha U poByI0 noanuch (3 vac.)

[Tonsitue mudponoit noanucu. Cxemsl LI cemerictBa Inb-I"amans. Poccuiickuii
crangapt OLII - T'OCT 34.10-2001: mapamertpsl, anroput™m Bbluncienus LI,
anroput™m Bepudukaruu LI1. Amepukanckuii crangapt SLII — DSS. DSA. EC DSA,
MapaMeTphl AITOPUTMA, UCTIOJIB3YEMBIE MOJIS U KPUBBIE.

Tema 3. Cranaaprtsl Ha GQyHKIUM X31IMpoBaHus (4 yac.)

KnroueBbie u  OeckitoueBbie  (yHKIUM — XemwupoBaHus. OaHoIaroBas
cxkumatomas ¢ynkuus. Poccuiickuit cranmapt xem-¢pynkuuu - FOCT P 34.11-94,
QITOPUTM  OJIHOIIATOBOM  CXKUMAIOMme  (QyHKIUH, TpoIeAypa BBIYUCICHUS
PE3YNBTUPYIOLIEro X3MIa. AMepuKaHCckuil ctanaapt xem-gynkiun — SHS. SHA —
MOJATOTOBKA TEKCTa, TJIABHBIM mukia aiaroputma. SHA-256, SHA-384, SHA-512:
oTiinuug ot anroput™Ma SHA.

Pazgen |1. Cnenuduueckue kpunrorpapuueckne nporokojnl (8 yac.)

Tema 1. Cneunduveckne noanucu (3 gac.)

MynsTunoanuces. ['pynmnoBas NOANMCH, CBOMCTBA, MPOCTEUINNN BapUaHT.
['pynmoBasi moanuch ¢ 3aTEMHEHHBIMH OTKPBITBIMHU Kitouamu. [I0JIHOCTBIO cienbie
noanucu, peanusanus Ha 6aze RSA. Cnemas moamuch, CBOMCTBa, 2 BapuaHTa
IPOTOKOJIOB, BUJIBI MOLIIEHHUYeCTBa. HeoTpuiiaemas nudposas moanuch.

Tema 2. Cnneunduyeckue mpoTokoJbl (3 yac.)

CoBMecTHas noanuck koHTpakTa. I[IpoTokos paccessHHoil nepegauu. [IpoTokon
noj0pachkiBaHUsl YECTHOM MOHETBHI: BapHaHT C OJJHOHAMNPABICHHON (YHKIUEH;
BapUMaHT KBAJIPAaTHBIX KOpHEW; BapuUaHT BO3BEICHHS B CTeneHb. KBaHTOBasd
KpUnTorpadus.

Tema 3. be3onacHble BLIOOPHI (2 yac.)

besomacubie BbIOOpHI. CBOMCTBA MACAITBHOTO MPOTOKOJIA. BO3ZMOKHBIE CXEMBI.
l'omocoBanue co cnenbiMu noanucsaMu. [omocoBanue ¢ LleHTpanbHBIMU
Komuccussmu. ['onocoBanne ¢ aHOHUMHBIM pacHpeAeieHUEM PErUCTPALMOHHBIX
HOMEPOB.

Paznen |11, IIpakTuyeckue kpunrorpaduyeckne NMpoToKoabl (8 yac.)

Tema 1. O0mme nousaTus (2 yac.)

VYpoBHU 3alUTHl JaHHBIX B KaHallaxX cBs3U. [IpakTrueckue KpUNTOMPOTOKOJIBI.
Bupryanbnbie yactHbie ceTH. [IpoTokons PPTP, SSL/TLS, IPSec, SSH, SET, PGP.

Tema 2. IIporokoa SSL (3 uac.)

2 ypoBHs noAnpoTokoiioB. [Ipotokon 3anucu. IIpotokon uzsemenus. [Iporokon
U3MEeHeHusl napaMeTrpoB mudpoBanuda. [Iporokon kButupoBaHusa. Cxema paOOThI
MPOTOKOJIa KBUTUPOBaHUs. Mcrionb3yeMble KpUITONPUMHUTHUBEI.
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Tema 3. Ilporokoa IPSec (3 uac.)

Oo6nactu npumenenus IPSec. Jokymentsl |IPSec. TpaHcOpTHBIN U TYHHEIbHBIH
pexumbl. IIporoxkon AH. Ilporoxkon ESP. Vmnpasnenue xnmroyamu. IIpoTokossl
ISAKMP u Oakley.

Pa3znen IV. Oco0eHHOCTH NMpUMeHeHMs] KPUNTOrpauyecKux aJropurMoB
Ha UK (8 gac).

Tema 1. OcobeHHOCTH NPpUMEHEHUS KPUNTOrpaguyecKux ajJropuTMOB Ha
UK. (4 gac.)

[Tpuunnbl cnenupuxku kpunroairoputMoB Ha UK. OcoOeHHOCTH anroputMoB
mudposanus. Cneunduka cxem: ayreHTU(UKaWM, UUADpPOBOM  moamUCH,
ynpasiieHus kirodamu. Kpunrorpaguueckue NPUMUTUBBI M KpUOTOrpapuyeckue
OPOTOKOJIBI O 3amure uHpopMauuu. CrHenuanbHble aJTOPUTMbl U MPOTOKOJBI,
BKJIIOUAIOIIIME KPUNITOrpapruuecKrue MeXaHU3MbI.

Tema 2. AyrenTndukanusi Ha HHTEJUIEKTYaJIbHbIX KapTax. (4 4yac.)

3amaun  ayreHtudukanuu. Jlormueckas — ayreHTuukauus.  IIpoToxoun
BHYTPEHHEW Joruueckol ayreHTu@ukanuu. IIpoTokon BHENIHEH JOTHYEcCKON
ayrentudukanuu. buomerpuueckas ayreHTUDUKALIMSL.

Il. CTPYKTYPA U COJAEPXKAHUE MPAKTUYECKOM YACTH KYPCA

IIpakTuyeckue 3ausaTus (32 yac.)

3ansaTne 1. M3yyeHue cTaHAApTOB HA HUPPOBYI NOANNCH U (PYHKIHUIO
xemupoBanus (10 yac.)

1. Cranpaptsl Ha TUPPOBYIO MOAHCH.

2. CrangapTsl Ha GYHKIIUHA XIIIUPOBAHUS.

3ansaTue 2. U3ydyenne cneuu(puyecKux KpUNTorpaguyeckux MpoToKoJI0B
(10 gac.)

1. Cnemududeckue Mo IICH.

2. Crnenndudeckue mpoTOKOIIBI.

3ansatue 3 U3yyeHne NpakTu4eCcKNX KPpUNTOrpagpuiyecKux npoToxkosaon (12
yac.)

1. [Tporokon SSL

2. [Tporokon IPSec

I1l. YYEBHO-METOANYECKOE OBECIIEYEHHUE
CAMOCTOSTEJIbHOU PABOTHI OBYYAIOIIUXCA



VY4eOHOo-MeToInYecKoe 00eCeueHne CaMOCTOSITEIbHOM paboThl 00yUYarOIIUXCsl
M0 JUCHUIUIMHE «JlOTIONIHUTENbHBIE TJIaBbl KPUOTOrpahUUECKUX MPOTOKOIOBY
npencTanieHo B [lpunoxennn 1 u BKiIto9aer B ceos:

TUIaH-TpaduK BBITIOTHEHUS CAMOCTOSITETIbHOW paboThl MO TUCIUIUIMHE, B TOM
qrcIie TPUMEPHBIE HOPMBI BPEMEHH Ha BBHITIOJTHEHHE M0 KaXKIOMY 3aaHUIO;

XapaKTEepUCTHKA 3aJlaHud ISl CaMOCTOSATEIbHOW paboThl OO0ydYarommxcs |
METOUYECKHE PEKOMEH IAIIMH 110 UX BHITIOJHEHUIO;

TpeOOBaHUs K MPEACTABICHUIO U O()OPMIICHHIO PE3YyIbTaTOB CAMOCTOSITEIBHON
paboThI;

KPUTEPHUU OLIEHKU BBITIOTHEHHS CAMOCTOATEILHON PabOThHI

IV. KOHTPOJIb JOCTHXEHUSA IEJENA KYPCA

OneHouHbIE CpeACTBA -
Ne Kontponupyemsie Konp! u 3ramnsr HANMEHOBAHME
i paszfensl / TeMbl dbopMupoBaHUS -
JIMCIUTUTHHEI KOMIICTEHITHI TCKYIHU HPOMEXYTOHAA
KOHTPOJITh aTTecTanus
Paszmen |. Crangaptel Ha 3Haer [1p-7 19
[K-5,

1 nuGpoByI0 TOAMKHCH H MK-10 | YMeeT ov-1 1-9
(HYHKIIHUIO XeITUPOBAHUS BIazeeT OV-2 1-9
Pasnen 1. 3HAEeT [1P-7 10-19

5 Crnenuduyeckue [1K-5, yMeer ov-1 10-19
Kpunrorpapuyeckue I1K-10
HPOTOKOJIBI BIIaJieeT 0ovy-2 10-19
Pasnen I11. 3HAEeT I1P-7 20-28

3 [IpakTuueckue [1K-5, yMeer 0Ovy-1 20-28
KpUnrorpapuiyeckue I1K-10
HPOTOKOJIBI BIIaJeCT 0oy-2 20-28
Pazgen IV. Ocobennoctu 3HaAeT I1P-7 29-38
MIPUMEHEHHUS [TK-5, Ovy-1 29-38

4 KPUINITOTPAaPUICCKUX I1K-10 yMeer
anroputMoB Ha UK BIIajieeT 0Yy-2 29-38

TuroBble KOHTPOJIBHBIE 3a/1aHUSI, METOAWYECKAE MATEPHUAJbl, ONPEACISIOIINE
MpOLeAYPhl OLICHUBAHUS 3HAHUM, YMEHU U HABBIKOB U (WMJIM) OMBITA JI€SITEIbHOCTH,
a TaKKe KpPUTEpUHM M TOKa3aTelid, HEOOXOAWUMBIC JIS OICHKM 3HAHWH, YMEHUH,
HaBBIKOB M XapaKTepu3ylolue 3Tanbl (GOPMUPOBAHUS KOMIIETEHIMUA B Mpolecce
OCBOEHUSI 00pa30BaTEIbHON MPOrpaMMBbl, IIpeacTaBieHbl B [Ipunoxenun 2.



V. CIUCOK YYEBHOM JUTEPATYPHI U UHOOPMAIIMOHHO-
METOANYECKOE OBECIIEYEHHUE JUCIHUIIJIMHBI

OcHoBHas1 UTEpPaTYypa
(3/1eKkmpoHHble U nevamuvle U30aHusl)

1. [Manprun, B.®. 3ammra KoMmMIblOTEpHOW wuHPOpMAIUU: YdeOHOE
nocobue / B.®. llanerun — Mocksa : IMK Ilpecc, 2010. — 544 c. — Pexum
noctymna: https://e.lanbook.com/book/1122

2. Kykuna, E.I'. Bsenenue B kpunrtorpaduio: cOOpHUK 3adady H
ynpaxuenuit / E.I'. Kykuna, B.A. PomanbkoB — Omck : OmMI'Y, 2013. — 91 c. —
Pexxum nocryna: https://e.lanbook.com/book/75394

3. Pa0ko, b.SI. OcHoBBI coBpeMeHHO# Kkpurnrtorpadguu u creraHorpaduu:
moHorpadust / B.S. Pga6ko, A.H. ®uonos — Mocksa : ['opsiuas nuHus-Tenekom,
2011. — 232 c. — Pexum noctyna: https://e.lanbook.com/book/5192

JlonosHuTEIbHAS JIUTEPATYPA
(neuamuvie u 21eKMpPOHHbBLE UZOAHUSL)

1. e, K. Ilpocto xpunrorpadus / K. Jle ; mep. ¢ anra. XKykoBoit M —

Cankr-Ilerepoypr : , 2014, — 208 c¢. — Pexum jgocryma:
https://e.lanbook.com/book/102340
2. I'nmyxoB, M.M. BBeneHne B TEOPETHUKO-YHUCIOBBIE  METObI

kpunrorpaduun: yaedbnoe nocooue / M.M. T'myxos, U.A. Kpyrnos, A.b. TTuukyp,
A.B. Yepemymkun — Cankt-Iletepoypr : Jlanp, 2011. — 400 c¢. — Pexxum noctyma:
https://e.lanbook.com/book/68466

3. Cepénxun, A.H. OcHoBbI 3ammuTsel MHGOPMAIMK U WHGOPMAIIMOHHBIE
texHojoruu. B 3 wactax. Ku. 2: Kpunrorpadus, kpunroaHain3 U METOJbI 3aIIUTHI
unpopmaruu B IC u UT: yae6noe nocobue / A.H. Cepénxun, B.P. Poranos, B.O.
Owmnnenko. — Ilen3a : Ilew3l'TY, 2013. — 180 c. — Pexum pgocryma:
https://e.lanbook.com/book/62755

Ilepeuenn pecypcoB HHGOPMAIITMOHHO-TEJIEKOMMYHNKALIMOHHOM CeTH

«AHTEepHET»
1. OcCHOBHbIE BHJIBI KPUNTOTPAQUUYECKUX MPOTOKOJIOB [DIEKTPOHHBIM
pecypc]. — DJIEKTPOH. JIaH. — Pexum JIOCTyIIa



http://infoprotect.net/varia/kriptograficheskie protokolyi

2. I'OCT P 34.11-2012 [OnexTpoHHBId pecypc]. — DAEKTPOH. HaH. —
Pexxum noctyna : https:/fintender.ru/star/gost/r-34-11-2012

3. I'OCT P 34.11-94 [OnexTpoHHbIN pecypc]. — DNeKTpoH. AaH. — Pexum
nocryma : https://fintender.ru/star/gost/r-34-11-94

IIepeyenb HHPOPMAUOHHBIX TEXHOJIOI MU
U IPOrpaMMHOI0 00ecreYeHust

1) IBM SPSS Statistics Premium
Campus Edition. TTocraBrmk

[Ipumopckuit Kpaiu, T.
BiaguBocrok, ®pyH3eHCKHM
3A0

p-H, Pycckuit OctpoB, yiu.
Askc m., a. 10, xopmyc L,
ayn. L 609, VYwuycOnas
aAyIUTOPHUS I TIPOBEICHUS
3aHATHH JIEKIIMOHHOTO,
MPaKTUYECKOTO "
CEMHUHAPCKOTO THUTIA,
TPYIIIOBBIX "
WHIBHUTyJTbHBIX
KOHCYJbTAIlUM,  TEKYILETO
KOHTPOJISI U1 TPOMEKYTOUHOM
aTTeCTallUu.

[Ipornocrrnueckue
pemenus. JloroBop DA-442-15
or 18.01.16 gmor 5. Cpox
nerictBusg norosopa 30.06.2016.
Jlunien3ust 6eccpoyHo.

2) SolidWorks Campus 500.
ITocraBmuk Cosmn Bopkc P.
HoroBop 15-04-101 oT
23.12.2015. Cpox neicTBus
norosopa 15.03.2016. Jluuensus
OeccpovHO.

3) ACKOH Kommac 3D vl7.

ITocraBuuk Haukom. [lorosop
15-03-53 ot 20.12.2015. Cpox
nerictBug gorosopa 31.12.2015.
Jluniensus 6eccpoyHo.

4) MathCad Education
Universety Edition. ITocTaBmuk
Codr Jlaitn Tpeita. orosop 15-
03-49 or 02.12.2015. Cpox
nerictBusg goroopa 30.11.2015.
JIunieHn3us 6eccpoyHo.

5) Corel Academic Site.
[ToctaBmuk Codt Jlaiin Tpeiia.
HoroBop DA-442-15 ot 18.01.16
70T 4. Cpok JeHCTBUS JI0TOBOpaA
30.06.2016. JIuneususa
3akoHumiack 28.01.2019.

6) Microsoft Office, Microsoft
Visual Studio. IMToctasmmk Copt
Jlaiin Tpeiin. orosop DA-261-
18 or 02.08.18 nor 4. Cpok
neiicteus norosopa 20.09.2018.
JInnensus go 30.06.2020.

V. METOANYECKHUE YKA3AHUSA


https://fintender.ru/star/gost/r-34-11-2012

IO OCBOEHUIO JUCHUIIVINHBI

KonudecTBO ayauTOpHBIX YacoB, OTBEICHHBIX HA W3YYEHUE JTUCLUIUIUHBI
«/lononHUTENBHBIE TJABBl KPUOTOIPAPUUECKUX MPOTOKOIOBY», COCTABISIET 64 yaca.
Ha camocrositenbayto paboty —80 yacos.

AynutopHas Harpy3ka cOCTOUT M3 32 JEKUMOHHBIX YacoB U 32 YacoB
npakTuyeckux pabor. Ha JeKuMOHHBIX 3aHATHAX OO0y4aromuics MOoJydaeT
TEOPETUYECKUE 3HAHHUSA, YCBOEHHUE KOTOPBIX HEOOXOAMMO g JaJbHEHIIEro
BBIMIOJTHEHUSI MpaKkTUYecKuX 3ajaHuid. CTyAeHTY peKOMEHAYeTCsS MpeABapUTENIbHO
TOTOBUTBHCA K JICKIMHU, UCIOJIb3YsS PECypChl U3 CHHCKA, MPUBEAEHHOrO B paszzene V,
st 0ojiee  KaueCTBEHHOTO OCBOEHHS TEOPETUYECKOro Marepuana, a Takke
BO3MOKHOCTH 33/1aTh BOIPOCHI MTPETNOaBATEIIO.

[lonroToBka K  NOPAKTUYECKUM  3aHATUAM  MpEArojaraer  IMOBTOPEHHUE
JEKIMOHHOTO  Marepuana. B pe3ynbTare  BBINOJHEHUS  pabOThl  CTYNEHT
NPEeOCTaBIsIeT TMpPEnoJiaBaTeslio OTY4ET O TMPOAENIaHHON paboTe, Ccoaep Kalluil
CJIEIYIOIINE IMYyHKTBI: IeJIb pabOThl, KPATKUM TEOPETUYECKUM Marepual, 3aJlaHue,
X0 paOOThI, PE3yJIbTAThl U BHIBOJIBI O MPOJIETaHHON padorTe.

B pamMkax yka3aHHOW AMCLUIUIMHBI UTOTOBOM (POpPMOI aTTeCTaluu SBISETCS
3ayeT. Bompocel K 3adeTy COOTBETCTBYIOT TE€MaM, H3y4aeMbIM Ha JIEKLIMOHHBIX
3aHATUAX. CamocTrosiTenpHas paboTa IpU MOATOTOBKE K 3a4eTy BKIIIOYAECT U3YUEHHE
TEOPETHUUECKOT0 MaTepuajia C  MCIOJIb30BAHMEM JIEKIIMOHHBIX MaTepHaJIoB,
PEKOMEHJIyeMbIX HCTOYHUKOB U3 CHHUCKAa JMTEpaTypbl M MaTepHaloB IO
IPaKTUYECKUM padoTam.

Vil. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE

JUCHUILINHBI
ITpumopcknit Kpam, r. | [lomemnienne YKOMIUIEKTOBAHO
BnamuBocrok, OpyH3EHCKHUI p- | CHEUUAIIM3UPOBAHHOMU yueOHOU
H, Pycckuit OctpoB, yii. Askc 1., | MeOenbio (TocagoYHbix MecT — 28)
. 10, xopnyc L, ayn. L 609, | O6opynoBanue: Hocka
YueOHas ayIuTOpUs JUISL | ayAUTOpHAs, IIEPEHOCHOM
MPOBEACHUS 3aHATUH | KoMmIploTep (HOyTOykK Lenovo) c

JIEKIIMOHHOIO, MPAKTUYECKOTO U | CyMKOW — | mT
CEeMMHAPCKOI0 TUIA, TPYMIIOBBIX
u VH/IMBUIYabHBIX
KOHCYJIbTaIHH, TEKYLIETO
KOHTPOJS U IPOMEXYTOUYHOHN
aTTeCTallUU.
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[Ipunoxenue 1

MUHUCTEPCTBO HAYKHU U BBICIIIET'O OFPA3OBAHUS POCCUNICKON ®EJIEPAIIN

dezepanbHOE rOCYIaPCTBEHHOE aBTOHOMHOE 00pa30BaTENIbHOE YUPESIKACHHE
BBICIIIETO MPO(ECCHOHATBLHOTO 00pa30BaHuUs

«/lanbHeBOCTOUYHBIN (heaepabHbIH YHUBEPCUTET)
(AB®DY)

IIKOJIA ECTECTBEHHBIX HAYK

YYEBHO-METOIJMYECKOE OBECIHEYEHUE CAMOCTOSTEJIBHON
PABOTbBI OBYUYAIOIIIUXCSA
Mo TUCHUILINHE «/[0MmoHUTEIbHbIE ITIABbl KPUNTOTPpa@u4ecKHX NMPOTOKOJI0OB»
Hanpasaenue moaroropku 10.05.01 KomnbioTepHasi 6e30macHOCTH

(MaremaTrnyeckue METOAbI 3aITUThI HHGOPMAITUHN )
dopma NOATrOTOBKH OYHAS

BaaaguBocTok
2019
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Ilnan-rpauk BbINOJHEHHUSA CAMOCTOATEIbHOM Pa0dOThI 110 JUCHMILINHE

Bun IIpumepHbIe
CaMOCTOATEJILHON | HOPMBI BpeMeHH Ha | DopMa KOHTPOJIA
padoThI BbIIIOJIHEHH e

Ne Jara/cpoxkn
n/n BBINOJTHEHH S

1 1-10 Henenu | ITonroToBka 42 OTtueTnl 0
00y4eHus MPAKTUYECKUX BBIIIOJTHCHUU
3aJaHui
(BBINOIHEHUE
OTYETOB K
MPaKTUYECKUM
paboram Ne 1-2)

2 10-17 Henenu | [TogrotoBka 29 Otyer 0
oOyuyeHus PaKTUIECKOTO BBITIOJTHEHUH
3aIaHHs
(BBINOJIHEHUE
oTyeTa K
MPaKTHYECKOU
pabote Ne 3)

3 18 mepens oOyuenus | [loaroroeka K 9 3auer
3a4ery

[TogroroBka oT4YeTa MO MPAKTHYECKUM paboTaM MpejrosaracT MOBTOPECHHE
JIEKIIMOHHOTO MaTrepuaja W BBINIOJIHEHWE 3aJaHus JJIs MPaKTHUYEeCKUX padoT TIo
temam u3 Paznena |l PITY /.

B xoxe camocTtosiTenbHON pabOThl OOyYaroOmMCS AOJKEH IMOATOTOBUTH IS
caa4yM OTYéT IO MpojaeaHHou padore. Heobxoaumo ykazaTh B OTUETE CIICIYIOIIYIO
uHOpMaIMIO: Ha3BaHWE W I1Ielb pabOThl, KPAaTKUH TEOPETUYECKUH MaTepuall,
3a/lTaHUE Ha TMPaKTHYECKYyl0 paboTy, XOJ pabOThl, IOJyYCHHBIC pE3yJbTaThl H
BBIBOJIBI. 10 pe3ynbTaTam 3aiuThl OTYETA CTYACHTY BBICTABIISETCS «3aYTEHO» WU
«He 3aureHo». CTyAEHT TOJy4aeT «3auTeHO», €CJIM OTYET COJEPKUT BCE
MEPEUNCIICHHbIE paHee IYHKTBI W OQGOpPMIEH B COOTBETCTBUU C TMpaBUIAMU
oOpMIICHHS THCBMEHHBIX Pa0OoT.

CamocrosiTenbHas paboTa MPU TMOATOTOBKE K 3a4eTy BKJIIOYACT H3yUCHUE
TEOPETHYECKOI0 MaTepuaja C MCIOJIb30BAHUEM JIEKIIMOHHBIX MATEPUATIOB, a TAKKE
OCHOBHOU M JOTOJHUTEIbHON JINTEPATYPhl U3 CIIUCKA PEKOMEHIYEMbIX UCTOUHUKOB.
Cnucok BOMPOCOB [Jisl MOATOTOBKH K 3a4€Ty, a TAK)KE€ METOIMYECKUE PEKOMEHAAIUN
10 OLICHMBAHMIO npeacTasieHsl B [Ipunoxenun 2 PITY /1.
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[Tpunoxenue 2

MHHHCTEPCTBO HAYKU U BBICILET'O OBPA3OBAHNS POCCUMICKON ®EJEPALINU
dezepanbHOE rOCYIAPCTBEHHOE aBTOHOMHOE 00pa30BaTEIbHOE YUPESIKACHHE
BBICIIIETO MPO(ECCHOHATBLHOTO 00pa30BaHuUs

«/lanbHeBOCTOUYHBIN (peepabHbIH YHUBEPCUTET)
(AB®DY)

IIKOJIA ECTECTBEHHBIX HAYK

®OH/J OIEHOYHbBIX CPEJICTB
M0 TUCHUILTHNHE «/0MoHUTEIbHbIE ITIABbI KPUNTOrpa@uyecKHX NMPOTOKOJI0OB»
Hanpasaenue moaroropku 10.05.01 KomnbioTepHasi 6e30nacHOCTH

(MaremaTruyeckue METOAbI 3aITUThI HHGOPMAITHN )
dopma NOATrOTOBKH OYHAS

BaaguBocTok
2019
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IHacmopt ®OC

Kon u ¢popmyanposka

Jrtansl GOpMHUPOBAHUA KOMIIETEHMH

KOMIeTeHIHH
3aI[UTHbIE MEXaHU3MBI u cpezcTBa
obecrieueHuss 0€30IIaCHOCTU  ONEPALMOHHBIX
CHCTEM, CpEICTBA W METOJBl XpaHEHHs |

(IK-5) CIOCOOHOCTD | 3yaer nepeayd ayTeHTH(GUKANOHHON nHbOpMarImy,

y4acTBOBaTh B Pa3pabOTKe M TpeOOBaHMA K MOJCHCTEME ayAUTa M MOJUTUKE

KOH(HTypUPOBAHHH ayJIuTa, OCHOBHBIC CPEJCTBA U METOJIbI aHAIIN3a

CPEICTB 3alUThl MH(GOpPMaIUH,

(GopMyIMpOBaTH W HACTpAMBATh IOJHUTHKY

BKJIFOYAst 3aIHIIEHHBIE
0€30MaCHOCTH  OCHOBHBIX  OMEPAIlMOHHBIX

OTeparuoOHHbIC CHCTEMBI,

CHCTEM, a TaKKe JIOKAIBbHBIX KOMITBIOTEPHBIX

CHCTEMBI ympaBjieHHs Oaszamu | YMmeer N
ceTel, IOCTPOEHHBIX HA MX OCHOBE, KOPPEKTHO

JIAHHBIX, KOMITBFOTEPHBIE CETH,

N IPUMEHATH CUMMETPUYHbBIE W aCUMMETPHYHBIE

CHCTEMBI AHTHBUPYCHOM
KPHUITOrpa@uIECKUE ATOPUTMBI

3aIHTHI, cpezacTBa

KpHITOrpadHueckoll  3aruThI HaBBIKAMH Pa3pabOTKH MPOrPaMMHBIX MOIYJIEH,

uHpOpMAIIH peanM3yolmux  3a1auu, CBS3aHHBIE  C

Brnageer obecriedyeHreM O€30MaCHOCTH ONEpPAlMOHHBIX
CHCTEM pacmpoCTpaHeHHBIX CEMEHCTB,
HaBBIKAMH aHAJIN3a MPOTPAMMHBIX peaan3aluii
OCHOBHBIC BUJIBI CHMMETPHUYHBIX u
ACHMMETPUYHBIX KpUNTOrpaduIecKux
aNrOPUTMOB, 3aIIUTHBIC MEXaHM3MbI M CPEICTBA
obecrieueHHnsi 0€30MACHOCTH  OTIEPAIIMOHHBIX
3Haer CHCTEM, CpEICTBA W METO/bl XpaHEHHS |
repeiaun ayTeHTU(GUKAIHOHHON HH(POpPMAIHH,

(TTK-10) CIIOCOGHOCTE TpeGOBaHUsI K MOJCUCTEME ayJUTa U MOJUTHKE

OLICHUBATD >bdEKTHBHOCTE AyJ/IUTA; OCHOBHBIC CPE/ICTBA M MCTO/IbI AHATH3A

peanusaluy  CHCTEM  3allUTHI IPOTPaMMHBIX pCan3alnm

uHGOPMAIMK U JICHCTBYIOIINX HCIIOJIB30BATh cpezcTBa 3aIIHTHI,

HOJMTUK ~ OE30MacHOCTH B [PEIOCTaBIsIEMble  CHCTEMaMH  YIIPABIICHUSI

KOMIIBIOTEPHBIX cHuCTeMaXx, 0azaMi  J@HHBIX,  OCYIIECTBISITH  MEpBbI

BKJTFOYAst 3aIHIIICHHBIC MPOTUBOACHCTBHSL ~ HAPYIICHUSIM  CETEBOM

OTepAaIOHHbIE CHUCTEeMBI, | YMeeT 0€30MacCHOCTH € HCIOJIb30BAHUEM PAa3JINYHBIX

CHCTEMBI yIpaBieHHs 0OazamMu MPOrPaMMHBIX ¥ aIllapaTHBIX CPEICTB 3aIIUTHI;

JIAaHHBIX, KOMITBIOTEPHBIC CETH, IPUMCHSTh 3aIHIIICHHBIC HPOTOKOJTBI,

CHUCTEMBI AHTHBHPYCHO MEXKCEeTeBbIe SKPAHbI M CPEICTBA OOHAPYKCHHS

3aIIHTHI, cpezcTBa BTOP>KCHHIA JUTS 3aIIUTHI HHPOPMAIIHH B CETSX

KPHUTITOTPAQUHECKOH  3alIUTEI METOJMKAaMH  aHaluM3a CeTeBoro Tpaduka,

uHdOpMaIH METOJIMKAMH aHaln3a pe3ylbTaTOB pPaboThI
CPEICTB OOHAPYXKEHHsI BTOP)KCHHIA, HAaBBIKAMU
KOH(UTYPUPOBAHHUS JIOKATbHBIX

Bnaneer (urypup

KOMIIBIOTCPHBIX ceTeﬁ, peam3anun CETCBBIX
ITPOTOKOJIOB C IIOMOIIBIO MMpOrpaMMHBIX
CpeACTB, HABBIKAMH HaCTpOﬁKH MCKCCTCBBIX
OKpPaHOB
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KonTpoub nocTukenus mejieil Kypca

OneHo4HbIE CPEICTBA -
No Kontponupyemsie Konp! u 3ramnst HANMEHOBAHNE
w paszaensl / TeMBbI dbopmupoBanus -
JUCIUTUIAHBI KOMIIETEHIIHI TeKymnu [IPOMEXKYTOHA
KOHTPOJIb aTTecTanus
Paszmen |. Crangaptel Ha 3Hact Ip-7 1-9
[K-5,

1 IUQGPOBYIO TOINMKUCH W K-10 | YMeer oVv-1 1-9
(YHKIHIO XEITUPOBAHUS BIameeT OV-2 1-9
Paznen . 3HaeT I1P-7 10-19

2 Crneuunduyeckue [TK-5, ymeer ov-1 10-19
Kpunrorpaguueckue IK-10
IIPOTOKOJIBI BIIa/ICCT 0Yy-2 10-19
Paznen 1. 3HaeT [1P-7 20-28

3 [IpaxTrueckue [IK-5, yMeer ov-1 20-28
Kpunrorpauueckue IK-10
IPOTOKOJIBI BIIa/IeCT 0Yy-2 20-28
Paznen IV. Ocobennoctu 3HaeT [1P-7 29-38
MIPUMEHEHHUS [1K-5, e ov-1 29.38

4 KpUNITOTPAPUIECKUX I1K-10 yMeEeT
anropurmoB Ha MK BJIaJICCT ovy-2 29-38

PE3YyJAbTATOB OCBOCHUA NTUCHHUIIJINHDI

MeTonnuyeckue peKOMeHIAMH, ONpe/IeIAIoNIie MPoleaypbl OLleHUBAHUS

[TpomexyTouHast opma aTTECTAIlMU 110 JAHHON JUCIUTIIINHE — 3a9eT.

JIyst orycka K 3a4eTy OOY4JaroIIUiCs JOJDKEH IOYYHTh OLEHKY «3auTeHO» TI0 BCEM
NpaKTUYECKUM padboTam Kypca. Kpurepuu orieHUBaHuUs PAKTUUECKUX pabOoT MPeACTaBICHbI
naiee B 1aHHoM [ Ipuitoykenun.

3auer mpoBomutTcs B ¢opme cobecemoBanus (YO-1), Bompochl K 3a4eTy

COOTBCTCTBYIOT TCMaM, H3y4aCMbIM Ha JICKOMOHHBIX 3aHATHAX, W IIPCACTABJICHLI

nanee B [Ipunoxxenuu. {15 moAroToBKM K OTBETY HA 3a4eTe 00YYaIOIIMIICS MMOTy4YaeT

20 muHyT. B X0A€ MOATrOTOBKHM OOYYAIOLIUICS MOXET COCTABJISATH JIOOBIE 3aMKCH,

OJHAKO OLCHHUBACTCA IIPCIKAC BCCI'O YCTHBIﬁ, a HE MUCbMEHHBINA OTBET.

[Ipu onpeneneHny OLEHKHA YUYUTHIBAOTCS

-3HaHUE OCHOBHBIX TEPMUHOB U NOHATHH KypcCa,;

-3HAHUC 1 BJIAACHHUC MCTOAaMU U CPCACTBAMHU PCHICHUA 3a/1a4;

-II0CJIICAO0BATCIIPHOC N3JIOKCHUE MaTCpuaia Kypca,

-yMeHHe GOpPMYyITHUPOBATH HEKOTOPHIE 000OIIIECHUS IO TEME BOIIPOCOB;

-10CTATOYHO ITOJHBIC OTBCTEI Ha BOIIPOCHI;
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-YMCHHC HUCIIOJIB30BATH q)YHI[aMeHTaJ'IBHBIe IIOHATHUA us3 0a30BBIX

CCTCCTBCHHOHAYYHBIX U O6H_[€Hp0(1)€CCI/IOHaJ'IBHBIX AUCHOUIIINH IIPU OTBETC.

Ok wnhE

LI
6
7.
8

9.

OueHovHbIE CPeACTBA /ISl IPOMEKYTOUHOI aTTeCTAMHU
Cnucok BONPOCOB HA 3a4eT

3amaun, KOTOphle no3BosAeT pemars LI1.

CI10KHOCTBIO KaKMX 3a7a4 onpeaensercs HaaexkHocTh LI
[Tepeuncnute 3 knacca L1

B uem 3axmrouaercs npobiieMa HHPPACTPYKTYPbl OTKPBITHIX KITIOUYEH.
OcHOBHBIE MaTeMaTU4YeCKHe MpOOJEeMbl, HA OCHOBE KOTOPBIX CTPOSTCS

LIT RSA.

LIT Dnp-T"amans.

Cpasuenue, nexaiiee B ocHoBe LII1 kinacca Dnp-I"amats.

B uem 3akitoyaercs BO3MOKHOCTh YMEHBILICHUS JUIMHBI Kitoua, s LI

KJtacca Dnb-1"amais.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22,
23.
24,
25.
26.
27,
28.

3 anroputma B DSS.

[Tapamerpsr DSA.

Kaxkue nons ucnonezyrorcs B EC DSA.

Kaxkue xpusbie ucnonnsyrwotcs B EC DSA.

Uro sBnsieTcs cekpeTHbIM KitouoM B EC DSA.

Kak crpostes nons GF(p™). IToctpouts none GF(22) , GF(23).

Bun xpusoii B 'OCT 34.10.

dopmyna uaapuanta J(E).

Kax Be1OHparoTcs mapaMeTpsl KPUBOH.

Onucarp napametpsl cxeMbl L{IT TTOCT 34.10.

Anroputwm Beipabotku L{I1 8 TOCT 34.10.

Anroput™m nposepku L{IT B TTOCT 34.10.

[TonsiTue xemr-¢yHKIHH.

[TonsiTre ogHOmMaroBeix cxxuMaronux ¢yakmuii (OCD).
[TocTpoenue xem-¢pyakmun Ha ocHoBe OCD.

KiroueBbie xem-(yHKIum, TpeOOBaHMS, TPEIBIBISIEMBIE K HUM.
beckmrodeBsie xen-QyHKIuU, TpeOOBaHUS, TPEABSIBISIEMbIC K HIM.
Jlnana3zoHbI TMH KITFOYEBBIX U OCCKITIOYEBBIX XCIICH.

[Tpumep kmroueBoi xeur-pyHkuuu Ha ocHoBe OCD ¢ Hcnoib30BaHUEM

0;104HOTO IU(POBAHUS.

29.

[Tpumeps! 6eckitoueBoit xeur-pynknuu Ha ocHose OCO.
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30. Jmuaa xema B SHA, MD5, I'OCT 34.11.

31. Pa36uenue Ha 61moku coobuenus B anropurme SHA (mocnenuuii 0710K).

32. Onucanue Habopa HEeNMMHENHBIX PyHKIUN B SHA.

33. [lepexon k cnenyromemy nukiny B SHA. BeixonHoe 3HaueHUE Xella B
SHA.

34. 3 mara ogHomarooi cxumatomei pynkuuu B 'OCT 34.11.

35. [Iponenypa Beruncnenus xema B 'OCT 34.11.

36. SHA-256, SHA-384, SHA-512.

37. Onpenenenue rpynmnbl U MoJsl.

38. MoIIHOCTh KOHEYHOTO TMOJIsI, KOJIMYECTBO JJIEMEHTOB MYJIbTUILTHKATHBHOM
TPy OIS

Kaxxapiii CTyneHT JO/KEH OTBETHUTh Ha JIBa BOIPOCA M3 CIIHMCKA BBIIIC.
Pe3ynpTaThl 3aueTa OILIGHMBAIOTCA 1O ABYXOA/NIBHOH CHCTEME («3a4TCHO», «HE
3aUTEHO») M 3aHOCITCS B SK3aMCHAIIMOHHYIO BEJIOMOCTh M 3a4YETHYIO KHIKKY. B
3aYETHYIO KHIDKKY 3aHOCSTCS TOJBKO TOJIOKHTEIIBHBIC OIICHKH.

[Tpu onpeieieHUH OIICHKH YYUTHIBAOTCS:

-3HAaHUE OCHOBHBIX TEPMUHOB U TIOHIATHH Kypca;

-3HaHUE W BJIaJICHUE METOJaMH M CPEJICTBAMHU PEIICHHMS 3a]1aY;

-II0CJIeI0BAaTEILHOC M3JI0KEHNE MaTepHralia Kypca;

-yMeHre (hOpMyJIUPOBaTh HEKOTOPBIE 0OOOIIICHHUS TI0 TEME BOIIPOCOB;

-JIOCTaTOYHO ITOJTHBIE OTBETHI Ha BOIIPOCHI;

-yMEHHE  HWCIOJb30BaTh  (yHIAMCHTAJIBbHBIC  IOHATHS W3  0a30BBIX
CCTCCTBCHHOHAYYHBIX U 00MIECTPOPECCHOHATIBHBIX TUCITUIUINH IIPHA OTBETE.

OreHKa «3a4TEeHO0». XOpolllee 3HAHUE OCHOBHBIX TEPMHUHOB U MOHATHH Kypca.
Xoporee 3HaHUE H BIAJACHUE METOJAaMH M CPCACTBAMH pEIICHHUS 3ajad.
[TocnenoBaTenpHOE M3JIOKEHHUE MaTepuajga Kypca. YMeHue GopMyIupoBaTh
HEKOTOphIe O0O0OOIICHHMS IO TEeME BOMPOCOB. JlOCTaTOYHO TOJNHBICE OTBETHI Ha
BOIIPOCHL. YMEHHE UCIOIb30BaTh (PyHJAaMEHTaJbHbIC TIOHATHS ©3 0a30BBIX
€CTECTBEHHOHAYUYHBIX M 001IenpodheCCHOHAIBHBIX JUCITUILINH ITPH OTBETE.

OreHKa «He 3a4TeH0». HeynoBneTBOpUTEIbHOES 3HAHUE OCHOBHBIX TCPMHHOB U
moHsATHH  Kypca. Heymenme pemars 3amaun. OTCyTcTBHE  JIOTHKH |
MTOCJICIOBATEIBHOCTH B M3JIOKEHUHW MaTepuaia Kypca. Heymenue ¢opmynnpoBath
OTJICJIbHBIC BBIBOJBI M OOOOIIEHHS IO TeMe BOMPOCOB. HeymeHuWe HCImoib30BaTh
dbyHIaMEeHTaIbHbBIC MOHSATHS u3 0a30BBIX €CTECTBCHHOHAYYHBIX u
obmenpodecCuOHATbHBIX JUCIUIUIMH IPU OTBETE.

OneHoyHble cpeacrea i TeKymeﬁ aTrecTalinu
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B kadecTBe OILIEHOYHBIX CPEACTB s TEKyIIeW aTTecTalud MPUMEHSIOTCS
nadoparopubie padotsl (ITP-6) u korcmekT (I1P-7).

Koncnekr sBnsercss mokaszareieM C(HOPMUPOBAHHOCTH KOMIIETCHIIMA Ha
MOPOTOBOM YpOBHE. TeMbl KOHCIIEKTOB COOTBETCTBYIOT TeMaM TEOPETHUYECKOM 4acTu
kypca u3 Pasznmena |l PIIY]/]. Kpurtepunu oueHKM NO JAHHOMY BHUIY OLIEHOYHBIX
CPEICTB MPEACTABICHBI B TAOIHUIIE:

Onenka Conep:xkanue KOHCIEKTa

OTtnn4HO KoHcnekr comepxut Bce IOHATHSA, TEPMHHBI,
MOJIOKEHUS, W3y4eHHblE Ha JIeKIUU W/ ¢
HCII0JIb30BAHUEM OCHOBHBIX HMCTOYHHUKOB
JUTEPATYPBl, @ TAKXKE COJEPKHUT CBEICHUA U3
JIOTIOJIHATEJIbHBIX HCTOYHUKOB.

Xopomo KoHcniekr comepKUT Bce TMOHSATHS, TEPMUHBL,
MOJIOKEHUS, U3y4eHHble Ha JIeKIUHd W/WIM ¢
HCII0JIb30BAHUEM OCHOBHBIX HUCTOYHUKOB
JIUTEPaTYPBH.

Y 10BIETBOPUTEIBHO KoHncnekr comepxuT 0a3oBble MOHSTHS, TEPMHUHBI,
M10JIO’KEHU S, U3yUYEHHBIE Ha JIEKITHH.

HeynosnerBopurenbHO KoHCIIEeKT He COIEepX UT OCHOBHBIX IOHSITUH,

TEPMHUHOB, TTOJIOKEHUI 10 JAHHOUW TEME.

JIns  OLIEHKH TIPOJABUHYTOTO M  BBICOKOTO YpOBHS CHOPMUPOBAHHOCTHU
KOMITETCHITUH TIPOBOAATCS JabopaTtopHbie paboThl. Tembl MpakTHYECKHX padoT
npeactanieHsl B Pazaene |l PITY 1. Kpurepuu orieHku npeacTaBieHbl B TAOIHIIE:

Ounenka Kpurepunii

3auTeHo OT4éT Mo mpakTU4ecKor paboTe CONEPKUT BCe HEOOXOAUMBIE ITYHKTHI
(menp  paboOThl, KpaTKUHA TEOPETHUYECKHIl MaTepuas, 3ajJaHue Ha
IpaKTHYECKyl0 paboTy, XoJ paboThl, MOJy4eHHBIE PE3YIbTATHI,
BbIBOABI).  Odopmienue  oTy€ra  COOTBETCTBYET  MpaBUIIaM
odopMIIeHHs] MUCbMEHHBIX paboT. KOHCIEKT colepKUT BCe MOHSTHUSA,
TEPMHHBI, TOJIOKEHHUS, HW3YYCHHbIE HA  JICKIUU UW/UIU  C
MCIOJIb30BAHUEM OCHOBHBIX HICTOYHHKOB JIUTEPATYPBHI.

He3zaureno OTtuér mno mnpakTHueckod paboTe HE COJEPKHUT Kakoro-iauoo
HEOO0XOMMOro  MyHKTa(oB) W/win  odopmieHHEe OT4éTra He
COOTBETCTBYET MpaBmiIaM 0(popMIIeHHs THCbMEHHbBIX paboT. KoHcnekT
HE COAEP)KUT OCHOBHBIX MOHSATHH, TEPMUHOB, MOJIOKEHUI 10 TaHHOMN
TEME
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