MMHUCTEPCTBO HAYKHU U BBICHIEI'O OBPABOBAHI S POCCUMCKOM ®EJEPALIMU
denepanbpHOE rOCYyJAPCTBEHHOE aBTOHOMHOE 00Pa30BaTEIILHOE YUPEKICHHE
BBICIIEr0 00pa30BaHuUs

«/lanbHeBOCTOYHBIN (hefepabHbIH YHUBEPCUTET)
(ABDY)

IIKOJIA ECTECTBEHHBIX HAYK

«COTJIACOBAHO» «YTBEPXJIAIO» . , =
PykoBomutens OIT 3aBenyroumii{(as) kadenpoi
«MadpopmanmonHas 6e30macHOCTb vH(HOPMAHMOHHOM 6€30MACHOCTH
N ] //}’— ’}/ Wﬂe Kadenpey)
. i ~— Bapmnaras C.K. //»(’/)7," 4 MQMHCKHIZ 10.B.
(moxuce) (©.1.0. pyk. OI) r— (momies) A= (®©:M.0: pyk. OIT)

« 5 » HIOJIS 2018 r. « 5 » HAFOTISE— 2018 1.

PABOYAS ITIPOTPAMMA YYEBHOM JUCIATIJIMHBI (PITYI)
«[IporpamMMHo-anmapaTHble CpeIcTBa 3alIUThHl HH(pOpMAITUNY

Hanpasiaenne —10.03.01 «MnpopmanuonHas 6e30MaCHOCTDY»

IIpodws moaroToBKy - «KoMriekcHast 3auTa 00beKTOB HH(POPMATH3AIIHH »
®opmMa NOArOTOBKM — OYHAs

Kypc 3 cemectp 5

neknun 36 yac.

MPAKTUYCSCKUE 3aHATHUS qac.

nabopatopHbie pabotel 36 yac.

B TOM YHCIIE ¢ Hcronb3oBanneM MAQO Jex. [ 1p. / mab. qac.
BCEr0 YacoB ayIUTOPHON HArpy3ku 72 dac.

B TOM YHCIIe ¢ ucnonbs3oBanrneM MAO gac.
caMoCTosITeNIbHast paboTa 72 dac.

B TOM YHCIIE Ha IIOJINOTOBKY K dk3amMeHy 0  wac.
KOHTPOIIbHBIE PabO0ThI (KOMMYECTBO)  HE MPETyCMOTPEHO
KypcoBasi paboTa / KypcOBOM MPOEKT  He MPeayCMOTPEHO
3a4ger 5 ceMecTp

9K3aMEH HE NPETYCMOTPEH CEeMECTp

Pabouass mporpamMMa cocTaBlieHa B COOTBETCTBHM C TPeOOBAaHUSIMH OOpa30BaTEIbHOTO CTAaHAAPTA,
CaMOoCTOATENIbHO ycTaHaBnmuBaeMoro ABDY, yreepkaenHoro nprukazoM pekropa ot 20.07.2017 Nel2-13-
1479.

Pabouas mporpamMma oOcyskaeHa Ha 3aceJaHuy Kadeapsl MH()OPMAITMOHHOW 0€30IacHOCTH
nporokon Ne 10 or« 15 » WIOHS 2019 r.
3asenyromuii (as) kadeapoid: Jobpxunckuii F0.B., K.T.H., C.H.C.

CocraButens (Iu): CwmupuoB MLE.




|. PaGouyasi mporpaMmma nepecMoTpeHa Ha 3aceJaHUM Kadeapbl:

IIpoToK0JI OT « » 20 r. Ne

3aBemyromnuii kadeapoit 10.B. JIoOp>KUHCKUN
(mommuce) (n.0. pammmis)

Il. PaGouasi nporpaMmma nepecMoTpeHa Ha 3acelaHuu Kadeapbl:

[IpoTokoJ OT « » 200 1. Ne

3aBeyromuit kadenpoit 10.B. JIoOp>KUHCKUHN _
(toamuce) (n.0. pamuust)




AHHOTANUA K padoyell mporpaMMe IMCIUILIHHbI

«IIporpammHoO-annmapaTHbie CPEeACTBA 3aIUUTHI HH(pOPMaLIHN»

PaGouass mnporpamma mno kypcy «lIporpamMmHo-anmapatHbie CpeacTBa
3amuThl “HGOpPMAIMKU» pa3padoTaHa JJisd CTyJAeHTOB mo HampasieHuto 10.03.01
«MHdopManioHHas 6€301aCHOCTbY.

OO611ast TpyI0EMKOCTh OCBOCHHS TUCIMUIUIMHBI cocTaBisieT 144 daca (4 3.e.).
Y4yeOHBIM  IJIAaHOM  TPEAYCMOTPEHbl  JIGKIHOHHBIE 3aHaTHs (36  yac.),
naboparopHbie paboThl (36 yac.), camocTosiTebHas pabora ctyaeHToB (72 yac.).
JucuumirHa peanusyetcss Ha 3 kypce B 5 cemecTpe. @opMa KOHTpOJS IO
JTUCHUTUIMHE — 3a4€T.

Hean: dbopmupoBaHue OCHOBOTIOJIAr IO X 3HaHUHN 1o
IPOrpaMMHOMY H alllliapaTHOMY OOeCIieueHHI0 HHPOPMAITMOHHON 0€30MacHOCTH B
00JIaCTH CUCTEMHOT0 aHaJIM3a U MPUHATHUS PEIICHUI.

3apaum:

- yrpo3 UHGOPMAIIMOHHON 0€30MaCHOCTH B aBTOMATH3MPOBAHHBIX CHCTEMaxX
00pabOTKU JTaHHBIX;

- IPUHITUIIOB pa3/IeNIeHUs TOCTYIIa U 3allUThI porpaMMm u gaHubeix ot HCJI;

- ACTIOJIH30BAHUS MIPOTPAMMHO-AMNMAPATHBIX CPEJCTB 3alUThl HHPOPMAIIUU;

- MPOEKTUPOBaHUS cucTeM 3amuThl nHGopManmu B ACO/I.

-  W3y4YeHHE OCHOBHBIX yrpo3 Oe3omacHoctd  uH(pOpManMu B
aBTOMATU3WPOBAHHBIX CUCTEMAaX U OCBOCHUE METOJIOB 3aIUTHI OT JAHHBIX yIPO3;

- W3Y4Y€HUE METOJIOB, AJITOPUTMOB, MPOTPAMMHO-ANMNAPATHBIX CPEJCTB
oOecrieueHust MHOOPMAITMOHHON 0€30MaCHOCTH aBTOMATHU3UPOBAHHBIX CHCTEM;

- W3yYEHHWE OCHOBHBIX MEp IO 3amuTe WHPOPMAMA MU MPOTPAMMHBIX
MPOIYKTOB OT HECAHKIIMOHHUPOBAHHOTO TOCTYIA, MOAW(PUKAINA U WU3yYEHUS B
aBTOMATU3WPOBAHHBIX CUCTEMAX;

- W3yYCHHWE COBPEMEHHBIX TEXHOJOTHH 3allUIICHHBIX CETeH mepenadu

JaHHBbIX B aBTOMAaTHU3HUPOBAHHBIX CUCTCMAX.



B pesynbTare

dopMupyroTcs

M3y4ECHUS

cleyIoume

JAHHOM  JHMCUMIUIMHBI Yy  OOydaroluxcs

npodeccuoHaIbHEbIE, po(ecCuOHaTbHO -

CIICONAJIM3NPOBAHHBIC KOMIICTCHIIMU (BHGMGHTBI KOMHGTGHHHﬁ).

Koa n ¢popmyauposka

9Tanbl (l)OpMI/IPOBaH]/Iﬂ KOMIICTCHIIUN

KOMIIeTeHIIHU U
ApPXUTEKT 1 0a30BbIC TPUHIIUIIBI KIIMOHUPOBAHMS
(TTIK-1) CIIOCOOHOCTBIO P YPY PHHIL U(byH I P
BBIYUCIIMTEIIBHBIX ~CHCTEM, CETeil W COBPEMEHHBIX
BBIMIOJIHATH ~ pabOThI  TO|3Haer
N MHOT03aJa4HbIX MHOTOTIOJTH30BATEIHCKUX
YCTaHOBKE, HACTpOWKE W o
OTIEPAITMOHHBIX CHCTEM
00CITy>)KMBaHUIO pal
MPOTPAMMHBIX, pasBepThiBaTh U HACTpaWiBaTh  MPOTPaMMHBIE U
MporpaMMHO-aNmapaTHeIX (B|YMeeT |ammapaTHbIE€ CpeAcTBa JUIS  3alUThl  JIOKAIBHBIX H
TOM YUCIIe pacrpeiesIeHHbIX BBIUUCTUTEIBHBIX CHCTEM
KpUNITOTpaprUeCcKUX) "
MpOrpaMMHO-aNMapaTHBIMA KOMIUIEKCAMH  yITpaBIICHUS
TEXHUYECKUX CpE/ICTB .
Bnaneer |kmouamu, ceptuduraTaMy U MpaBaMu IOJIH30BATENICH B
3aIuThl HHpOpMaUu
3aIUIICHHBIX ABTOMaTU3UPOBAHHBIX CHCTEMAX
METOJBI ¥ TPOTPAMMHO-AIIAPATHBIE CPEACTBA 3AIIUTHI
(1IK-12) CIIOCOOHOCTBIO | 3HaeT MIPOTPaMMHOTO OO0ECTIEYeHHST OT HECAHKITMOHHUPOBAHHOTO
MNpOBOJAUTD aHAJIA3 M3Y4YCHUS, KOTUPOBAHUS U MOU(PUKAITNH
nH(OpPMaMOHHOU
HacTpauBaTh KaHaJIbl 6e30macHOro obmeHa
0€e30MacHOCTH OOBLEKTOB U .
Ymeer |uHbopManuell B JIOKAIBHBIX M PacHpelleleHHBIX
CUCTEM Ha COOTBETCTBHUE
ABTOMAaTHU3UPOBAHHBIX CHCTEMAX
TpeOOBaHUSAM CTaHIAPTOB B
obyactu I/IH(I)OpMaHI/IOHHOI‘/'I IporpaMMHO-almapaTHbIMi KOMIUICKCAMHU  YIIPABJICHHUA
6E30I1aCHOCTH Brnageer |xmtouamu, ceptudukataMu U IpaBaMu MOJIb30BaTesiel B
3AIUILEHHBIX aBTOMATU3UPOBAHHBIX CUCTEMAX
MOJAYJIBHYIO CTPYKTYpY HOJCUCTeMBI Oe3omacHoe™
3Haer COBPEMEHHBIX OIEPAIlMOHHBIX CHCTEM U  CIOCOOBI
(ITK-15) CIIOCOOHOCTBIO WHTErpaluu CPeACTB 3al[UThI
paszpabaTeiBaTh IUJIaHBI U -
HACTPauWBaTh CUCTEMBbl OOHAPYXKEHHUS BTOPKEHHH H
MIPOrpaMMbl MpoBeAcHUs | YMeeT
. AQHTUBHUPYCHBIE CUCTEMBI
Hay4HbIX MCCIEJOBAaHUNA U
TEXHUYECKUX pagpa60TOK MporpaMMHO-alllIapaTHbIMHU KOMIUJICKCAMU  YIIPABJICHUA
Brnageer |xmouamu, ceptudukataMu U MpaBaMu MOJb30BaTelel B
3allMIIEHHBIX ABTOMaTU3UPOBAHHBIX CUCTEMAX
(OIIK-7) CHOCOOHOCTBIO METOJbl ¥ AJITOPUTMBI YIIPABJICHUS U T€HEPALIMH KITFOUeh
ONIpEeNEeNATh 3Haer M WX  anmnapatHo-porpaMMHas — peanu3auus U
nH(OPMALIMOHHBIE PECYPCHI, MPUMEHEHHUE B ABTOMATU3UPOBAHHBIX CUCTEMAX
MO JIeKAIIE 3alluTe, o
YMeer |HacTpauBaTh CUCTEMBI MPEIOTBPAILICHHS BTOPKEHUN
yIpO3bl Oe3omacHOCTH

uHpOpMAllMd ¥ BO3MOKHBIE
NyTH UX pealu3alud Ha
OCHOBE aHaln3a CTPYKTYpPBI

Bnaneer

UHCTpYMEHTapHeM, 0OeCIeynBaroIuM
anmapaTHyl0 3aIlIUTy HMH()OPMAIMOHHBIX PECYpCOB OT

H3YyuCHUA, MO,Z[I/I(I)I/IKEU_[I/II/I n KOHHpOBaHI/Iﬁ

IPOrpaMMHO-
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u coZiep KaHus
MH(POPMALMOHHBIX
IPOLIECCOB M OCOOEHHOCTEN
(GyHKIMOHUPOBAHUS 00bEKTa
3aIIUTHI

(TICK-3.2)
(hopMHPOBATH TPEIUIOKCHHUS

CIIOCOOHOCTBIO

10 ONITUMH3AaIIMU KOMILJIICKCA

TEXHUYECKUX CpPEICTB,
MIPUMEHSIEMBIX B
(YHKIMOHAJIBHOM TIpoIiecce
3alUIIaeMoro oObeKTa U ero
MH(OPMALMOHHBIX
COCTaBIISIOLIUX, C IEJIbIO
MOBBIILIEHUS ux
YCTOMYHMBOCTH K
JNeCTPYKTUBHBIM
BO3/ICUCTBUAM Ha

nH(OPMAaLIMOHHBIE PECYPCHI
U IPEJIOKEHHs 10 TAKTHUKE
3aLIUThI
JOKaIU3alUy  3alUIIAaeMbIX
3JIEMEHTOB

00BEKTOB u

OopraHusanuro pa60T1>1 1 HOPMATHBHBIC ITPABOBLIC aAKTHI U

CTaHJApThl [0 JIMLEH3UPOBAHUIO JEATEIBHOCTH B
obnacTu o0ecrieueHus 3aluThl TOCY1apCTBEHHON TalHBI,

3Haer TEXHUYECKON 3aLUTHI KOH(HICHIIHATBHOI
uHpopmarumy, o aTTeCcTaluu 00BEKTOB
uHpopMaTu3au U CepTUPUKAIMU CPEJICTB 3alIUTHI
uH(popMauu
pa3pabatbiBaTh MIPOEKTHI HOPMaTHUBHBIX u

YMmeeT |opraHu3alMOHHO-PACHIOPSIUTEIbHBIX JIOKYMEHTOB,
perIaMeHTUPYIONTUX paboTy 10 3anuTe HHHOPMAIIH

Bnaneer

MeTronamMu  (GOPMHpPOBAaHUS TpPEOOBAaHWUN TIO 3AIIHTE

uHpopmarun

(IICK-3.3)  cnocoOGHOCTHIO
pa3pabaThiBaTh  KOMILICKC
OpraHU3aIMOHHBIX u
TEXHUYECKUX Mep o
o0ecreyYeHHIo
HH(pOPMAITMOHHOM
0e301acHOCTH 00BeKTa
nH(OpPMAaTU3ALIHH,
IIPOBOIUTh BBIOOD
HEOOXOIMMBIX TEXHOJIOTHN 1
TEXHUYECKUX CPE/CTB,
OpraHM30BaTh BHEIPCHHE H
MOCIIeyIoIIee
COTPOBOXKICHHE

KOMIUIEKC OPTraHU3allMOHHBIX M TEXHUYECKUX MEp [0
3HaeT obecrieueHnI0 MHHOPMAITMOHHON 0E30ITaCHOCTH O0OBEKTA
uH(pOopMaTU3aLUU
v IPOBOAUTH  BHIOOP HEOOXOAMMBIX  TEXHOJIOTUH U
MeeT
TEXHUYECKUX CPEJICTB, OPraHN30BaTh UX BHEAPEHHE
MeTonaMu  (OpMUPOBaHUS TpeOOBaHMII TIO 3alIUTe
Bnaneer
uHpopmaruu

Jlist hopMupoOBaHUs BBIICYKA3aHHBIX KOMIIETCHIIUNA B PaMKaxX TUCITUTITHHBI

«IIporpaMMHO-anmapaTHpie CpPEACTBA 3aIUTHI

uHGOPMAIN) TPUMEHSIOTCS

CIcAyromuc MCTOAbI aKTHBHOTO/ HHTCPAKTHBHOI'O 06yquH$[: HHTCPAKTHUBHBIC H

HpO6JIeMHBIC JCKIIMHK, JICKOWHW-AHNAJIO0IH, pa60Ta B MaJIbIX TIpyIIiax, MCTOI




oOydeHUs B mapax. Mcnonp3yemble OLIEHOYHBIE CpeACTBa: JabopaTopHble paboThI

(ITP-6), koucnexr (ITP-7).

|. CTPYKTYPA U COJEP)KAHUE TEOPETUUYECKOM YACTHU KYPCA

MOAYJIb 1. OcHoBBbI 3alIUTHI MH(pOPMALUM H CPEeICTBA, METOAbI
3amuThbl. (364ac)

Pa3nen |. OcnoBbl 3amuThl nHpopmanuu (184ac.)

Tema 1 OcHOBHblE TOHSATHS  MPOrPAMMHO-ANIMAPATHON  3aLIUTHI
uHpopmanmu (64)

Tema 2. Unentudukanus nonb3oBaTeiel KC-CyObEeKTOB IOCTYyNA K JaHHBIM
(64.)

Tema 3. CpeacTsa u METOJIBI OTpaHUYEHHUS J0CTYyIA K (aitnam (34)

Tema 4. IIporpammHo-anmapaTHbie cpeacTBa IudpoBanus (34)

Paznea Il. CpeacrBa u meroan! 3amuthl (184)

Tema 1. MeToabl 1 CpeACTBA OTPAHUYEHUS IOCTyNIa K KOMIOHEHTaM DBM
(64)

Tema 2. 3amura nporpamMm OT HECAHKIIMOHUPOBAHHOTO KOMUPOBaHUs (64)

Tema 3. Xpanenue kinrodeBoit nHpopmanmu (34.)

Tema 4. 3amura nporpamm oT uzydenus (34)

II. CTPYKTYPA U COJEPKAHUE MMPAKTUYECKOHN YACTHU
KYPCA
IIpakTuueckue 3ansatus (18 vac.)
1. OcHOBBI HCMOJIB30BAHUS CPENICTB 3alUTHl OT HECAHKIIMOHUPOBAHHOTO
JIOCTYIIa B ONepaniMoHHON cucteme Linux (4 1)
2. Cucrema 6e3onacaoctu Windows XP (4 1)
3. AnruBupyc Kacmepckoro 6.0 mis Windows Workstations. JlokaiapHas

YCTAaHOBKA W ympaByieHHE (5 1)



4. OCHOBHbIE NMPU3HAKH MPUCYTCTBUS BPEJOHOCHBIX MPOrPaMM M METOJbI
10 YCTPAHEHUIO MOCIEACTBUN BUPYCHBIX 3apaKeHUM (S 1)
JlabopaTopubie padorsl (18 yac.)

JlabopaTopuas paGora Nel. Cucrema 3amuthl uHpopmamuu Secret Net
6.0(94)

Henab: 03HAKOMUTBCA C OCOOEHHOCTSIMU CHCTEMBI 3aIlMThl MHQOpMaLUU B
nporpamMmMmHoi cpese Secret Net 6.0

Xoa paboThl: ycTaHaBiaMBaeM mporpammuyto cpeay Ha [1K, 3nakomumces c eé
O0COOCHHOCTAMU

JlaGoparopHas pa6ora Ne2. Cucrema 3amutel nHpopmanuu Dallas Lock
8.0-K(6u4)

Heab: 03HAKOMUTHCSI ¢ OCOOCHHOCTSMHM CHCTEMbI 3alIUThl MHPOPMALUU B
nporpammuoii cpeze Dallas Lock 8.0-K

Xox pa6orsi: yctaHaBiuBaeM cpeactBo or HCJl na IIK, 3HakomMuMmcsi C
0COOEHHOCTAMHU

JlaGoparopHas pa6ora Ne3. Cucrema 3amutel nHdopmanuu Dallas Lock
8.0-C(3u)

Henab: 03HAKOMUTBCS C OCOOEHHOCTSIMH CHCTEMBI 3alIUTHl HWH(OpMAIUu
Dallas Lock 8.0-C

Xoa pa6orsi: yctaHaBiuBaeM cpeactBo or HCJI na IIK, 3HakomMumcs c

0COOEHHOCTIMH

I1l. YHEBHO-METOANYECKOE OBECIIEYEHHUE
CAMOCTOSTEJIbHOU PABOTHI OBYUAIOIIUXCA

Y4eOHO-MeTOTUECKOe obOecrnieueHue CaMOCTOSITEIbHOU paboThI
oOydarommxcs mno aucnumuinHe «[IporpamMmmMHo-ammapaTHbe CpPEACTBA 3alUTHI
uHdopmarumy npeacTasieHo B [Ipunoxkennn 1 u BKItoyaeT B ceos:

MJIaH-TpaUK BBIMOJHEHHUS] CAMOCTOSITENIbHOM paOOThl MO AMCIUIUIMHE, B

TOM YMCJIC IIPUMCPHBIC HOPMbI BPCMCHH HA BBIIIOJIHCHHUC 110 KAXXKAOMY 3aaHUIO,



XapaKTepUCTUKA 3aJaHUM Ui CAMOCTOSITENIbHOM pabOThl 00yyarolmuxcs u
METOIMYECKHE PEKOMEHIALMHU IO X BBIIIOJIHEHHUIO;

TpeOOBaHMS K  IPEACTABICHHIO U O(OPMIICHHIO  pEe3ylbTaToOB
CaMOCTOSTEIbHOUN paboThI;

KPUTEPUH OLIEHKH BBIMOJIHEHUSI CAMOCTOATENbHON pabOoThI.

IV. KOHTPOJIb JOCTHUXEHUSA LEJENA KYPCA

OneHouHbIE CpesICTBA -
No Kontponupyemsie Konp! u 3ramns! HauMEHOBAHME
i pazzesnbl / TeMbl (dbopMupoBaHUs -
JUCITUTUTUHBI KOMIIETEHIINI TCKYIIHK IIPOMEKYTOHHAA
KOHTPOJIb aTTeCTaIHs
OIIK-7 |3naer TC-1 1-25
IK-1 - Fyyeer TC-1 1-25
Pazmen | Ocropyr | K2
1 ! ' MK-12 TC-1
3aIuThl HHpOpMAIUH. MK-15
Bmaneer 1-25
I1CK-3.2
I1CK-3.3
OIIK-7 |3Haer TC-1 26-50
Ty [ Vmeer TC-1 26-50
2 [Ponen 11 Croema v
’ ITK-15
[CK-3.2 Bianeer 26-50
I1CK-3.3
Tumnosslie KOHTPOJIbHEBIE 3aaHUA, METOJIUYECKHUE MaTepHalbl,

ONPEAEIAIONINE NPOLEAYPHl OLICHUBAHUS 3HAHWM, YMEHUM U HABBIKOB WU OIBITA
NEATENIbHOCTH, a TaKXKe KPUTEPHUH M IOKa3aTeld, HEOOXOIUMbIEC [JISl OLEHKHU
3HaHWA, YMEHWH, HaBBIKOB W XapaKTepu3ymIlmue HTambl (HOPMHUPOBAHUS
KOMIIETEHIIMA B TIPOIECCE  OCBOGHHS  00pa3oBaTENBbHON  MPOTPAMMEI,

npenacrasieHsl B [punoxenun 2.

V. CIUCOK YYEBHOM JUTEPATYPbI U UHOOPMAIIMOHHO-
METOANYECKOE OBECIHEYEHHME JUCIUIIJIMHBI

OcHoBHas JUTEpaTypa
(onnexmponnwle u neuammvie uzoans)
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1. XopeB A.A. Texuuueckas 3amuta uHGopmMaIruu: yued. mocodue st
CTyIEHTOB By30B. B 3-x T. M.: HIIIl «Anamutuka», 2009
http://lib.dvfu.ru:8080/lib/item?id=chamo:619025&theme=FEFU

2. bapanoBa, E. K. OcHoBbl uMH(OpMATHKH U 3alUThl HMHGOOpPMALUU
[DnexkTponnblil pecypce] : Yue6. mocodbue / E. K. bapanoa. - M. : PUOP :
NH®PA-M, 2013. - 183 c¢. + Jon. marepuansl. - (Beicmiee oGpa3zoBanue:
bakanaspuar). - ISBN 978-5-369-01169-0 (PHUOP), ISBN 978-5-16-006484-0
(MH®PA-M). - Pexxum goctyna: http://znanium.com/catalog/product/415501

3. Nudopmanmonnas 6e3onacHocts : yueOnuk / B.I1. MenbHukos, A.N.
Kynpusanos, T.}O. BacuneeBa. — Mocksa : Pycaiinc, 2016. — 354 c. — [usa
OakanaBpoB. — ISBN 978-5-4365-0960-0.
http://lib.dvfu.ru:8080/lib/item?id=BookRu:BookRu-920736&theme=FEFU

4, [Tomemkun, A. A. Cucrema 3amuThl HUHPOpPMAIUU  OT
HECAaHKIIMOHUPOBAHHOTO  JIOCTyMa HAa  OCHOBE  IPOTrpaMMHO-anmapaTHOTO
koMiuiekca «SECRET NET 5.0» [DnekTpoHHBIN pecypc] : y4eOHO-METOMIECKOe

nocobue / A. A. ITomemkun, M. B. KopoTkux. — DIeKTpoH. TEKCTOBBIC JaHHBIE.
—  HoBocubupck : HoBocuOupckuii  TrocygapCTBEHHBIH  TEXHUYECKHUU
yauBepcurer, 2012. — 47 c¢. — 978-5-7782-1990-8. — Pexum pocrymna:

http://www.iprbookshop.ru/45015.html

o. Bapnaraa C.K., [IlaxanoBa M.B. AnnapaTHo-niporpaMMHbIE CPEICTBA
U METOJIbI 3aluThl nHGopManuu : yuyeOHoe mocooue s By3oB/ C.K. Bapumaras,
M.B. [IlaxanoBa — BaamuBoctok : M3a-BO JlanbHEBOCTOYHOTO TEXHHUYECKOTO

YHUBEPCUTETA, 2007. — 276 C. — Pexum JIOCTyTIA:
http://lib.dvfu.ru:8080/lib/item?id=chamo:386993&theme=FEFU

JononHuTebHAS JUTEpPATypa
(newammnvle u snexkmponnvie uzoanus)
1. BopoGbeBa, A.A. Wcropuss pa3BUTHS TPOrpaMMHO—aMMapaTHBIX

CPEACTB 3alIUThl HHGOpPMAIUK [DIEKTPOHHBIA pecypc] : yueOHoe mocodue / A.A.
Bopo6eeBa, U.C. Tlantioxun. — Onextpon. mgad. — Cankr-Iletepbypr : HUY
NTMO, 2017. — 62 c¢. — Pexxum gocryma: https://e.lanbook.com/book/110499. —
3ary. ¢ sKpaHa.

2. lNamkos C. b., [Ilpumenxko O. A., UYepemnen M. A.
Kpunrorpaduueckue Meto bl 3amuThl uHPopmaruu; Axkagemus - Mocksa, 2010. -
304 c. http://lib.dvfu.ru:8080/lib/item?id=chamo:674098&theme=FEFU



3. I'pummna H. B. KommnekcHas cucteMa 3amuthl MHGOpPMAIMKM Ha

IPEAIPUATUN;

Dopym -

Mockaa, 2010. - 240

http://lib.dvfu.ru:8080/lib/item?id=Znanium:Znanium-175658&theme=FEFU

IIepeyens pecypcoB HHGPOPMANUOHHO-TEJIEKOMMYHUKALMOHHON CeTH

1. http://e.lanbook.com/books/element.php?pll cid=25&pll1 i1d=3032

«HTEpHET»

C.

I[ITanerun B.O. (<3aH_[I/ITa I/IH(l)OpMaL[I/II/I B KOMIIBIOTCPHBIX CHCTCMAX U CCTAXD,

NznarensctBo:"JIMK Ilpecc",I'on:2012,00bem: 592 c1p.

2. http://forcoder.ru/security/programmno-apparatnye-sredstva-

obespecheniya-informacionnoj-bezopasnosti-vychislitelnyh-setej-289

B. B.

[InatonoB IlporpamMmmHo-anmapatHbie cpeacTBa oOecrneueHus HHPOopMaIMOHHON

0€30MMaCHOCTH BBIUMCIHUTEIBHBIX CETEH.

ITepeyenb MHGPOPMALMOHHBIX TEXHOJIOT UM

U IPOrPaAaMMHOI0 o0ecrevYeHus

[Ipumopckuii  kpail, T.
BnammBocTOK,
OpyH3EHCKUI p-H,
Pycckuit  OctpoB,  yiL.
Askc n., 1. 10, xkopnyc D,
ayj. D 318,
KomnbrorepHblit KJIacc
Kadeapsl
HH(pOPMAITMOHHOM

6630HaCHOCTI/I, ayaAuTopus
IJI1 IIPOBCACHHA 3aHATHI

JIEKIIUOHHOTO,
IIPaKTUYECKOTO u
CEMHUHAapPCKOI0 TUIIA,
IPYNIIOBBIX u
VUHIUBUAYAJIbHBIX
KOHCYJIBTALIMM, TEKYLIEro
KOHTPOJIA u
MIPOMEKYTOYHOU
aTTeCTaluu.

1) IBM SPSS Statistics Premium Campus Edition. ITocraBrmumk
3A0 Ilpornoctuueckue pemenus. JloroBop DA-442-15 ot
18.01.16 nor 5. Cpok paeiictBus porosopa 30.06.2016.
JInnensus 6eccpoyHo.

2) SolidWorks Campus 500. IloctaBumuk Commm Bopkc P.
Horosop 15-04-101 ot 23.12.2015. Cpoxk neiicTBHs TO0rOBOpa
15.03.2016. JIunensus 6eccpodHo.

3) ACKOH Kowmmac 3D v17. IlocraBmuk HaBukowm. JloroBop
15-03-53 ot 20.12.2015. Cpok pgeicTBuUsS JOTOBOpA
31.12.2015. JInuen3us 6eccpoyHo.

4) MathCad Education Universety Edition. [ToctaBmuk Codt
Jlaith Tpeitn. Horosop 15-03-49 ot 02.12.2015. Cpox
nevictus noropopa 30.11.2015. JIuniensus 6eccpodHo.

5) Corel Academic Site. TlocraBumk Codrt Jlaitn Tpeiin.
HoroBop DA-442-15 ot 18.01.16 notr 4. Cpok neicTBus
norosopa 30.06.2016. JIuuensus 3akonumnacs 28.01.2019.

6) Microsoft Office, Microsoft Visual Studio. TTocraBmmk
Codr Jlaitn Tpeita. Horosop DA-261-18 ot 02.08.18 ot 4.
Cpok pedictBus noroopa 20.09.2018. Jlumensuss 10
30.06.2020

7) Dallas Lock. IlocraBmuk Kondunent. IlapTHepckoe
cormamenne bI1-8-16/576-16-113/1 ot 23.11.2016. Cpok
nerictBus norosopa 23.11.2019. JIunensus no 23.11.2019
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[Mpumopckuit  kpait, r. | 1) IBM SPSS Statistics Premium Campus Edition. TTocraBiuk
Biagusocroxk, 3A0 IlporHocruueckue pemenus. JloroBop DA-442-15 ot
OpyH3EHCKUI p-H, | 18.01.16 nmor 5. Cpox neiictBus porosopa 30.06.2016.
Pycckuit  OctpoB, yu. | Jlunen3us 6eccpoyHo.
Asike 1., 1. 10, kopnyc D, | 2) SolidWorks Campus 500. ITocraBumk Cosmn Bopkc P.
ay. D 546a, | Horoop 15-04-101 ot 23.12.2015. Cpok melicTBUs JOTrOBOpa
Kommerotrepusiii  kiace, | 15.03.2016. JIunien3ust 6eccpodHO.
ayIUTOpUS s | 3) ACKOH Kowmnac 3D v17. [locraBmuk HaBukom. lorosop
MIPOBEACHUS samstuid | 15-03-53  or  20.12.2015. Cpox ngeiictBusi  JOroBOpa
JIEKIIUOHHOTO, 31.12.2015. Jlutien3ust 6eccpodHO.
MPAKTUYECKOTO u | 4) MathCad Education Universety Edition. ITocraBmuk Codr
CEMHUHApPCKOTO tuna, | Jlain Tpeiin. Horosop 15-03-49 ot 02.12.2015. Cpox
IPYNIIOBBIX u | neiicrBus norosopa 30.11.2015. JIunensus 6eccpoyHo.
WH/IMBHTyTbHBIX 5) Corel Academic Site. TlocraBumk Codrt Jlaitn Tpeiin.
KOHCyAbTamuii, Tekymero | JJoroop DA-442-15 or 18.01.16 nor 4. Cpok necTBus
KOHTPOJISI u | moroBopa 30.06.2016. Jlutiensus 3akonumiacek 28.01.2019.
MPOMEXYTOYHOM 6) Microsoft Office, Microsoft Visual Studio. ITocraBmuk
aTTeCTallnu. Co¢r Jlaiin Tpeiia. HoroBop DA-261-18 ot 02.08.18 ot 4.
Cpox peuictBuss  goroBopa 20.09.2018. Jluuen3ust 10
30.06.2020
VI. METOANMYECKHUE YKA3AHUS 11O OCBOEHHUIO

T CHUTIITAHBI

s 6onee 2 PEeKTUBHOTO OCBOCHUS M YCBOSHUS MaTepuajia PpEKOMEHIYeTCsI
03HAKOMHUTBCA C TEOPETUUYECKHM MaTepHaJioM II0 TOW WM HMHOM TeMme 10
IIPOBEJCHUS CEMUHAPCKOro 3aHATHsI. PaboTy ¢ TeopeTHyecKuM MaTepHalioM II0
TEME C WCIOJIb30BaHUEM yUYeOHHMKA WM KOHCIICKTA JICKIIMH MOXKHO IPOBOJHTH IO
CIEAYIOLIEH CXeMe:

- Ha3BaHUEC TECMBbI;

- 1EJM U 3aJ1a4d U3YYCHUS TEMBI;

- OCHOBHBIE BOIIPOCHI TEMBI;

- XapaKTEePUCTUKA OCHOBHBIX MOHSATUM W OIpeesIeHU, HE00X0IUMBbIX
JIIs YCBOCHMS TAHHOM TEMBI;

- CIIUCOK PEKOMEHTYeMOM JINTEPaTyphl;

- HanOolee  BaKHBIC TEKCTOB

(dbparMeHTbI PEKOMEHIYEMBIX

HCTOYHHUKOB, B TOM 4YHUCJIC Ta6J'II/ILII>I, PUCYHKH, CXCMBbI 1 T.II.;
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- KPAaTKUE BBIBOJbI, OPUEHTUPYIOLINE HA OINPEAECIECHHYI COBOKYITHOCTh
CBEJCHUM, OCHOBHBIX MJEH, KIIOUEBBIX IIOJIOKECHUN, CHUCTEMY J0Ka3aTeJIbCTB,
KOTOpPbI€ HEOOXOJIUMO YCBOUTb.

B xozxe paboThl HaJ TEOPETUUECKUM MAaTEPUATIOM JTOCTUTACTCS:

- IIOHMMaHue MOHATUWHOTO alrapara pacCMaTpuBacMOU TEMBI;

— BOCITpoM3BeicHUE (DAKTUYECKOTO MaTepuaa;

— PACKPBITHE TPUYUHHO-CJIEACTBEHHBIX, BPDEMEHHBIX U IPYTUX CBA3EH;

— 0000IIIeHNE U CUCTEMAaTH3allus 3HAHUH 10 TEME.

[Ipyu mnoAroToBke K HK3aMEHY PEKOMEHIYETCs MpopadoTaTh BOMPOCHI,
PacCMOTpPEHHBIE HA JIEKIIUOHHBIX Y MPAKTUYECKUX 3aHATUIX U MPEICTABICHHbBIE B
paboueil mporpamme,

UCIIOJIb3YS OCHOBHYIO JIUTEPATypy, HIOMOJHUTEIBHYIO

JUTEPATyPy U UHTEPHET-PECYPCHI.

VIl. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE
JTACLHUTILINHDBI
[Ipumopckuii  kpait, 1. BrnaguBoctok, | [lomemenue YKOMILUIEKTOBAHO

O®pyH3eHckuid p-H, Pycckuii Octpos, yi.
Asgxkc n., a. 10, xopnyc D, ayn. D 318,

KomnbrorepHblii KJ1acc Kadeapsl
HH(POPMAITMOHHOM 0€30MacHOCTH,
aymuTopus ULl TPOBEICHUS  3aHSTUN
JIEKIUOHHOTO, MIPAKTUYECKOTO u
CEMUHAPCKOTO  THUMA,  TCPYONOBBIX U

HUHAUBUAYAJIBbHBIX KOHCYJIBTaI_II/Iﬁ, TCKYHICTO
KOHTPOJIAA U HpOMC)KYTOQHOIZ ATTCCTAallH.

CIICIIUATIM3UPOBAHHON Y4YeOHOU MeOeNbIo
(mocamouHbIX MecT — 15)

O6opynoBaHue:

Mono6nok ~ HPP-BOGOSES#ACB/8200E
AlO i52400S 500G 4.0G6 28 PC
Dnexrponnas gocka Poly Vision Walk-and-
Talk WTL 1810  MynbrumeauitHas
ayJIUTOPUS: DkpaH MPOEKIIMOHHBIN
ScreenLine Trim White Ice 50 cm uepHas
KaiiMa cBepxy, pasmep paboueil oOnactu
236x147 cm JlokymeHnT-kamepa Avervision
CP355AF XK-manens 47", Full HD, LG
M4716 CCBA MynbTUMEIUNHBIN
npoekrop Mitsubishi EW330U, 3000 ANSI
Lumen, 1280x800 CeteBas BuIeoKamepa
Multipix MP-HD718

Hocka aynuropHas
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IIpumopckuii  kpaii, T. BrnaauBocToK,
@pyH3eHckull p-H, Pycckuit Octpos, yiI.
Asike 1., a. 10, xopmyc D, ayn. D 546a,
KommbrorepHbelii  Knacc, ayauTopus Ui

[IPOBEACHUSA 3aHATUI JIEKIIMOHHOTO,
MIPAaKTHUYECKOT0 W CEMUHApPCKOro  THIIA,
IPYIIIOBBIX u VHJVBUTyAJIbHBIX
KOHCYJIbTAllUM, TEKYIIEro KOHTPOJIA H

MIPOMEKYTOYHOU aTTECTALUN.

ITomenienue YKOMIUJIEKTOBAHO
CTHEeLMATN3UPOBAHHON yueOHOH Mebelnbio
(mocamounbIx MecT — 15)

O6opynoBanue:

Komnbrotrep  (TBEpIOTENBHBIM  AMCK -
ooremoMm 128 I'b; xecTkuii Auck - o0beM
1000 I'b; dopm-pakrop -  Tower,
KOMIUIEKTYETCSl ~ KJIABUAaTypoO#l,  MBIIIbIO,
moHutopoM AOC i2757Fm; KOMIUIEKTOM
IIHYPOB 3J1. NUTaHUs) MoAens - M93p 1
Hocka aynuropHas
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IIpunoxkenue 1 k padoueii nporpaMme yueOHOM JUCHUIIINHBI

MUHUCTEPCTBO HAYKU U BBICILIEI'O OBPA3SOBAHUS POCCUMCKOM ®EJIEPALTAMN

denepanbpHOE TOCYJAPCTBEHHOE aBTOHOMHOE 00Pa30BaTEIIbHOE YUPEKICHHE
BBICIIEr0 00pa30BaHuUs

«/lanbHeBOCTOUYHBIN (pefepabHbIH YHUBEPCUTET)
(AB®DY)

IIKOJIA ECTECTBEHHBIX HAYK

YYEBHO-METOJUYECKOE OBECIHEYEHUE CAMOCTOSTEJBHOM
PABOTHI OBYYAIOHIUXCSA
no aucuuminee «IIporpaMmMHo-annaparHbie CpeACTBA 3aIUTHI HHPOpMAITHT»
Hanpasienune moarorosku 10.03.01 «Mudopmannonnas 6e30mMacHOCTb)»
[Tpodunb moaroroBku - «KomruiekcHas 3ammra 00beKTOB HHPOPMATU3AIIN
dopma NOATrOTOBKHM - OUHASA

BaaguBocTok
2019
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Ilnan-rpauk BbINOJHEHHUSA CAMOCTOATEIbHON PadOThI 110 JUCHMILINHE

IIpumepHbIe
HOpMBbI BpeMeHH | PopMma KOHTPOJIsA
HAa BbINOJIHEHHE

Ne Jdara/cpoxu Bua camocrositeibHOM
n/n | BbINOJHEHUS padoTbI

O3HAKOMHTCH C

1 5 Henens OCHOBHBIMH (DYHKIIHSIMU 9 TC-1
Secret Net 6.0
2 12 nepens 3auer 27 YO-1

CamocTosiTesibHasi padoTa CTYAEHTOB BKJIIOYAET:
- OCBOEHHE JIEKIIMOHHOTO MaTepHaa;
- BBITIOJIHEHUE WH/IMBHUIYaJTbHOTO JIOMAIIIHETO 3a/1aHUs;
- o opMIICHUE BBITIOJIHEHHOTO WHIUBHUIYAJLHOTO JIOMAIIIHETO 3a/1aHMS;

- MOJITOTOBKY K 3aIllUTE BBHIMOIHEHHOTO WHJIUBUAYAJIBHOTO JIOMAIITHETO
3aJaHus.
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IIpunoxkenue 2 Kk padoueil nporpaMMe y4eOHOM AMCUUIIIMHBI

MUHUCTEPCTBO HAYKU U BBICILIEI'O OBPA3SOBAHUS POCCUMCKOM ®EJIEPALTAMN

denepanbpHOE TOCYJAPCTBEHHOE aBTOHOMHOE 00Pa30BaTEIIbHOE YUPEKICHHE
BBICIIEr0 00pa30BaHuUs

«/lanbHeBOCTOUYHBIN (pefepabHbIH YHUBEPCUTET)
(AB®DY)

KOJIA ECTECTBEHHBIX HAYK

®OH/J OHEHOYHbBIX CPEIACTB
no aucuumiinee «IlporpaMmMHo-annaparHbie CpeACTBA 3aIUTHI HHPpopMaun»
Hanpasienune moarorosku 10.03.01 «Mudopmannonnas 6e30mMacHOCTb)»
[Tpodunb moarorosku - «KomruiekcHas 3amura 00beKTOB HH(POPMATU3AIINH »
dopma NOATrOTOBKHM - OUHASA

BaaguBocTok
2019
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O6yqa}omnec;1 AOJKHBI BBIMNIOJIHATH MHIAWBUAYAJIBHBIC 3aJ1aHHA. BaHaHI/I}I

JIOJDKHBI OBITh BBITIOJIHEHBI B MPOIIECCE W3YUYEHHS COOTBETCTBYIOIIETO paszjeia

Kypca.

[Ipy BBINOJHEHUMM 3aJaHUN BO3MOXHO HCIOJIb30BaHUE Y4eOHO-

METOAUYECKON JTUTEPATYPhI U AIEKTPOHHBIX JIEKIIUI Kypca.

© © N o g &~ w Db -

e e i o o e
©© N o o~ wWw N = O

19.

Bonpocsl k 3Kk3ameHny.
Crpykrypa KC.
Nnentuduxanus nonb3oBareneit KC.
[udposanue.
Kountpouns gocryna.
Nepapxuyeckuit goctyn K aitnam.
dukcanus 1octymna K Qaitiam.
Oco0eHHOCTH 3aIUThI TaHHBIX OT U3MCHECHUS.
[IporpammHo-amnmapaTHbie cpeacTBa MUGpPOBaHUS.
KommnonenTsr [I9BM.
HecankunoHHpOBaHHOE KOMMPOBAHUE MPOTPAMM.
XpaHeHHe KI0UeBoi HHPOPMAITUH.
Nnentudukarus cyobekra
Nnentudunupyromas nHdopmaIus
[lousaTHe 3amUIEHHON CUCTEMBI
[IpaBuiia pasrpaHuueHUs JOCTYyIIA
Mopaenu OC. CpaBuutenbhbiii aHaau3 OC
N30upaTtenpHOE pa3rpaHUYeHUE JOCTYIA
N3onupoBanHas mporpaMMHas cpeaa

[TonmHOMOUHOE pasrpaHuyeHue JoCTyma 0e3 KOHTPOJIS

WH(OPMAITMOHHBIX TIOTOKOB

20.
21.
22.
23.

[TonmHOMOUYHOE pa3rpaHUyYeHUEe JOCTYyNa
Marpuua ngoctyna u BEKTOp J0CTyna
Ob6ecrnieuenue konpuaeHuansaoctr (mpasmwia NRU u NWD)

Kpurepun napopmannoHHoi 6€301MacHOCTH
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24,
25,
26.
217,

Texnonorus DL
[TonsTue “n060Boit aTaku’”, METObI POPMUPOBAHMS TAPOIIEH
MeTtonbl 60psOBI ¢ TOA00POM UAECHTUPULUPYIOLIEH HH(DOpMALUU

Metonbl 60ppOBI ¢ MOAOOPOM MapoJiel, IMONTYYEHHBIX HA OCHOBE

omuOOK aJIMUHUCTPATOPA

28.

Metonbl 60ppOBI ¢ MOAOOPOM MapoJiel, IMONYYEHHBIX HA OCHOBE

omuOOK peanu3anuu

29.
30.
31.
32.
33.
34,
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45,
46.
47.

CouumanbHasi ICUXOJIOTUSI U UHBIE CIIOCOOBI MOTYyUeHUsI Taposien
[IpuHIUIIBI MOCTPOCHUSI KPUTITOCUCTEM

YPpOBHM KpUNITOCUCTEM

Komnonentsl Kpunrocrucrem

Oynkuuu Kpunrocucrem

Mertoasl noaydYeHUs “CIrydallHOCTH

[Tpunmuns! nocrpoenus reueparopos [ICIT u UCII.
ApxuBanus. AJITOpUTMBI apXUBALUU

I'enepanums kmroueit. Pacnipenenenue kinroden. ['maBHbINA KITFOY.
BoccranoBienue cucteMsl IpU KOMIIPOMETALNH KITFOUEH
Knaccuduxkanus KpunroanropurMoB

CuMMeTpUYHBIE KPUIITOAIT OPUTMBI

ACHMMETPUYHBIE KPUIITOAITOPUTMBI

Texnonorust Xsur-QyHKiui

[IpoTrBOAEHCTBIE U3YUEHNUIO UCXOHBIX TEKCTOB
[IpoTuBOAEHCTBIE aHANIN3Y JBOMYHOIO KOJA

3amura ot PIIB

Kmaccudpukanus PI1IB

Meronpl U cpencTBa 3amuThl UHPOpPMAIMA OT TEXHHUYECKHX COOEB,

MMOJIOMOK, CTUXMIHBIX O€ICTBHI

48.
49,
50.

[ToussTre U30BITOYHOCTH
[TpuHIUIIBI YHKITMOHUPOBAHUS CUCTEM B UPE3BBIUANHBIX YCIOBUSIX.

Boccranoinenne paboToCmocOOHOCTH CUCTEM
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