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ABSTRACT

Bachelor’s degree in 11.03.02 Infocommunication Technologies and
Systems

Study profile/ Specialization/ Bachelor’s Program “Systems of
radiocommunication and radio access”

Course title: Foundation of information security in telecommunication
networks

Variable part of Block 1, 5/5 credits

Instructor: Chusov A A.

At the beginning of the course a student should be able to:

e communicate with others, both verbally and in the writing form, using the
official state language of the Russian Federation and foreign languages in order to
address professional problems (GC-5);

o work with computers and computer networks, perform computer simulation
of hardware devices, systems and processes using packages of general-purpose
software applications (GPC-4);

o study sources of scientific and technical information, perceive domestic and
world experience of the research domain (PC-16);

e conduct and manage a practical use and application of research results (PC-
19).

Learning outcomes:

General Professional Competence

GPC-1 — the ability to understand the nature and significance of information in
development of modern society, understand dangers and threats of this process, to
adhere basic requirements of information security, including the security of state
secrets.

GPC-2 — the ability to address ordinary challenges of professional activity
based on informational and bibliographical culture and with a use of information

technologies taking into account basic principles of information security.



PC-17 — the ability to exploit modern theoretical and experimental methods to
create new innovative means of electric communications and informatics.

Course description.

The course covers the following topics.

Basics of information security in telecommunication systems.

Stenography and cryptography.

Mathematical foundations of cryptography.

Historical and modern cryptographic primitives.

Cryptographic protocols.

Means and tools for data and principal security in telecommunications.

Main course literature:

1. Petrov S.V. Informacionnaja bezopasnost' [Information Security]. —
Saratov: IPR Books, 2015. — 326p. (rus).

2. Golikov A.M. Zashhita informacii ot utechki po tehnicheskim kanalam
[Protection from leakage of information via technical channels]. — Tomsk: Tomsk
State University of Control Systems and Radioelectronics, 2015. — 256p. (rus).

3. Skrypnikov A.V. Bezopasnhost' sistem baz dannyh [Security of database
systems]. — VVoronezh: Voronezh State Agricultural University, 2015. — 144p. (rus)

4. Chujanov A. G. Problemy zashhishhennosti telekommunikacionnyh sistem
[Security problems of telecommiunication systems]. — Omsk: Omsk academy of
MIA of Russia, 2015. — 164p. (rus).

5. Gorjuhina E.Ju. Informacionnaja bezopasnost' [Information Security]. —
Voronezh: FSBEI HE «VSUET», 2015. — 221p. (rus)

Form of final control: exam.



AHHOTALIUA

Pabouas mporpamMma JUCIUTIINHBI « BEIUMCIUTENbHAS TEXHUKA U TEXHOJIOTHH
nH(POKOMMYHUKALIU» pa3paboTaHa sl CTYACHTOB OYHOTO OakajaBpuara 3 Kypca
M 3a04YHOTO CleruanuTeTa 5 Kypca, oOydaromuxcs rmo HampasieHuto 11.03.02
NH(pOKOMMYHUKAIIMOHHBIE TEXHOJOTUU W CHUCTEMBI CBs3H, Mpoduib «Cuctemsl
PasuOCBS3H U PATUOIOCTYIIAY.

Huctummuaa «OcHOBBI WMH(MOPMAIMOHHOW OE30MaCHOCTH CeTeH  CBS3U»
OasupyeTcsi Ha AMCHUIUIMHAX «JluckpetHas marematuka», «HpopmaThnka B
WHOOKOMMYHUKAIMAX», «JIuHelHas anreObpa W aHAJIUTUYECKAs] TEOMETPHUSI»,
«AJTOPUTMUYECKUE S3BIKH MMPOTPAMMHUPOBAHUS B 3a7a4aX UHPOKOMMYHHUKAIIHI,
«ITakeTsl TPUKIAAHBIX MPOTPaMM B HWH(POKOMMYHHKAITUAX», H3YYaEMBIX B
OakanaBpuare.

OO6miasi TPyJOEMKOCTh OCBOEHHUSI JUCHHUIUIMHBI COCTABJISIET S 3a4€THBIX
enuaull (180/180 yacor). Y4eOHBIM IITAHOM MPETyCMOTPEHBI JIEKITUOHHBIC 3aHSITUS
(18/10 wuac.), mpaktuueckue 3ansaTHs (36/12 wyac.), camocTosTeNbHas paboTa
cryaenrta (99/149 gac.), moaroToBka k 3k3aMeny (27/9 4ac.). JlaHHas TUCIUILIAHA
BXOJUT B BapHATHBHYIO 4YacTh OJIOKa IUCHUUIUIMH TO BbIOOpY. JlucuwurminHa
peanmsyetcs Ha 3 Kypce B 5 cemectpe/5 kypce.

Henab: packpeiTh  CMBICH  KJIIOYEBBIX  MOHATHH  MH(DOpPMAMOHHOU
0€301acCHOCTH B TEJIEKOMMYHHUKAIIMOHHBIX CETAX, C(HOPMUPOBATH MTPEICTABICHHUE O
METOJIaX U CPEJCTBAX TEXHUUECKOH 3alUThl MH()OPMAIIUK U CTOPOH.

3agaum:

e mpuobpeTeHue cTyneHTamu 0a30Boro HabOpa MPEACTABICHUN O IENSIX U
CpeICTBaxX 3alIUTHl JaHHBIX U YYaCTHUKOB TEJIEKOMMYHHKAIIMOHHBIX MMPOTOKOJIOB,
00 yrpo3ax 0€30MacHOCTH U CII0CO0aX MPOTUBOICHCTBHSI FIM.

e O03HAKOMHUTH CTYJIEHTOB C DJEMEHTAPHBIMU M COCTABHBIMHU CPEICTBAMU
KpunTorpadguueckoil u creHorpauuUecKod 3allUThl JaHHBIX W YYaCTHHKOB

UH(OPMAITMOHHOTO OOMEHa.



Jns  ycnemHoro wu3ydeHus AUCHUIUIMHBL «OCHOBBI  HMH(DOpPMaIMOHHOM
0e30MacHOCTU CeTel CBSI3W» y OOYyYaloIUXCS JOJIKHBI OBITh CHOPMHPOBAHBI
CJIEyIOIIKE TIPEIBAPUTENbHBIE KOMIIETEHIUH:

e CIOCOOHOCTh K KOMMYHHMKAIlMM B YCTHOM M NHCbMEHHOW (opmax Ha
PYCCKOM U HMHOCTPAHHOM S3bIKaxX [UIsl PEHICHHs 3aJad MEXKIUYHOCTHOTO U
MEXKYIbTypHOTO B3anmoaencTust (OK-5);

e CIIOCOOHOCTH UMETh HABBIKU CAMOCTOSITENIbHON paOOThl HA KOMITBIOTEPE U B
KOMIIBIOTEPHBIX CETSAX, OCYLIECTBIATH KOMIIBIOTEPHOE MOJICTUPOBAHUE YCTPOUCTB,
CUCTEM U MPOLIECCOB C MCIOIb30BAHUEM YHUBEPCAJIbHBIX MAKETOB MPUKIAJHBIX
KOMITbIOTepHBIX Mporpamm (OI1K-4);

e TOTOBHOCTH M3y4YaTh HAYYHO-TEXHUYECKYIO HH(POPMAIIUIO, OTCUECTBEHHBIN
¥ 3apyOeXKHBIH OMBIT 10 TeMaTHke uccienoanus (I1K-16);

e TOTOBHOCTH K OpPraHM3allid padOT MO MPAKTUYECKOMY HCIIOIB30BAHHUIO U
BHEJPEHUIO pe3ybTaToB HecaenoBanuit (ITK-19).

[Inanupyemble pe3ynbTaThl OOy4Y€HUS IO JAHHOW JUCUUIUIMHE (3HAHMS,
YMEHHUsI, BIIAJCHUS), COOTHECEHHbIE C TUIAHMPYEMBIMHU pe3ylbTaTaMU OCBOCHUS
o0pa30BaTeNbHOM MPOTPaMMBI, XapaKTEPU3YIOT 3Tallbl (GOPMUPOBAHUS CIIETYIOIINUX
KoMIieTeHuu  (obuienpodeccuonanbHbie/  MPOPECCHOHANbHBIE  KOMIIETEHLIUN

(2J1eMEHTBI KOMIIETEHIIHIN)):

Kon u Jtanbl GOPMHPOBAHUA KOMIICTCHIMHU
(popmympoBka
KOMIIETEeHIIHH

OIIK-1 nonumarth OCHOBHBIE ()OPMBI TIPEICTABIICHUS HH(POPMAIIMHU B
CYIIHOCTH ¥ 3HAUYEHHUE COBPEMEHHBIX KOMITLFOTEPHBIX YCTPONUCTBAX M CETAX, a
UH(pOpMALUHU B 3HaeT | TakXKe 3aIUTHl YIACTHUKOB HH(POPMAIMOHHOTO
pa3BUTUH oOMeHa B HUX C y4E€TOM OCHOBHBIX TpeOOBaHUI1
COBPEMEHHOI0 UH(POPMALIMOHHOM 0€30MacCHOCTH
MH(OPMAITHOHHOTO HPUMEHSTh Pa3IHYHbIC (POPMBI TIPEACTABICHUSI
o0mecTBa, CO3HABATh YyBCTBUTENLHOM HH(POPMAIMU B KOMITBFOTEPHBIX
OTaCHOCTH M YTPO3BL, | YVyeer | yCTpOMCTBAX U CETSX, @ TAKKE 3aIMUTH YY4aCTHUKOB
BOSHHUKAIOILHC B 3TOM MH(POPMAIMOHHOTO OOMEHA B HUX C YU4ETOM OCHOBHBIX
mporecce, coomoaTh TpeGoBanuii MH(POPMAIIMOHHON GE30IIACHOCTH
OCHOBHBIE TPEOOBAHUS
MH(OPMAITHOHHOH OCHOBHBIMH TEXHUYECKMMHU CPEJICTBAMU
Oe3omacHOCTH, B TOM IPEICTABICHUS M YIPABIECHUS YyBCTBUTEILHOM
YHCIIE 3AMUTHI Braneer uHDO o o

5 pMaluel B KOMITBIOTEPHBIX YCTPOMCTBAX U CETSX,
TOCYNapCTBCHHON a TAKKe 3allUThl YYaCTHUKOB UH()OPMAIIMOHHOIO
TalHbI




oOMeHa B HUX C YY€TOM OCHOBHBIX TPeOOBaHUI
nH(pOpMaMOHHOM 0€30MMacHOCTH

CTaHJApTHBIC 3a/1a49H MTPOPECCHOHATLHON
OITK-2 cHocO6HOCTIO JESITEIIBHOCTH Ha OCHOBE MH(POPMAITMOHHOMN H
oubmuorpaduueckoi KyJabTyphl C MPUMEHECHHUEM

pelaTh CTaHIapTHEIE | 3yaer v
MH()OKOMMYHHKALMOHHBIX TEXHOJIOTUH U C y4E€TOM

i{i)il)?lt)l:ccyIOHaanoﬁ OCHOBHBIX TPeOOBaHUI HH(DOPMAITMOHHON
NesATEeIbHOCTH Ha OesomacHoCTH
OCHOBE pemarh CTaHIapTHBIC 331a4H MPO(HECCHOHAILHON
UH(POPMAIIMOHHOU U JIeATEIbHOCTH Ha OCHOBE HH()OPMALIMOHHOMN 1
oubmorpaduaeckoit Veer oubmmorpaduueckoi KyJabTyphl C IPUMEHECHHUEM
KYJIBTYPBI C UH(POKOMMYHHUKAITHOHHBIX TEXHOJIOTHH U C YUETOM
MPUMEHEHHEM OCHOBHBIX TpeOOBaHUH HH()OPMAITMOHHON
MH(POKOMMYHUKAITUOH 0e3omacHOCTH
HbIX TEXHOJIOTHH U ¢ CIIOCOOHOCTBIO PELIaTh CTaHIAPTHLIE 3aJa4K
yHCTOM OCHOBHBIX po()eCCUOHATBHOM IeATEIbHOCTH HA OCHOBE
TpeboBanuit uH()OPMAIIMOHHON U OHOIHOrpadUIecKoi KyIbTyphI C
HH(OPMALHOHHO# Braneer MpUMEHEHHEM HH(OKOMMYHUKAIIMOHHBIX TEXHOJIOTUI
GesomacHoCTH U C YYETOM OCHOBHBIX TPeOOBaHHIA HH(POPMAIIMOHHOI
Oe3omacHoCTH

AKTyaJIbHBIE METO/IbI TEOPETUKO-IKCIIEPUMEHTAIIBHBIX
UCCIIeIOBaHM (DYHIaAMEHTAIBHBIX CBOWCTB

TIK-17 criocoOHOCTBIO 3uaer HH(bOpMaHI/IOHHbIX CUCTCM, UX BJIMAHHUC U ITPUHIUIIBI

IPUMEHSATD MCTIOJIB30BaHUS ISl 00eCTIeUeHHS 3aIUThI
COBPEMEHHBIE uHpopManun; 000CHOBAHUS METO/I0B 3aIUThI
TeOpETHYECKHE 1 nH(pOpMaLUU U HTHPOPMAITMOHHBIX CUCTEM.
IKCTIEpUMEHTAIbHBIC PUMEHATh COBPEMEHHBIE METOBI HAYIHOTO ITO3HAHHS
METO/bI HCCIIEIOBAHUS U MCCJIEIOBAHUM JIJIsl TPOEKTUPOBAHMS

C LIEJIBIO CO3JaHUs YmMmeer | pacripeneneHHbIX HHPOPMALIMOHHBIX CUCTEM,

HOBBIX YJIOBJIETBOPSIOIINX U3BECTHBIM U ONPEEICHHBIM JUIS
MEPCIEKTUBHBIX KOHKPETHBIX 3a/1a4 TPOU3BOJICTBA KPUTEPHUSIM.

CPE/CTB SJICKTPOCBA3H 0a30BBIMU HABbIKAMHU aHAJIN3a 0€30MaCHOCTH

¥ HH(OPMATHKH Brazeer MH(POPMALIMOHHBIX CUCTEM U CUHTE3a apXUTEKTYP

CHCTEM Ha OCHOBE ONPECIICHHBIX KPUTEPHEB
MH(POPMALIMOHHOM 0€30MacHOCTH.

|. CTPYKTYPA U COJEPKAHUE TEOPETUYECKO YACTH KYPCA
(18/10 YACOB)

Tema 1. [ToauTnKH U MoaeJn 0€30MACHOCTH BBLIYHMCJINTEILHBIX CeTeH M
cucreM (4/1 uac)

Beenenue B kypc. OCHOBHBIE IOHSITUS U ONIPEACIICHUS. YTPO3bI, YI3BUMOCTH
TeJIEKOMMYHHUKAIITMOHHBIX CEeTel U cucTeM. 3a1aun obecriedeHuss THHOpPMaIlMOHHON

oesomacHoctu cerer. I[loHsathe noauTUkU Oe3omacHOCTH. (OCHOBHBIE THIBI



NOJIMTUKK Oe3omacHoCcTH. Mojenu O0e30macHOCTU. JIMCKpelMOHHbIE MOJENU
pacrpocTpaHEHHUsI IPaB AOCTYIIA.

Tema 2. Meroapl W cpeacTBa 3amuThl uHGopMauuu B
TeJIEKOMMYHHKAMOHHBIX ceTsx (4/1 uac)

Knaccudukanuss MeToqoB U CpeAcTB 3amuTbl uHpopmanmu. Monenb
HapylmUTeNnss U KIacCHU(PHUKAIUS  CPEACTB  KpUNTOrpauueckoil  3aluThl
uHpopmaruu. TpeOoBaHHMS K MPOTPaMMHBIM U alapaTHBIM KOMITOHEHTaM
WH()OPMAITMOHHON 3aIUTHI.

Tema 3. MaTemaTu4yeckoe 000CHOBAHNE METOA0B U KPUITOrPaduyecKux
CPeICTB 3aIUThl HHpOpMaHOHHOI 6e3omacHocTH (4/2 vac)

Krnacchbl BeuucauTeNnbHbIX MpolaeM. Teopust cloXHOCTH MPUMEHHUTENIBHO K
OPUMUTHBAM U cucTeMaM MHGOpMaMoHHOHN Oe3omacHocTU. Kiaccel cinoxHoOCTH,
NP-nonHoTa. [Ipumepsl cioxsbix npoOsiem. Ilondarue anredpanyeckod Ipymibl,
KOJbla M TIOJIA;, ONepaluu Haj HUMH. [Ipumepsl rpynn nepecTaHOBOK
OPUMEHUTEIBHO K aHaJlu3y [EepeCTaHOBOYHBIX MIHM(PPOB. AOeneBbl TIpYyMIIbL.
Huknnueckue rpynnsl. [lomsa [Nanya.

Tema 4. CpencrBa kpunrtorpaduyeckoid 3amuTbl HHPOpMAIMH B
TeJIEKOMMYHHUKAIMOHHBIX ceTsx (4/2 vac)

Craagapt mmdpoBanus nanaeix ['OCT-28147-89. Haznauenwe, anroputm
mdpoBaHusi, OCHOBHBIE pexuMbl pabothl. [lludpoBanue B pexxumax HpoCTOit
3aMeHbl U TaMMHupoBaHus. Pexum (popmMupoBaHUS U NPOBEPKH HMMUTOBCTABKHU.
Oco0eHHOCTH anmapaTHOi U MPOrpaMMHOM peanu3aluu aJropuTMOB HIU(PPOBAHUS.
Cranmapt mmdpoBanus ganueix AES. TloctpoeHne u  ucmosib30BaHUE
kpunrorpadpuueckor xem-GyHkiuu. [IpuHIMI TOCTpOEHUE MOMIArOBOM Xelll-
dbynakuuu. [Ipumenenne acummerpudHon kpunrorpadun. CTaHAapT IEKTPOHHON
uudpoBOil moanUCU. YTpaBiieHWE KIOYaMU B KPUNTOrpauuecKuX cucTreMax
3amuThl MHpopmanuu. HasHauenue, knaccudukanus M TpeOOBAHUS K KIFOUYAM.
['enepanus KIr04eBOM MHPOPMAIIUH.

Tema 5. Kpunrorpadpudyeckne mporokoasl (2/2 yacos)



O0630p aTak Ha MPOTOKOJIBI U METOJbI MMPOTUBOJACUCTBUS UM. DIIEMEHTApPHbIE
MIPOTOKOJIBL: MPOTOKOJI Pa3AECICHUSI CEKPETA, POTOKOJ I0KA3aTENIbCTBA C HYJIEBBIM
pasrjamieHueM, NPOTOKOJ MOJA0pachiBaHUS YECTHOM MOHETH. [IpoToxob
ayTeHTU(PUKAUU  YYaCTHUKOB  IMPOTOKOJIA. [IpoTOKONBI ~ BIIEKTPOHHOTO

T'OJIOCOBAHUA.

1. CTPYKTYPA U COAEPKAHUE NPAKTUYECKOM YACTH
KYPCA

IpakTuyeckue 3ansiTus (36/12 yacos)

IIpakTuyeckoe 3ansitue Ne 1. MaTtemaTruyeckue 0OCHOBbI Kpunrorpadgumn
(8/2 uaca)

AnreOpandeckue CTPYKTYpPhI: KOJIblla, TMOJS. DJIEMEHTHl alreOpandyecKux
rpynn. AJINTUBHOCTb U MYJIBTUINIMKATUBHOCTH TPYIIIL.

Knaccel u cuctembl BbueTOB. OTOOpa)k€HUE UEIOYMCICHHBIX AaHHBIX Ha
KoJb1a U noJisl. Ilonck aqquTUBHON U MYJIBTUINIMKATUBHON MHBEPCUU B KOJIBLIAX.
Pacmmpennsiii anroput™ EBknuna. Jlunelinsie nuodanToBbl ypaBHeHUs. Pemenue
JUHENUHBIX anreOpandecKux YypaBHEHUHW W CHCTEM YPAaBHEHHM HAJ TMOJISMH.

OHepaHI/IH C MaTpuamMmu C 3JICMCHTaMH, OIIPCACICHHBIMHU HAa KOHCYHBIX KOJIbIIAX.

IpakTuyeckoe 3ansaTie Ne 2. TpaaunuoHnbie M@PbHI ¢ CHMMETPUYHBIM

kao4uom (6/1 gac)

ba3oBble TMPOTOKOJBI HWCHOJIB30BaHUS CHUMMETPHUYHBIX IH(GPOB. AHaIN3
IPOTOKOJIOB paclpeAeseHus KIIIouei CHMMETPUYHOTO U POBaHUs. AITUTUBHBIE,
MYJIbTUIUIMKATUBHBIE U apPuHHBIE UPPHI U UX aHAIU3. ABTOKIIIOUEBOU MIH(P U
ero anaims. lludpp Bwxkenepa. ludp Xwmma. udp Ilnefiduepa. Ilpoctsie
nepectraHoBouHble mUppel. brounsie mmdpsl.  [loTokoBble mH@pPHT €

raMMHpOBaHUCM.



IIpakTuyeckoe 3ansTue Ne 3. OueHka cTOKOCTH Xell-(PYHKIUH MeTO10M
MPOCTOro nepedopa u nouckom koJm3mii (4/0 yaca)

O1neHnuTh MaKCUMaIBbHOE KOJIMUECTBO BhIYHCIeHU N-OMTOBON XemI-QpyHKITUN
JUTSL €€ BCKPBITHS, KOT/Ia HEOOXOIUMO HAWTH COOOIICHHE, KOTOPOE MPOU3BOIUT
3aJlaHHBIA  Xelml MW Korjga HeoOXOJAMMO HaWTH Tapy COOOIEHUN, JaroIIuX
OJIMHAKOBBIN xerl. [IpuBecTy crieHapuu, Ipu KOTOPOM BCKPBITHE BTOPHIM CITIOCOOOM
OyZeT UMETh CMBICIL.

IIpakTuyeckoe 3ansaTue Ne 4. Metoabl accuMeTpUYHOH Kpunrtorpadgumn
(4/2 uaca)

OnucaTh NPOTOKOJBI MIKU(PPOBAHUSA U DIEKTPOHHOW LU(POBOIM MOATUCH
coOOIIeHU Mexay IByMs coOecenHukamu. [IpoaHanu3upoBaTh BO3MOMKHOCTH
aTakKl Ha TEJICKOMMYHHUKAIMOHHBIE CHUCTEMBI, HUCHOJIB3YIOUIYI0 aCCUMETPUYHBIC
METOJIbI, METOJOM «YEJIOBEK-B-CEPEIUHE» U METOJOM IIOBTOPHOW OTIIPABKHU
COOOIICHHUS.

[Iycth wuMeeTcs cucTeMa-ToydaTellb COOOIIEHU ¢ aBTOMaTUYeCKOU
OTHPABKOW MOATBEPKACHUS, aBTOMATUUECKU U BCeraa BepUUIMPYS TPUILISIIINE
JIaHHbIE, 3aTeM Jemudpys ux, 3aTeM mMudpys pe3yibTaT COOCTBEHHBIM OTKPBITHIM
KIFOUOM U TIOAMNHMCHIBACT, IMOCIE YEero OCYIIECTBIAET OTIPaBKYy COOOIEHUs
oOpatHo. IlycTh UCTOIB3yeTCSl MPUMUTUB aCCUMETPUYHON KPUIITOrpaduu, TaKou
kak RSA, B koTopoMm oneparuu mudpoBaHus U BepuPUKaIUU, a TaKKE ONepariuu
nemudpoBaHus U MUGPOBON TMOJIMUCH MOMAPHO OJMHAKOBHI. [IpoaHanu3upoBaTh
CTOMKOCTb TaKOW TEJICKOMMYHUKAIIMOHHOU CUCTEMBI.

CrenepupoBath napy kimodeit RSA u npogeMoHCTpupoBaTh padboty mudpa
npu mUGPOBaHUM CBOETO MMEHHM M 3aTeM JAeIM(POBAHUU pe3ybTaTa, a TaKkKe
MOAMUCH U BepUPHUKAIUH.

IIpakTnueckoe 3anarme Ne 5. IIporokoabl  pacnpenejieHus

CHMMETPHYHBIX KJIK04eil mudposanus (4/3 yaca)



CocTaBuTh JuarpamMmy TMOCIEAOBATEIbHOCTEH, HA KOTOPOM IOKa3aTh
BO3MOYKHBIE MPOTOKOJIBI pacipeesieHus: KItoueld CUMMETPUYHOTO MU(POBAHUS C
MOMOILBIO OCPEAHUKA.

[IpumenuTs W mpoaHanu3upoBath anroput™ Juddu-Xennmana ais
pacnpeziesieHus: KIo4e muppoBaHus ¢ UCIOIb30BaHUEM MPOCTOTO JUCKPETHOTO
jgorapudma B mosie BbIYETOB. CTOGK JHM METOJ, €Cld MOIJIMHHOCTD
KOMMYTHUPYIOIIMX CTOPOH B3aMMHO HE MOATBEPKIeHA?

IIpakTuyeckoe 3ansitue Ne 6. Pexxumbl padorbl 6,104HBIX mIM(POB Ha
npumMepe adpunHoro mudpa (4/2 gyaca)

C nomotnpto BeiOpanHoro adgduHHOro mudpa (T.€. KiIoya) U MPOU3BOILHO
BBIOPaHHBIX JIOMOJHUTEIBHBIX MapaMeTpoB (eciu TpeOyroTcs) 3amudpoBaTh
cooctBeHHyto pamuiuio B pexxumax ECB, CBC, PCBC, OFB, CFB u CTR. IlycTth
pasmep Osioka adPuuHOrO MIUPpPa COOTBETCTBYET TPEM CHUMBOJIAM BXOJHOIO
OTKpBHITOTO TeKcTa. [IpoaHamu3upoBaTh BO3MOXKHBIE METONbI BBIPABHUBAHUS
BXOJIHBIX JIaHHBIX C 00ecrieueHneM o0paTUMOCTH ONepalluu.

IIpakTudeckoe 3ansaTue Ne 7. Meroasbl nojydenuss umutoBcrabku HMAC u
CBC-MAC (4/2 uaca)

Paccuutats 3nauenue pyakuuiit HMAC n CBC-MAC naz coeii pamunmeii n

C TPOM3BOJILHO BHIOpaHHBIM KIFOYOM. B kadecTBe xem-(pyHKIMM MCHOIB30BaTh

h(X) = @X,

yHKIHIO <, a B KauecTBe Giounoro mmdpa — = (*:K) =Xk

, C pa3Mepom
0J10Ka U KJIro4a, paBHBIM TpeM OalitaMm. OIMH CUMBOJI OTKPBITOTO TEKCTa JOHKCH
ObITh yMellaeM B OAWH OalT. J[9 KOJAMPOBKM CHMBOJIOB HCIIOJB30BaTh
npenocrasieHHyto Tabmuiy ANSI ASCII.
IIpakTuyeckoe 3ansitue Ne 8. Peanmzanus aaropurma RSA na npumepe
MaJIbIX mpocThIX ynces (2/0 yaca)

CrenepupoBaTh COOCTBEHHBIC Majble KI0ud RSA W BBITIOTHUTH € HUX

MOMOIIBI0 KOMMYHHKAIIMIO ¢ BBIOPAHHBIM  COOECETHUKOM, OCYIICCTBIISSA

NOJMMCaHNe U MIH(PPOBAHUE COOOIEHHUS.



1. YYEBHO-METOAMYECKOE OBECIIEYHEHHUE

CAMOCTOSATEJBHOMN PABOTHI OBYUAIOIIUXCSI
VY4eOHO-MeTOANYECKOE oOecrnieueHue CaMOCTOSITENIbHOM paboThI
oOyuarouxcs mo gucruruinae «OCHOBbI HH()OPMAIIMOHHONW OE€30MMacHOCTH CeTeil
CBSI3W» TpeacTaBieHo B [Ipunoxenun 1 u BkiIrodaeT B ceOs:

IUTaH-TPa(UK BBINOJIHEHHUS CAaMOCTOSITEIHOW padOThl O AUCHUUIUIMHE, B TOM
YHUCJIe MPUMEPHBbIE HOPMBI BPEMEHH HA BBIITOJIHEHHE 110 KaXKOMY 33/I1aHHIO;

XapaKTepUCTUKa 3aJaHUl JJI1 CaMOCTOSITENIbHOM paboThl 0OyYarOIIUXCS U
METOIMYECKUE PEKOMEH/IALUHU 110 X BBIIIOJIHEHHUIO;

TpeOOBaHMSI K  NPEACTABICHUIO  H

O0(pOpPMJIEHUIO  PE3yJIbTaTOB

CaMOCTOSITEJIbHOM pa6OTBI;

KPUTEPHUH OLICHKH BBIMOJHEHUS CAMOCTOSITEIbHON PabOTHI.

IV. KOHTPOJIb JOCTUXXEHUS LIEJENA KYPCA

Ne | KoHnTtponupyemblie Koppb! 1 atamnst OueHouHbIE CpecTBa
1/ paszzensl / TeMbI (hopMupoBaHUS TeKyIIHii IPOMEXKYTOUHAS
JUCITUTLIAHBI KOMITETEHITHIA KOHTPOJIb aTTecTanus
[Tomutuku u monenu | OIIK-1 | 3Haer VYerHbit onpoc | DK3aMeHalnoHH
0e30MacHOCTH OIIK-2 (YO-1); bI€ BOIIPOCHI 1,
KOMITBIOTEPHBIX [K-17 tectel (ITP-1) | 5,11, 15, 21.
cerei yMeer VYcTHbIN onpoc | DK3aMEeHaIlMOHH
(YO-1); bI€ BOIIPOCHI 1,
KOHTPOJIbHAS 5,11, 15, 21.
pabora (ITP-2)
BIIaJIceT KonTtponpHast | Dx3aMeHaAIIMOHH
pa6ora (TTP-2); | bie Bompocsr 1,
tectsl (ITP-1) 5, 11, 15, 21.
TpeGoBanus Kk | OIIK-1 | 3Haer VYeTHbI onpoc | DK3aMeHalMOHH
3aIUTe OIIK-2 (YO-1); bI€ BOIIPOCHI 3,
uH(pOpMaITUN B | [IK-17 tectol (ITP-1) 12, 16, 17, 19,
TEJIEKOMMYHUKAITHO 25, 27, 29.
HHBIX CETSIX yMeeT YcTHBINA onpoc | DK3aMeHAIIMOHH
(YO-1); bI€ BOIPOCHI 3,
KOHTPOJIbHAS 12,16, 17, 19,
pabora (TTP-2) | 25, 27, 29.
BJIaJIEET Kontponbnas DK3aMeHaIMOHH
pa6ora (TTP-2); | bic BOmpocsI 3,
tecthl (ITP-1)




12, 16, 17, 19,

25, 27, 29.
Mertonsl u cpeactsa | OIIK-1 | 3naer Vel onpoc | DK3aMeHalMOHH
3aIIUTHI OIIK-2 (YO-1); BIC BOIIPOCHI 5,
uH(pOopMaIun B | [IK-17 tectsl (ITP-1) 7,9, 10, 11, 13,
TEJICKOMMYHHUKAITHO 21, 23
HHBIX CETAX yMeeT VYerHblil onpoc | DK3aMeHalMOHH
(YO-1); bI€ BOIIPOCHI 5,
KOHTPOJIbHAS 7,9, 10, 11, 13,
pabora (I1P-2) | 21, 23
BJIAJIEET Koutponbnast | Dk3ameHalMOHH
pa6ora (ITP-2); | bic BOIIPOCHI 5,
tectsl (ITP-1) 7,9, 10, 11, 13,
21,23
CpenctBa OIIK-1 | 3maer VYerHbiil onpoc | Dk3aMeHalMOHH
kpunrorpaduueckoin | OIIK-2 (YO-1); bI€ BOIIPOCHI 2,
3aLUTHI T1IK-17 tecthl (ITP-1) 4,6, 8,10, 12,
uH(pOpMaITUU B 14, 16, 18, 20,
TEJIEeKOMMYHHUKAIIO 22,24, 26, 28,
HHBIX CETAX 30, 32
yMeeT YceTHbIN onpoc | DK3aMeHaIMOHH
(YO-1); bI€ BOIIPOCHI 2,
KOHTPOJIbHAS 4,6, 8,10, 12,
pabora (TTP-2) | 14, 16, 18, 20,
22,24, 26, 28,
30, 32
BIIaJICET KonTponpHast | Dx3aMeHaAIIMOHH
pa6ora (TTP-2); | pie BompocsI 2,
tectel (ITP-1) | 4, 6, 8, 10, 12,
14, 16, 18, 20,
22,24, 26, 28,
30, 32
OIIK-1 | 3maer VYeTHbI onpoc | DK3aMeHalMOHH
OIIK-2 (YO-1); BI€ BOIIPOCHI 2,
TIK-17 tectel (ITP-1) | 4, 6, 8, 10, 12,
14, 16, 18, 20,
22,24, 26, 28,
30, 32
yMmeer VYceTHbIN onpoc | DK3aMeHalMOHH
(YO-1); bI€ BOTIPOCHI 2,
Kpunrorpaduueckue KOHTPOJIbHAS 4,6,8,10, 12,
MIPOTOKOJTBI pa6ora (TTP-2) | 14, 16, 18, 20,
22,24, 26, 28,
30, 32
BJIaJIEET KonTtponbHast | Dk3aMeHaAIMOHH
pabora (TTP-2); | pie Bompocs! 2,
tectel (ITP-1) | 4, 6, 8, 10, 12,
14, 16, 18, 20,
22,24, 26, 28,

30, 32




TunoBbie KOHTPOJIbHBIC 3a/IaHKS], METOJJUUECKHE MAaTEPUaIbl, ONPEIEISIONINE
MPOLIETypbl OLIEHUBAHUS 3HAHUM, YMEHHI U HABBIKOB U (UJIM) OTIBITA ICSITEIbHOCTH,
a TakKe KpUTEPUM M TIOKa3aTeIu, HEOOXOIUMBbIC i OLICHKW 3HAHUM, YMEHUH,
HABBIKOB M XapaKTEpU3YIOIIHUE 3Tarbl (OPMUPOBAHUS KOMIIETEHIIMHA B Tpoliecce

OCBOEHUS 00pa30BaTEIbHON MPOrPaMMBI, IIpeacTaBieHb! B [Ipunoxennn 2.

V. CIUCOK YYEBHOM JIUTEPATYPbI U UH®OPMAIMOHHO-
METOIUYECKOE OBECIHHEYEHHUE JUCHUIIJINHBI

OcHoBHas JuTeparypa

(onexmponnwvie u neuammvie uzoanus)

1. IlerpoB C.B. MndopmaivonHas 0€30MacHOCTh [DIEKTPOHHBIN pecypcl]:
yuebHoe mocobue/ IlerpoB C.B., KucnskoB II.LA.— DJeKTpoH. TEKCTOBBIC
nanaele.— CapatoB: At I[lm Ap byke, 2015.— 326 c.— Pexum poctyma:
http://www.iprbookshop.ru/33857.html.— DBC «IPRbooksy.

2. T'onukoB A.M. 3amuTa nH(OPMALIUK OT YTEUKH 110 TEXHUYECKUM KaHajaM
[DneKTpoHHBIHN pecypc]: yueoHoe nocooue/ I'onukoB A.M.— DJIEKTpOH. TEKCTOBbIE
naHHble.— ToMck: TOMCKHI TOCY1apCTBEHHBI YHUBEPCUTET CUCTEM YIIPABJICHUS
u PaZMOdIIEKTPOHUKH, 2015.— 256 c— Pexum JIOCTyTIA:
http://www.iprbookshop.ru/72090.html.— 5BC «IPRbooks».

3. bezomacHocTh cuctem 0a3 NMaHHBIX [DIEKTPOHHBIM pecypc]: ydeOHoe
nocobue/ A.B. CKpbIITHUKOB [H Ap.].— DJIEKTPOH. TEKCTOBbIE AaHHbIe.— BopoHex:
Boponexckuil rocy1apCTBEHHbI YHUBEPCUTET UHKEHEPHBIX TeXHONIO0Tui, 2015.—
144 c— Pexum pgoctyma: http://www.iprbookshop.ru/50628.html.— 3bC
«IPRbooks»

4. YysnoB A. I'. IlpoOnembl 3alMIIEHHOCTH TEIEKOMMYHUKALMOHHBIX
cUCTEM [DJeKTpOHHBIH pecypc]|: yueOHoe mocooue/ UysHOB A. I'.— DneKTpoH.
TeKkcToBBIe AaHHBIe.— OMck: Omckas akagemuss MBJI Poccun, 2015.— 164 ¢c.—

Pexum noctyna: http://www.iprbookshop.ru/61873.html.— DbC «IPRbooks».



5. Toproxuna E.FO. HWHdopmarmonHas O€30MaCHOCTh [ DJIEKTPOHHBIM
pecypc]: yuebnoe nocodue/ I'optoxuna E.1O., JlutBunosa JI.U., TkaueBa H.B.—
DNeKTpOH. TEKCTOBbIE JaHHble.— Boponex: Boponexckuid I'ocymapcTBeHHbIN
Arpapubiii Yaupepcuter uM. Mmnepatopa Ilerpa Ilepsoro, 2015.— 221 ¢c.—
Pexum noctyna: http://www.iprbookshop.ru/72672.html.— DbC «IPRbooks».

JlonosiHUTeIbHAS JINTEPaTypa

(newammuvle u 31eKMPOHHbBIE U3OAHUSL)

1. Henyxun O.A. OcHoBel creranorpapuu. Yacte 1. CKpbITHE TaHHBIX B
ayJIno- ¥ TeKCTOBBIX (hainax [DnekTpoHHbIN pecypc]: yueOHoe nocodue/ Lllemyxun
O.NU., ben Pexe6 T.b.K.— DnekTpoH. TekcToBbie NaHHbIe.— M.: MOCKOBCKUI
TEXHUYECKUN YHUBEpCUTET CBsi3M U uHPopMmatuku, 2015.— 129 c.— Pexum
noctymna: http://www.iprbookshop.ru/61517.html.— 3BC «IPRbooks».

2. Brpamkas W.B. [IlpoexktmpoBanwme W  peanu3amus MNPUKIATHOTO
porpaMMHOro obecrieueHus [ DIeKTPOHHBIN pecypc]: yueoHoe mocobue/ Bnarkas
N.B., 3aensckas H.A., Hagroumit H.C.— DOJeKTpOH. TEKCTOBBIE HaHHbIC.—
OpenOypr: OpenOyprckuii rocyaapctBennbii yauBepcutetr, 9bC ACB, 2015.—
119 c¢— Pexum goctyma: http://www.iprbookshop.ru/54145.html.— 35bC
«IPRbooks».

Ilepeyenb HHPOPMALMOHHBIX TEXHOJIOTHH

U MPOTrPaMMHOT0 00ecrnedeHust

1. bubmmoreka OpenPGP (peanmszamus Gpgdwin 2.3.3) u nporpamma
Kleopatra 2.2.
VI. METOANYECKHUE YKA3AHUS
11O OCBOEHHMIO INCHUITJINHBI

Jist u3yuenus guctuiuinHbl «OCHOBBI MH(DOPMAIMOHHOW OE€30MacHOCTH
ceTel CBS3W» OOydaromeMycs IpeiaratoTcs JEKIIMOHHBIE U IPAKTHUYECKHE

3aasTHSA. O0s3aTEBHBIM DIIEMEHTOM SIBJIIETCS TAK)KE CAMOCTOSITeNIbHAS padoTa. I3



180/180 o6mux yueOHbIX yacoB 99/149 yacoB OTBOAMTCSA Ha CaMOCTOSTEIbHYIO
paboty cTyaeHTa. B pamkax 4acoB, BBIICJICHHBIX Ha CaMOCTOSTEIbHYIO paboTy,
CTYIEHT JO/DKEH TMPOU3BOANTH IMOATOTOBKY K PEUTHHTOBBIM W 3a4ETHBIM
IpoBepKaM, a TakKe M3y4aThb TEMbI, OTBEJCHHBIC IIpPEIoJaBaTelieM Ha
CaMOCTOSITENIbHOE M3y4yeHHe. [IoMMMO pa3nuyHBIX METOIWYECKUX YKA3aHUU U
CIIUCKa PEKOMEHIYeMOW JUTEpaTyphl OOYYaloOmUHCA JOJDKEH O0OCYXIaTh

BO3HHUKAIOIIUC Y HCT'O BOIIPOCHI HAa KOHCYJIbTAIUAX, HA3HAYACMBIX ITPCIIOAABATCIICM.

[IpumepHOe pacmpenesieHHe YacoB CaMOCTOSTENIbHOU pPabOThl, KOTOPHIE
CTYJICHT JIOJDKCH OTBOJUTh HAa TOT WM WHOW BHUJ 3aHATHH: 3aKPCIUICHHC
JeKIMoHHOTO Matepuaia — 50/83 u., moaroroBka K MpPaKTHYSCKUM 3aHITHIM —
49/66 4., moaroroBka K 3x3aMmeny — 36/9 4. Tem He MeHee, yUnUThIBasi 0COOCHHOCTH

KaXXJ10T0 CTYJACHTA, YKa3aHHBIC 9YaCbl MOI'YT BaPbUPOBATLCA.

JIMCIMIUIMHY PEKOMEHYeTCsl U3y4aTh MO IJIaHy 3aHATud. OOywaromuiics
JIOJDKEH CBOEBPEMEHHO BBIIIOJNHATH 3aJaHUS, BBIIAHHBIE HA MPAKTHYECKHX

34AHATHAX, U 3alllMIIATh UX BO BPCM:A 3aHATUM WK Ha KOHCYJIbTalluH.

[Ipu moAaroToBKe K JIEKIUSM OOYYAIONIMICS M3ydYaeT IJIaH JIEKITMOHHOTO
Marepuasna, peKOMEHI0BAaHHYIO U JIONOJHUTEIBHYIO JUTeparypy. i noaroroBku
K TPAKTUYECKUM 3aHSTUSAM M BBINOJHEHUS WHIWBUAYAJIbHBIX Tpauueckux

3aJlaHui TpeOyeTCsl M3ydeHHUe JIEKIIMOHHOTO MaTepuara.

K sk3ameHy oOyuaromuiicsi IOJKEH OTYMUTATHCS MO BCEM MPAKTHUYECKUM
3aHATUAM. Tembl, pACCMOTPEHHBIE Ha JIEKIIMOHHBIX 3aHATHUSAX, HO HE OTPaKCHHBIE
Ha TMPaKTUYECKUX 3aHATHAX, 3aKpeIUIAIoTCs  OOydyarolmuMmcsi BO  BpeMs

CaMOCTOSATENbHON pabOTHI.

[Ipu moAroToBKE K K3aMEHY HEOOXOIMMO MOBTOPUTH YU4E€OHBIM MaTepHall,
UCIIOJIb3Yysd KOHCHEKT JIEKLIHI, OCHOBHYIO M JIONOJHUTENBHYIO JINTEPATYPY, IPHU
HEOOXOQMMOCTH  IOCEIaTh KOHCYJIbTallMM. OK3aMEH IMPOCTABIAETCA IO

pe3yabTaTaM peuTHUHTa U K3aMeHa.



Vil. MATEPUAJ/IBHO-TEXHUYECKOE OBECIIEYEHUE

JANCHUITJINHBI

HanmvenoBanne 000pyIOBaHHBIX YUEOHBIX KaOMHETOB,
OOBEKTOB JIIsl TPOBEICHUS TPAKTUYECKUX 3aHATHH C
MepeYHEeM OCHOBHOTO 000PYIOBaHHUSI

Anpec (MecToIOI0KEeHNe)
y4eOHBIX KaOMHETOB, OOBEKTOB
JUIL TIPOBEJICHUSI TIPAKTUYECKUX
3aHATUH, OOBEKTOB (PU3NUYECKON
KYJbTYPBI M CIIOpTa (C YKa3aHUEM
HOMEpa MOMEIIICHH )

JlaGoparopusi COBPEMEHHBIX TEXHOJIOTHI OECIpOBOTHOM
CBs3M  Kadenpel DIEKTPOHUKH U  CPEICTB  CBS3U

WNunxenepHoii mkons E727:
Mouno6mnok Lenovo C306G-i34164G500UDK (11 mir),

Axyctuueckas cucrema Extron SI 3CT LP (3 w), BpezHoit
unreppeiic TLS TAM 201 Standart I, goxyment-
kamepaAvervision CP355AF, JXXK-nawens 477 LG
M4716CCBA, marpuunsiii kommyratop Extron DXP 44
DVI PRO, wmukpodoHHas MeTIWYHAS pPagHOCHUCTEMa
Sennheiser EW 122 G3, MYJIbTUMEAUHHBINA
npoekrop Mitsubishi EW330U, paciIupeHue ISt
KoHTposuiepa ympasinenus Extron IPL T CR48, cerepas
Bueokamepa Multipix MP-HD718, croiika MeTaindeckas
s KK-mucnness, ycunutens MomHocTH Extron XPA
2001-100V, ycunutens-pacupeaenutrens DVI curnana
Extron DVI DA2, uudposoii ayauomnpoueccop Extron DMP
44 LC, skpan npoekimonHbIit ScreenLine Trim White Ice

r. BnmaguBocrok, o. Pycckuid, m.
Asixe 1.10, xopnyc E, ayn. E 727

B nensax obecrnieueHust crieluaibHbIX YCIOBUNA 00yUYEHUS] MHBAIUAOB U JIUIL C

OTPaHUYCHHBIMUA BO3MOXKHOCTSIMU 3710poBbs B JIBDY Bce 3manns 060pya0BaHbI

ImangycamMmu, J'II/I(I)TEIMI/I, INOAbCMHHUKAMH, CIICOUAJIU3UPOBAHHBIMH  MCCTaAMH,

OCHAIlICHHBIMH TyaJICTHBIMHU KOMHaTaMH, TaOIMYKaMH I/IH(bOpMa]_II/IOHHO'

HABUTAIMOHHOM IMOJIEPKKH.



[Tpunoxenue 1

MUHHUCTEPCTBO OBPA3ZOBAHNS 1 HAYKU POCCUMCKOU ®EJEPALIN
denepanbHOE TOCYAaPCTBEHHOE aBTOHOMHOE 00pa30BaTeIbHOE YUPEKICHUES
BBICIIIET0 IPOQECCUOHATILHOTO 00pa30BaHUS

«JlanbHeBOCTOYHBIN (eaepaibHbIil YHUBEPCUTET)
(IBDY)

NHXEHEPHAS HIKOJIA

YYEBHO-METO/IMYECKOE OBECITEYEHUE CAMOCTOSITEJIbHOM PABOTHI
OBYYAIOLIUXCS

1o AucHuIIinHe «OCHOBbI HHPOPMAIIMOHHOW 0€30MaCHOCTH CeTel CBIA3ZH
Hanpasaenne nmoarorosku 11.03.02 UHpoxkoMMyHHKATMOHHBIE TEXHOJIOTHH H CUCTEMBI CBSI3H
npodus «CUCTEMBI PaJHOCBSI3H U PAJAUOIOCTYIIA
®opMa NMOATOTOBKH 0YHAs1/3204HASA

BaaauBocTok
2015



IInan-rpa¢guk BHINOJTHEHHUSA CAMOCTOATEIbHONH PadOThI MO JMCHMILIMHE

Ounas ¢popma o0yueHus.

MOOMJIBHBIX CETSX.
[ToTokoBbie mmdpsr AS
(ucTopust ¥ COBPEMEHHOE

Ne Jara/cpoku Bun camocrositesbHOI IpumepHbie | ®opMa KOHTPOJIS
n/m | BHINOJHEHHUS padoThI HOPMbI
BpeMeHHU Ha
BBINOJIHEHH e
1. 4 nenens Pazpabotka nporpammuoro | 9 yacos [IpoekTt
oOydeHus obecrniedeHust
ACUMMETPUYHOTO Mudpa
RSA ¢ ucnionb3oBanuem
CBOMX WJIM CTOPOHHHX
O6ubaMoTeK 1ist paboThI €
JUTMHHBIM LIETTBIMU U C
WCTIOJIb30BaHUEM
COOCTBEHHOM peann3ainuu
tecra Pabuna-Muuiepa.
2. 4 nenens Pazpabotka nporpammuoro | 9 yacos IIpoekt
o0yudeHus oOecrnieueHus KOHTPOJIsS
L[EJIOCTHOCTH HA OCHOBE
xeur pynkuuit SHA-512/T,
SHA-224 u SHA-384.
3. 4 "enens Pazpabotka nmporpammuoro | 9 acos [Tpoekt
oOy4deHus o0ecrnieueHus anropuTMoB
AIEKTPOHHO-TIU(PPOBOI
noamnucu DSA, TOCT
34.10.-2001, T'OCT 34.11-
94.
4. 4 »enens Peanmuzanms 9 yacoB CobecenoBanue
o0y4yeHus KpUnTorpapuueckon
3alIUTHI HA CETEBOM U
npukiagHoM yposasx OSI.
5. 6 Henes bubmmoteka cryptlib. 9 wyacoB CobecemoBanue
o0Oy4deHus
0. 8 Hemens Kuraiickast Teopema 00 9 yacoB CobecenoBanue
o0y4deHus octaTkax. JlokazareiabCTBO
U IPUMEHEHUE B
Kpunrtorpaduu.
7. 10 Henens Kpunrorpaduueckue 9 yacos IIpoexr
o0y4deHus reHepaTophl
IICEBIOCITYyYalHbIX
OCJIE0BAaTEILHOCTEN
NIST SP 800-90.
8. 10 nenens TecTsl KauecTBa 9 gyacos CobecenoBanue
o0y4yeHus TICeBIOCTyYaitHBIX
renepatopos Diehard.
0. 10 Henens WNndopmanronnas 9 yacos CobecenoBanue
o0yJeHus 0e30macHOCTh B




COCTOSIHHE) U METO/IOB
ayTeHTU(UKALNU U

reHeparfy CEaHCOBBIX
kmroueit A3/AS.

10. 10 nenens JInHelHbIC CABUTOBEIC 9 yacoB CobecenoBanue
o0y4eHus pPErucTpbl C 0OpaTHOM
cBs3b10. MX
WCIOJIb30BaHUE IS
TeHEepaIui TaMMbI B
MIOTOKOBBIX HIH(PaX.
11. 10 Hepens [IpoTokon «MbICIIEHHBII 9 yacoB [Ipoekt
00yJeHUs TTOKEP».
12. 10 nenens Kpunrorpadus na ocHoBe | 9 yacos CobGecenoBanue
o0Oy4deHus AIUTUNITUYECKUX KPUBBIX
13. B Teuenue [ToaroroBka k 3K3amMeHy 27 yacoB DKk3aMeH
cemecTpa
3aounas ¢popma o0yueHus.
Ne Jara/cpoxn Bua camocrositesibHOi IMpumepusbie | @opMa KOHTPOJIS
n/m | BbINOJIHEHUS padoThI HOPMBbI
BpeMeHHU Ha
BBINOJIHEHHE
1 2 Henens [IpoTtokon nmoxOpaceiBanust | 2 yaca CobecenoBanue
00y4eHus YECTHOW MOHETHI Ha
OCHOBE Xel-(PyHKIUHU
2. 2 "Hepens AOcTpakTHas anredpa u 2 gaca CobecenmoBanne
oOy4deHus anredpanveckue
CTPYKTYpHI B
KpUnrorpaduu.
AN UTUBHLIE U
MYJIbTUTITMKATUBHBIE
rpynmsl. ['enepanus
UKINYECKUX TPYIIIL.
Kousbnia u mosnsi.
3. 2 Henens HIudp DES. 2 yaca CobecenoBanue
o0yueHus
4. 2 Henens HIudp AES. 2 yaca CobecenoBanue
o0yueHus
2 Henenst [IporpamMMHas peanuzanus | 5 4yacoB [Ipoext
o0OydeHus pacIIUpPEeHHOT0 aIropruT™Ma
OBKINAA U €T0
MIPUMEHEHHE IS
peam3anuu
apudmeTnuecKux
orrepariis Ha IMoJIsIx
BBIYETOB.
5. 2 Henens Kwuraiickas Teopema 06 4 qaca CobecenoBanue
oOydeHus OCTaTKax M €e MPUMCHECHUE
B KpHMTOaHan3e mudpa
Buxenepa u peasizanuu




MYJIbTHIINIMKATUBHBIX
olepaluii HaJ| IIeMEeHTaMU
aredpandeckux KoJjell.

2 Henens
o0yueHus

[IpoTokobI pa3aencHus
CEeKpeTa.

4 gyaca

Co0OecenoBanue

2 Henens
o0y4deHus

[Tona Nanya. Onepanuu
Haja nosem GF(2p),
reHepanus 3JIeMEHTOB
TOJIsl.

4 gyaca

Co0OecenoBanue

4 genens
o0y4deHus

Pa3paboTtka nporpaMMHOro
obecrieyeHus
aCUMMETPUYHOTO Mudpa
RSA ¢ ucnionp3oBanreM
COOCTBEHHBIX HJIU
CTOPOHHUX OMOTUOTEK IS
paboThI ¢ ATUHHBIMH
IIETBIMU | C
HCIIOJIb30BAaHUEM
COOCTBEHHOM peanu3anuu
tecra Pabuna-Muiepa.

10 yacos

[Ipoekt

4 nenens
oOy4deHus

Peanuzauus paznenenus
CEeKpeTa ¢ IOMOIIBIO
KUTaNCKON TeopeMbl 00
oCTaTKax.

10 gacoB

IIpoexr

10.

4 nenenst
o0Oy4deHus

ATaku Ha KPUNITOCUCTEMBI
cucteMbl RSA.

10 gacoB

CoOecenoBanue

11.

4 nenens
oOy4deHus

Meroas! pa3rpaHU4EHHUs U
KOHTPOJIS 10CTyNa K
o0BeKTaM
MH(POPMAIIMOHHBIX CHCTEM.
[Ipumeps! IPOTOKOJIOB
KOHTPOJIS 10CTyna
MIPUHIIMIIATIOB U UX
peann3anysi B
OTIEpAI[MOHHBIX CUCTEMAX
Windows u Unix.

6 yacos

CoOecenoBanue

12,

4 nenens
oOydeHus

Pa3paboTtka nporpaMMHOro
o0ecrieyeHns: KOHTPOJIIS
[[EJIOCTHOCTH Ha OCHOBE
xem Gpynkiui SHA-512/T,
SHA-224 u SHA-384.

6 yacos

[Ipoext

13.

4 nenenst
o0OydeHus

Pa3zpaboTka mporpaMMHOTO
o0ecreyeHns alropuTMoB
ANEKTPOHHO-IIU(POBOI
noamucu DSA, TOCT
34.10.-2001, TOCT 34.11-
94.

8 yacos

[Ipoext

14,

4 genens
o0y4yeHHs

Peanuzanus
KpUNOTOTpaguuecKon
3aIIMTHl HA CETEBOM U
npuksagHoM yposasx OSI.

6 yacos

CoOecenoBanue




15. | 4 Henens bubaunoreka cryptlib. 6 yacoB CobecenoBanue
00yJeHUs
16. 4 nenens Kuraiickast Teopema 00 6 gacoB CobecenoBanne
o0Oy4deHus ocraTkax. JlokazareiabCTBO
Y IPUMEHEHHUE B
Kpunrorpaduu.
17. 4 uenens MeTonasl OIleHKH KadecTBa | 6 gacoB CobecenoBanune
00y4eHus KpUNTOTPpaPUISCKUX
IICEBJIOCITYyYalHbIX
OUTOBBIX T'€HEPATOPOB.
18. | 4 Henens Kpunrorpaduueckue 9 vacos ITpoekt
o0Oy4deHus reHepaTOphI
IICEBJIOCITYyYalHbIX
MoceI0BaTeIbHOCTEN
NIST SP 800-90.
19. 4 nenens TecThl KauecTBa 5 gacoB CobecenoBanue
o0yudeHus MICEBJOCTYYaHBIX
reneparopos Diehard.
20. | 4 vegens HIudpsr Blowfish u 5 gacos CobecenoBanue
o0y4eHHs Twofish. Cetu ®eiicTens.
21. 4 nenenst Nudopmanmonnas 5 gacos CobecenoBanue
oOy4deHus 0€301acHOCTh B
MOOWJIBHBIX CETSX.
[ToTokoBbie mudpsr AS
(ucTopusi © COBpEeMEHHOE
COCTOSIHUE) U METOJIOB
ayTeHTU(UKALUU U
TeHepaIuu CEaHCOBBIX
kiroueit A3/A8.
22. 4 nenens JIuHeiinble CIBUTOBLIE 5 gacoB CobecenoBanue
o0y4yeHHs PETUCTPBI C 0OpaTHOM
cBs3b10. UX
WCIOJIb30BaHUE ISt
TeHEepaIui TaMMbI B
MMOTOKOBBIX MIH(pax.
23. 4 nenens [TpoTokon «MbICIIEHHBII 6 gacoB [Tpoekt
o0Oy4deHus TTOKEPY.
24. | 4 vegens Kpunrorpadus Ha ocHoBe | 5 yacos CobecenoBanue
o0Oy4deHus AIUTUTITUYECKUX KPUBBIX
25. | 4 vepens Pazpabotka nmporpammuoro | 10 gacos [Tpoekt
o0OydeHus obecrnieueHus OJIOUHBIX
CUMMETPUIHBIX MH(POB
DES, DESX, 3DES-EEE3
n 3DES-EDE2.
20. B reuenne kypca | Iloaroroska k dk3aMeHy 9 yacos OK3aMeH




XapakTepuCcTHKA 3aaHUI JJI1 CAMOCTOSTEIbHON PadoThl 00y4aAOIIUXCH U
MeTOAUYECKHE PEKOMEHIAUM 110 UX BbINOJIHEHHIO

CamocTosiTenbHbIE PA0OTHI IPOBOASTCA HA pab0OYMX MECTaX C IOCTYIIOM K pecypcam
Internet u B joMamHux ycioBusix. IIopsaok BEIOJIHEHUS CaMOCTOATEIbHON paObOThI
COOTBETCTBYET IIPOTPaMME Kypca U KOHTPOJIMPYETCA B XOJI€ ayAUTOPHBIX 3aHITHH.
CamocrositenbHast ~ paboTa  HOJAKpeIuIsiercd  y4eOHO-METOOUYECKHMM U
UH(GOPMAIMOHHBIM 00€CIIeYeHHEM, BKIIIOUAIOIUM PEKOMEHIOBAaHHbIC YUCOHUKU U

y4eOHO-METOIMUECKUE TTOCOOUS.

TpeGoBanus K npeacTaBIeHUI0 U 0()OPMJIEHUIO Pe3yJIbTATOB
CaMOCTOAITEJIbHOI PadOThI

CamocTosiTenbHass pab0oTa CUMTAETCS BBIMOJHEHHOW, B OTYETE MO MPOCIaHHOMN
paboTe MpeCcTaBICHO MUChbMEHHBIE TOSCHEHHS K MOJYyYE€HHBIM BBIBOJAM U, €CIIU
TpeOyeTcsi, Ko MPOrpaMMHOM peanu3aii, KOMIUIUPYEMbIM W BBITOJIHSIOMIAMA

3a/1a4y KOPPEKTHO.

Kpurepuu onieHKH BbINOJHEHHUS CAMOCTOATEIbHOI Pad0ThI

[IpoBOoaUTCS MpOBEpPKA MTPABUIIBHOCTH BBIITOJIHEHUS 3aJaHUN M0 CAMOCTOSITEIbHON
pabote. 3amaHue 3a4TeHO, €CIM HeT omuOoK. Ilo TekymuMm ommOKaM TaroTcs

ITOSICHCHMUS.



[Tpunoxenue 2

MUHHUCTEPCTBO OBPA3ZOBAHNS 1 HAYKU POCCUMCKOU ®EJEPALIN
denepanbHOE TOCYAaPCTBEHHOE aBTOHOMHOE 00pa30BaTeIbHOE YUPEKICHUES
BBICIIIET0 IPOQECCUOHATILHOTO 00pa30BaHUS

«/lanbHeBOCTOYHBIN (eaepaibHbIN YHUBEPCUTET
(IBDY)

NHXEHEPHAS HIKOJIA

®OHA ONEHOYHbBIX CPEIACTB
o AucHuIIinHe «OCHOBbI HHPOPMANIMOHHOW 0€30MaCHOCTH CeTel CBIA3ZH»

Hanpasaenne nmoarorosku 11.03.02 UHdpoxkoMMyHHKAIMOHHBIE TEXHOJIOTHH H CHCTEMBI CBA3H
npoduts «CUCTEMBI PaJHOCBSI3H U PAJAUOIOCTYIIA
®opMa NOATOTOBKH 0YHasI/3a0YHASA

BaaauBocTok
2015



MMacnopt ®OC

Koa u
dopmyaupoBka
KOMIIeTEeHIIUH

JTtansl (OPMUPOBAHHUA KOMIIETEHIMH

OIIK-1 nounmars

OCHOBHBIE (POPMBI ITpeICTaBIeHIs HH(OPMAIIMN B
COBPEMEHHBIX KOMIIBIOTEPHBIX YCTPOWCTBAX M CETSX,

CYIHOCTD U 3HAYEHHE 3Haer a TaKk)Ke 3aIUThl yYaCTHUKOB HH(OPMAITHOHHOTO
WHbOpMAIH B 0o0MeHa B HUX C YY4ETOM OCHOBHBIX TpeOOBaHUH
pa3BUTHU nH(OPMAIIMOHHOK 0€30MacHOCTH
COBPEMEHHOTO IPUMEHSATDH Pa3JInyYHbIE (POPMBI IPEICTABICHUS
UHPOPMAIIHOHHOTO YyBCTBHUTEIHLHONU HHA)OPMAIINH B KOMIIBFOTEPHBIX
001IIeCTBa, CO3HABATH Vaeer YCTPOMCTBAX M CETAX, & TAKIKE 3ALIUTHI YYACTHUKOB
OITACHOCTH M YTPO3BI, MH(POPMALIHOHHOTO OOMEHA B HUX C YYETOM
BO3HUKAIOIIME B 9TOM OCHOBHBIX TPeOOBaHUH HH(OPMALIMOHHOM
nporiecce, CoOOII0IATh Ge30macHOCTH
OCHOBHBIC Tpe6°BvaHH’I OCHOBHBIMU TEXHMYECKUMU CPEACTBAMU
uH(OpPMAITHOHHOH IPEJICTABJICHUS U YIIPABICHHUS 4yBCTBUTEIBHON
6e30MacHOCTH, B TOM vH(pOpMaIKeR B KOMITBIOTEPHBIX YCTPONCTBAX U
'THCIIC SAIUTRL - Brameer | ceTsx, a TakiKe 3aIlUTHl YYACTHUKOB
TOCYNapCTBCHHON MH(POPMAIMOHHOTO OOMEHA B HUX C YYETOM
TanHbI OCHOBHBIX TpeOOBaHU I HHPOPMAIHOHHOM
Oe3omacHoCTH
CTaH/IapTHBIE 33/1auk TIPO(HECCHOHATBLHON
OTTK-2 cHOCOGHOCTRIO JEATENBHOCTH Ha OCHOBE MH(POPMAIIMOHHOM 1
peliaTh CTaHAapTHHE | 3pger oubsnmorpaduyeckoit KyabTypbl ¢ IPUMEHEHUEM
3a1aun MH(POKOMMYHHUKAIIMOHHBIX TEXHOJIOTHH U C y4ETOM
npobeccHoRaTEHO OCHOBHBIX TPeOOBaHMH HH()OPMAIIMOHHOMI
JESTENLHOCTH Ha GesomacHocTH
OCHOBE pelaTh CTaHIapPTHBIE 331491 MPOPECCUOHABHOM
UHQPOPMAIIMOHHOM 1 JEeSATENBHOCTH Ha OCHOBE HH(POPMAIIMOHHOM 1
6ubnanorpaduueckoit Veer o6ubanorpaduyueckoil KyabTyphl ¢ IPUMEHEHUEM
KYJIBTYpBI C MH(POKOMMYHHUKAIIMOHHBIX TEXHOJIOTHH U C y4ETOM
MPUMEHEHUEM OCHOBHBIX TpeOOBaHMI MH(POPMAIIMOHHON
HUHPOKOMMYHHUKAIIHOH 6e30macHOCTH
HBIX TEXHOJIOTHH U C CIIOCOOHOCTBIO PEIIATh CTAHIAPTHBIE 3a1a49H
YH1CTOM OCHOBHBIX po(eCcCHOHAIBLHON NEATENHHOCTH Ha OCHOBE
TpeboBaHui MH(POPMALMOHHON 1 GMOIHOrpaQUUECKOM KyIbTYpPBI
MH(OPMAIIHOHHO# Braneer C IPUMEHEHUEM HH(OKOMMYHUKAITMOHHBIX
GesomacHOCTH TEXHOJIOTUH M ¢ YY4ETOM OCHOBHBIX TPEOOBAHMI
UH(POPMALIMOHHOM 6€30MacCHOCTH
[IK-17 cIoco6HOCTBIO aKTyaJIbHbIE METOJIBI TEOPETUKO-
MIPUMEHATH SKCIICPUMCHTAJIBHBIX I/ICCHG}IOBaHI/Iﬁ
COBPEMCHHBIE (G yHIaMEHTAIBHBIX CBOMCTB MH()OPMAIMOHHBIX
TEOPETUYECKUE U 3HaeT CHUCTEM, UX BJIUAHUEC U IIPUHIUIIBI UCITOJIB30BAHUSA
JKCIIEpUMEHTAJIbHBIE JJIs1 o0ecrieyeHus 3alllUThI I/IH(I)OpMaL[I/II/I;
METObI HCCIIEIOBAHMUS 000CHOBaHUSI METOJIOB 3alTUTHI HH(POPMAIIMH U
C IICJIBIO CO3JIaHUs I/IH(I)OpMaLII/IOHHBIX CHUCTEM.
HOBBIX Vneer MNPUMEHATh COBPEMEHHBIE METOIBI HAYYHOTI'O

MEPCICKTUBHBIX

IIO3HAaHUA U I/ICCJ'Ie,Z[OBaHI/Iﬁ JJI1 IIPOCKTUPOBAHUA




CPEZACTB AIIEKTPOCBSI3U
1 “H()OpMATUKH

pacnpeaciCHHbIX I/IH(bOpMaI_II/IOHHI:IX CHUCTEM,
YAOBJIETBOPAIOIINUX U3BCCTHBIM U OIIPCACIICHHBIM
JJI1 KOHKPETHLBIX 3aia4 NPOU3BOJACTBA KPUTCPUSM.

0a30BBIMU HABBIKAMU aHaIU3a 0€30IIaACHOCTH
UHGOPMALIMOHHBIX CHCTEM U CHHTE3a apXUTEKTYpP

Bnaneer
CUCTEM Ha OCHOBE OIPECIICHHBIX KPUTCPUECB
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

Ne | Koutponupyembie Koapl 1 sTamnst OueHoYHbIE CPEACTBA

n/ pasziessl / TeMbl dbopmupoBaHus TeKyLIHit IPOMEKYTOUHAs

i JUCIUTIAHBI KOMITETEHIIHH KOHTPOJIb aTTecTanus

1 | Homutuku u momenu | OIIK-1 | 3maer VYerHbiil onpoc | Dxk3aMeHalMOHH
0e30macHOCTH OIIK-2 (YO-1); BI€ BOIIPOCHI 1,
KOMIThFOTEPHBIX T1IK-17 tecthl (ITP-1) 5,11, 15, 21.
cerei ymeer VYeTHpli onpoc | DK3aMeHalMOHH

(YO-1); bI€ BOIIPOCHI 1,
KOHTPOJIbHAS 5,11, 15, 21.
pabora (ITP-2)

BJIAJIEET KontposbHast | Dk3ameHaMOHH
pa6ora (ITP-2); | bic Bompocs! 1,
tecthl (ITP-1) 5, 11, 15, 21.

2 | TpeGoBanus K | OIIK-1 | 3Haer YeTHbI onpoc | DK3aMeHalMOHH
3amuTe OIIK-2 (YO-1); BI€ BOIIPOCHI 3,
uH(popMaIuu B | [IK-17 tecthl (ITP-1) 12, 16, 17, 19,
TEJIEKOMMYHHUKAITHO 25, 27, 29.
HHBIX CETAX yMeeT VYceTHbli onpoc | DK3aMeHallMOHH

(YO-1); BI€ BOIPOCHI 3,
KOHTPOJIbHAS 12, 16, 17, 19,
pabora (ITP-2) | 25, 27, 29.
BJIAJIEET Kontponbhast | Dk3ameHaIMOHH
pa6ora (ITP-2); | bie BompocH 3,
tecthl (ITP-1) 12, 16, 17, 19,
25, 27, 29.

3 | Meronsr u cpenctsa | OIIK-1 | 3Haer VYeTHbli onpoc | DK3aMeHaIMOHH
3aIATEI OIIK-2 (YO-1); bI€ BOIIPOCHI 5,
uH(pOpMaITUN B | [IK-17 tectol (ITP-1) 7,9, 10, 11, 13,
TEJIEKOMMYHHUKAINO 21, 23
HHBIX CETAX yMeeT VYeTHBIM 0npoc | DK3aMEHAIllMOHH

(YO-1); bIE BOIIPOCHI 5,
KOHTPOJIbHASI 7,9, 10, 11, 13,
pa6ora (ITP-2) | 21, 23
BIIaJIceT KonTtponpHast | Dx3aMeHaAIIMOHH
pa6ora (TTP-2); | bie BOmpocsI 5,
tectsl (ITP-1) 7,9, 10, 11, 13,
21,23

4 | CpenctBa OIIK-1 | 3maer YeTHbIl onpoc | DK3aMeHalMOHH
kpunrorpaduaeckoit | OIIK-2 (YO-1); BIC BOTIPOCHI 2,
3aIUTEI T1K-17 tectsl (ITP-1) 4,6,8,10, 12,
nHpopmaruu B 14, 16, 18, 20,




TEJIEKOMMYHHUKAINO 22, 24, 26, 28,
HHBIX CETAX 30, 32
yMeer Vel onpoc | DK3aMeHalMOHH
(YO-1); bI€ BOIIPOCHI 2,
KOHTPOJIbHAS 4,6, 8,10, 12,
pabora (TTP-2) | 14, 16, 18, 20,
22,24, 26, 28,
30, 32
BJIAJIEET KoutponbhHast | Dk3ameHalMOHH
pa6ora (ITP-2); | bic BOIpOCHI 2,
tectel (ITP-1) | 4,6, 8, 10, 12,
14, 16, 18, 20,
22,24, 26, 28,
30, 32
OIIK-1 | 3Haer VYeTHpli onpoc | DK3aMeHalMOHH
OIlIK-2 (YO-1); BIC BOIIPOCHI 2,
I1K-17 tectol (ITP-1) | 4, 6, 8, 10, 12,
14, 16, 18, 20,
22,24, 26, 28,
30, 32
yMeeT YcTHbIN onpoc | DK3aMeHaAIMOHH
(YO-1); bI€ BOIIPOCHI 2,
5 Kpunrorpaduueckue KOHTPOJIbHAS 4,6, 8,10, 12,
MIPOTOKOJIBI pabora (TTP-2) | 14, 16, 18, 20,
22,24, 26, 28,
30, 32
BIIaJIeeT KonTponbHast | Dx3aMeHaAIIMOHH
pa6orta (TTP-2); | bie Bompocs 2,
tectel (ITP-1) | 4, 6, 8, 10, 12,
14, 16, 18, 20,
22,24, 26, 28,
30, 32
IIIkana oueHUBaHUA YPOBHS C()OPMHUPOBAHHOCTH KOMIIETEHLIUI
Kon n Jranbl GopMHUPOBAHUS KOMIIETEHIIUH KpHUTepuU noKa3zareyu
dbopmyaupo
BKa
KOMIIETCHIIN
u
OIIK-1 OCHOBHBIC 3HaHue cocoOoB | 3HaHUE
MMOHUMATh dbopMbI MIpeICTaBICHUS KpUTEPHEB
CYITHOCTh MIPEJICTaBICHHUS nH(pOpMAIIHY B aJICKBaTHOTO
u uH(pOopMaIuu B COBpPEMEHHBIX MeTo A
SHadeRHe | oo COBPEMEHHBIX KOMITBIOTEPHBIX TIPEJICTaBICHHS
uHdopmail (oporoBsIii KOMIIBIOTEPHBIX | yCTPOHCTBAX 1 TAHHBIX TIPU
WU B YCTPOMCTBAX U CeTsIX, a TAKKE 3aITUIIICHHOM
YPOBEHD)
pa3BUTUU CeTsX, a TaKXKe 3aIUTHI UH(OPMAIIMOHHO
COBpEMEHH 3aITUTHI YYaCTHUKOB M oOMeHe
oro Y4aCTHUKOB MH()OPMALIMOHHOT | CPEICTBAMU
nHpopmart nH(pOpManMoOHHO | 0 OOMEHa B HUX ¢ | Kpunrorpaduu, a
HMOHHOTO ro oOMeHa B HUX | YUeTOM TaKxe 1esied u




o01ecTBa, C y4eToM OCHOBHBIX 3a]1a4 3amlUThI
CO3HaBaTh OCHOBHBIX TpeOoBaHMi uH(popMaluu u
OIIACHOCTH TpeOoBaHUI MH(POPMAIIMOHHO | IPUHILIUIIAIOB
U yTpO3bl, MH(OPMALMOHHO | i 6€30MacCHOCTH
BO3HUKAIO i1 6e3onacHOCTH
e B Ymenue Crioco6HOCTH
3TOM aHaJM3UpPOBaTh U | 0OOCHOBATH
mporecce, OCYIIECTBIISTh BBIOOD
co0oaTh BEIOHpATH BBIOOD H KOPPEKTHBIX
OCHOBHBIE aJICKBaTHBIC aJIeKBaTHOE IIPOTOKOJIOB,
TpeOoBaHU dbopMbI MIPUMCHCHHE aJITOPUTMOB
s [peJICTaBICHUS METOJIOB U 3aIUTHI
uHdopmair uH(pOpMaIuu B aJICKBaTHbBIC uH(popManuu B
MOHHOMU COBPEMEHHBIX bopm COOTBETCTBHH C
6e30macHo KOMITBIOTEPHBIX | MPEICTABICHUS TpeOOBaHUSAMU U
CTH, B TOM YCTPONCTBAX U uHbOopMaIuu B OTpaHUYEHUSIMU
qucie yMeeT CeTAX, a TAKXKe COBPEMEHHBIX TEJIEKOMMYHHUKAI]
3aIUTHI (POBUHYTHIN) | 3AIIUTHI KOMIBIOTEPHBIX MOHHOMW CHCTEMBI
rocyapct YYaCTHUKOB YCTPOMCTBAX U U CpeJibl
BEHHOU UH(POPMALIMOHHO | CETAX, a TAKIKE nepenayn JaHHbIX
TalHbI ro oOMeHa B HUX | 3allUThI
C y4eToM Y4aCTHUKOB
OCHOBHBIX UH(POPMAITMOHHOT
TpeOoBaHMU 0 oOMeHa B HUX C
MH(OPMALIMOHHO | YYETOM
i1 0€30IaCHOCTH | OCHOBHBIX
TpeboBaHMI
UH(POPMALIMOHHO
11 6e30MacHOCTH
OCHOBHBIMH Bnanenue CrnocoOHOCTh
TEXHHYECKUMU TEXHHYECKUMU pemiars
CpeAcTBaMu CpeacTBaMu OCHOBHBIE 3a/1a4H
NPEJCTAaBICHUS U | TIPE/ICTABICHUS M | 3aIIUTHI
yIpaBIeHUS yIpaBIeHUS uH(poOpMaluU U
YyBCTBUTEIBHON | YyBCTBUTEIBHOM | y3JIOB
uHpopmaneit B | uHpopmanmeli B | TeIeKOMMYHHUKAI
KOMITBIOTEPHBIX | KOMITBFOTEPHBIX HWOHHBIX CHCTEM.
S YCTPOMCTBAX U YCTPOMCTBAX U
. CeTsX, a TaAKXKe CeTAX, a TAKXKe
(BBICOKUIA)
3aIUTHI 3aIUTHI
YYaCTHHKOB YYaCTHUKOB
UH(POPMALIMOHHO | HH(POPMAITMOHHOT
ro oOMeHa B HUX | 0 oOMeHa B HUX C
C y4eToM y4eTOM
OCHOBHBIX OCHOBHBIX
TpeGoBaHUI TpeGoBaHUI
MH(OPMALMOHHO | UH(DOPMALIIOHHO
i 6ezomacHOCTU | i 6e301macHOCTH
OIIK-2 CTaH/IapTHBIE 3Hanue 3Hanue
criocobHoc | acT . 3a7auu OCHOBHBIX 3371a4 | KpUTEPUEB
(moporoBbIit
TBIO YPOBCHD) ngo@eCCI/IOHanLH HE)O(l)eCCI/IOHaJ'IBH BBIOOpA
peuarhb O IESTENIBHOCTH | OM IeATEIhHOCTH | aJeKBAaTHBIX




CTaHJIapPTH
bI€ 3a/1a4u
npogeccuo
HaJIbHON
NeSTEIIbHO
CTH Ha
OCHOBE
nHpopmart
WOHHOU 1
oubmorpa
¢buaeckoii
KYJIbTYpPbI
C
MIPUMEHEH
uem
nH(POKOMM
VHHUKAITIO
HHBIX
TEXHOJIOTH
Wuc
y4eTOM
OCHOBHBIX
TpeOboBaHU
i
nHpopmart
WOHHOU
6e30macHo
CTH

Ha OCHOBE Ha OCHOBE CpeAcCTB
uH(popManMoHHO | MHPOPMAITMOHHO | UH(OPMAITUOHHBI
" u uu X CHCTEM IJISt
oubmuorpaduuec | bubmuorpaduuec | permeHus
KOU KYJIbTYpPBI C | KO KYJIBTYPBI C CTaHIapTHBIX
MIPUMEHEHUEM IpUMEHEHHUEM 3ajaq
MHPOKOMMYHUKA | HHPOKOMMYHHKA | IPOQecCHOHATbH
UOHHBIX IUOHHBIX Oif IeSITENIbHOCTH
TEXHOJIOTHH U C TEXHOJIOTHM U C
y4eToM y4eToM
OCHOBHBIX OCHOBHBIX
TpeboBaHMt TpeOOBaHMI
UHPOPMALMOHHO | HHPOPMALIMOHHO
il 6e3omacHOCTH | i O€30MacCHOCTH
pelaTthb YMeHue pemiatb | YMeEHUE
CTaHJapTHbBIE CTaH/IapTHbHIE KOPPEKTHO
3aa4n 3aaun IPOAHATN3UPOBAT
npodeccuoHanbH | MPOPECCUOHANBH | b TOCTABICHHYIO
on oi 3azauy,
JESITEIbHOCTH Ha | IeATENbHOCTH HA | COCTaBUTh
OCHOBE OCHOBE AJITOPHUTM €e
MH(OPMALIMOHHO | UH()OPMALIMOHHO | pPEIleHus U
uu Hu OIICHUTH

yMeeT oubmuorpaduuec | bmbmuorpaduuec | 3PpHEeKTUBHOCTH C

(IpOABUHYTBIN) | KOW KYJIBTYpPbI C | KOM KYJIBTYpPBI C TOYKU 3pEHHUS
pUMEHEHHEM pUMEHEHHUEM TpeOoBaHUil K
MH(POKOMMYHUKA | UHPOKOMMYHHKA | 6€30MacHOCTH
IIUOHHBIX IIUOHHBIX nepenaBaeMbIxX
TEXHOJIOTHI U C TEXHOJIOTHI U C JTAHHBIX U
y4eToM y4eToM Y4aCTHUKOB
OCHOBHBIX OCHOBHBIX WH(POPMAITMOHHOT
TpeOoBaHU TpeOoBaHMit 0 oOMeHa
MH(OPMALIMOHHO | UH()OPMAIIMOHHO
i OezomacHOCTU | i 6€30MacHOCTH
CIIOCOOHOCTBIO Bnanenue OCHOBHBIMU
pemarb CIOCOOHOCTHIO METOAaMHU
CTaHJapTHBIE pemaTh peleHus 3a1a49
3aaun CTaHJapTHHIE obecrieyeHus
Mpo)eCCHOHANIBH | 3a/1a9n 3aIUTHI
Oii IeATeNbHOCTH | MPO(ecCHOHANbH | HHpOPMALIUU B
Ha OCHOBE Ol IEATENPHOCTH | TEJIEKOMMYHHUKAI]
MH(POPMALIMOHHO | HA OCHOBE HMOHHBIX

BJIaJICET nu WHPOPMAIIMOHHO | CHCTEMaX,

(BBICOKMIA) oubnuorpaduyec | it u BKJIIOYAst
KO KyJbTyphl ¢ | Oubnnorpaduuec | mmdpoBaHue
MIPUMEHEHUEM KOU KyNIbTYphI C | JaHHBIX,
MHPOKOMMYHHUKA | IPUMEHEHUEM aBTOPH3AIINIO U
[IUOHHBIX MH()OKOMMYHHUKA | ayTeHTU(DUKAIIHUIO
TEXHOJIOTUI U ¢ | IIMOHHBIX CTOPOH
y4eToM TEXHOJIOTHH U C nH(OPMAIIMOHHOT
OCHOBHBIX y4eTOM 0 oOMeHa u
TpeboBaHM OCHOBHBIX COOOIIIEHUT.




UH(POPMALIMOHHO
1 6e30macHOCTH

TpeboBaHMit
nH()OpMaAITMOHHO
11 6€30MMaCHOCTH.

IIK-17
cImocoOHOC
TBIO
MPUMEHSTh
COBpEMEHH
bIe
TEOpeTHIe
CKHE U
JKCIIEPUME
HTAaJIbHBIC
METO/IbI
HCCIIeIoBa
HHUS C
LIEITIBIO
CO3/IaHUS
HOBBIX
MIEPCIICKTH
BHBIX
CPEIICTB
ANEKTPOCB
SI3U U
uHpopmar
HUKU

3HaeT cpeacTna u
METOBI OLIEHKHU

3HaeT OCHOBHEBIE
byHIaMEeHTaIbHBI

CTOMKOCTH € TOJOXKECHHUS
MH(POPMAIIMOHHBI | MATEMATUKU U
X CHCTEM, nH(OPMATHKH,
OCHOBHBIE OTPaHUYMBAIOLIH
aKTyaJlbHbIE U3BECTHBIC Ha e
METOMBI U TEKYIIUl MOMEHT | BHIYUCIHUTEIbHbIC
COBpPEMEHHBIE NOTEHUHUAIbHBIE | BO3MOKHOCTH
cpeacTBa YSA3BUMOCTH 3JI0YMBIIIJICHHUK
aHanmsa UH(GOPMAIIMOHHBI | &, IPUHIIUIIBI
0e30macHOCTH X CHCTEM, OIICHKH
UH(POTENIEKOMMY | METOJIbI CTOHKOCTH
HUKAI[MOHHBIX peanm3aruii MH(POPMALIOHHEI
SHACT CHUCTEM, 0e30MacHbIX X CHCTEM K
. TpeOOBaHUS K IPOTOKOJIOB BCKPBITHIO C
(moporoBbIit M
yPOBEHb) Oe3omacHoCTH B3aMMOJCHCTBUS | Y4ETOM
CHCTEM, ¥ TIOJINTHK TEXHUYECKOTO H
MOJICJIUPOBaHUS | 0€30MaCHOCTH TEXHOJIOTHYECKOT
u MH(POPMALIMOHHBI | O Mporpecca,
MPOEKTUPOBAHUS | X CHCTEM Ha OCHOBHBIE
CHCTEM Ha OCHOBE W3BECTHBIC TYTH
OCHOBE 3aJIaHHBIX | CYIIECTBYIOIIUX | BCKPBITUS
KpUTEPHUECB MIPUMHUTHBOB TEJIEKOMMYHHUKAI]
UH(POPMALIMOHHO | pealn3aluu MOHHBIX
it 6e30macHOCTH. | MH(MOPMAIIMOHHO | TIPOTOKOJIOB
It 0e30MacHOCTU. | B3aMMOJIEHCTBHUS
MOJICUCTEM
MH(POPMALIMOHHO
W CHUCTEMBI Yepe3
He3allUIIeHHbIE
KaHaJbl CBSA3H.
BBITIOTTHSATH Ymeer Ymeer
OIICHKY OCYIIECTBIISITh U | IPUBOANTH
CTOMKOCTH 000CHOBBIBATh 000CHOBaHHBIH ¢
MH(OPMAaLIMOHHBI | BBIOOP TEOPETHYECKOU
nu aICKBAaTHBIX TOYKHU 3pEHUs
TEJIEKOMMYHHKAI] | METO/IOB H BEIOOD
MOHHBIX CUCTEM K | CPE/ICTB a/ICKBaTHBIX
BCKPBITHIO B peanm3aim METOIOB 3aIIHUTHI
ymeet .\ | pa3mMuYHBIX nH(OpPMALIMOHHO | HH(OPMALIUU U
(MIpOABUHYTHIN) .
CIICHAPHSIX it 6e3onacHOCTH | HH(OTETEKOMMYH
CYIIECTBOBaHMUA | MH(POTEIEKOMMYH | MKAI[MOHHBIX
" WKaIMOHHBIX CHCTEM ]IS
B3aMMOJICHCTBUS | CHCTEM Ha OCHOBE | 3aJJaHHBIX
CHUCTEM; TpeOOBaHMI Ky TpeOOBaHUH K
BBIOMPATH STHM CHUCTEMaM B | 0€30MacHOCTH.
aJZIeKBaTHBIE Pa3IMYHbIX Ymeer
CETrOJIHS U B CILICHApUsX dbopMynupoBaTh




Oymytiem

HUCIIOJIB30BaHUA U

TpeOoBaHUS U

METO/JIbI U 3a/1a4, pelaeMbIX | KpUTEpUn
CpencTBa B IIPEIMETHOM 0e30MmacHOCTH
peanu3anuu obJacTu. nH(}pOTETEKOMMYH
UH(OPMALIMOHHO UKAIIMOHHBIX
it 6e30macHoOCTH CUCTEM JIs
Ha OCHOBE pelieHus
BBIOpaHHBIX TUMIUYHBIX 3a/1a4
TpeOoBaHUI K TEeJIEKOMMYHHUKAI]
KPUTEPUIO uu U
UH(OPMAIIMOHHO B3aMMOJICHCTBHS
i 6€301acHOCTH. HH(pOPMaAITMOHHBI
X CHCTEM.
Bnaneer Bnaneer
HaBBIKAMU HaBBIKaMU
peanuzanuu peanuzanuu
METOJIOB TEJICKOMMYHUKAIT
UH(GOPMAIIMOHHO | MOHHBIX
1 6e301acHOCTH KPUIITOITPOTOKOJI
HaBbIKAMU Ha OCHOBE OB U BBIOOpaA
pean3anuu BBIOpaHHBIX aJICKBaTHBIX
MH(OPMALIMOHHO | TpeOOBaHUH K MPUMHUTHUBOB
1 6€30MacCHOCTH | KPUTEPHIO KpUnrorpadguuec
uH(pOoTEeNeKOMMY | UH(POPMAIIMOHHO | KOW 3aIUTHI
HUKAITUOHHBIX i 6e3onacHOCTH, | HHGOPMALIMH U
CUCTeM, Tu3aifHa | a TaKk¥kKe MIPUHIIUIIATIOB
BJIaJICET
(BbicoKui) CHUCTEM (dhopmasibHOTO HH(]OTETEKOMMYH
Oe3omacHOCTH OTHMCAaHUS U WKAIIMOHHBIX
CUCTEM U BbIOOpa | 000CHOBaHUS CHCTEM, a TAKXKe
aJIeKBaTHBIX 3TUX TpeOOBaHUI | HABBIKAMU
MPUMHATHBHBIX B TUITUYHBIX 3JIEMEHTAPHOTO
CPEICTB CIICHApHUAX aHanmsa
WH(OPMAIIMOHHO | pa3BEepPTHIBAHUSA U | OE30MaCHOCTH
it 6e30MacHOCTU. | pealu3aluu UH(OPMAIIMOHHBI
UH(POTENEKOMMYH | X U
WKAIIHOHHBIX TEJICKOMMYHUKAIT
CUCTEM. MOHHBIX CUCTEM H
(bopMyITUPOBKHU

TpeboBaHUil K
HEW.

MeToauveckue peKOMEHIALMH, ONpeAe/AIIIe NPoueayPbl OLleHUBAHUSA

pe3yJabTaTOB 0CBOCHUA NUCHUILJIMHBI

OueHovHbIe cpeacrea aJjs HpOMe)ICYTO‘lHOﬁ arTrecranumu

Jlyis momycka K 3K3aMeHy CTYJEHT JOJDKEH MPUBECTH 0OOCHOBAHUE PEILICHUI

NpCACTAaBJICHHBIX IIPAKTHUYCCKUX BaﬂaHHﬁ.




HpOBO,ZII/ITCSI ITPOBCPKa IMPpaBHUJIBHOCTHU BBIITOJIHCHU A Sa,Z[aHI/Iﬁ 110
CaMOCTOSITCJIbHOM pa60Te. 3a,ZIaHI/IG 3a4TCHO, CCJIM HCT ommnbok. Ilo TCKYIIUM

oIIMOKaM JAr0TCA MOSICHEHUS.

Bonpocsl k 3k3aMeHy
1. Kpuntorpadust u creranorpadus. 3agauu Kpunrorpapuu ¥ KpPUNTOAHATIU3A.
[Tpunuun Kepkroddca.
2. Paznenuth cekpeT, KOUM SIBISIETCSI HOMEpP 3a4eTHOW KHUKKU, Ha CEKPEThl HE
MEHbIIIEH JJIMHBL: a) Ha JBe YacTu 0) Ha Tpu vacTH. [Ipunaraercsa tabnuma ANSI
ASCII mectHagaTepuYHON KOJAUPOBKU KUPUIUTMUECKUX CUMBOJIOB.
3. CuMMeTpHuuHbIe MH(PHIL.

E(x.k)=x®k mirHou Ooka B = 32 Out, a Taxke

4. IlycTb 3a1aH OJI0YHBIN PP
cxema PKCS7 nononHenus faHHBIX 0 pazmepa nociennero 6mgoka mudpa. s
NPUJIOKEHHOM TabmuIel kKoaupoBku Windows-1251 cumBosioB 3amudpyite cBoe
ums B pexxnme ECB, ucnone3ys B kadectBe kimoua K = {6B 3D 10 58}. 3nauenue
3aJ]aHO B MIECTHAIIATEPUIHON CUCTEME CUHCIICHUSI.

5. Pacnipenenenue kirodeit B kpunrorpaduu.

E(K)=Xx®K ¢ nimmoit 610ka B = 24 6ur, a takke

6. [Tycts 3aman O104uHBIN (P
cxema ISO/IEC 7816-4 nomonHeHUsT AaHHBIX JI0 pa3Mepa MOCienHero OJoka
mudpa. s npunoxeHHoN Tabauibl 1ByX0aiToBOM KOIUpoBKU cUMBOJIOB (UTF-
8, Little-Endian) pacmmdpyiite Texct {48 38 4e 5¢ 06 Ob 1a 38 44 Se 7e¢ Ob 62 38
3a 5e bc 0f} B pexume ECB, ucnons3ys B xauectBe kimtoua K = {5SA 3C OF}.
3HaueHus 3a7aHbl B IECTHAAATEPUIHON CHCTEMEe CUHCIICHHUS.

7. Acummetpuunsie mudpsl. [I[pumenenue.

E(xK)=x®K ¢ yymoii 6moka B = 24 OUT, a TaKXKe

8.I1ycTp 3aan 6:104yHBIHN mKdp
cxema [SO 10126 nomosiHeHHs AAaHHBIX JI0 pa3Mepa mociieaHero o1oka mudpa. s
NPHJIOKEHHOW TaOyuibl aByxOadToBor KomupoBku cumBosioB (UTF-8, Little-
Endian) pacmmdpyiite Texct {81 26 40 df 29 4b bb 11 45} B pexume CBC,

ucronb3yst B kadectBe kmoda K = {5A 3C OF}, a B kauecTBe BeKTOpa



nHunmanu3anuu 3HaueHue {CB 1E 74}. 3nadueHus 3a1aHbl B IIECTHAIATEPUUHON
CHUCTEME CUHCIICHUS.
9. Haznauenue v mpuMeHeHue xeu QyHkiuid. Bekppitre xem GyHKIui.

E(xk)=x@k JUIMHOM OJIoka B = 24 0uT, a Takxke

10. [TycTb 3a1an 6J109HBIN (P
cxema PKCS7 nomonHeHus TaHHBIX 10 pa3Mepa mociieqHero omoka mudpa. s
IPHUIOKEHHOM TaOyuibl aByxOanToBoi komupoBku cumBosioB (UTF-8, Little-
Endian) pacmudpyiite Tekct {8¢ 26 3b ¢f 20 70 d7 26 4e ¢8 1d 77} B pexxume OFB,
ucnons3ysd B kadectBe kimoua K = {5A 3C OF}, a B kadyecTBe BeEKTOpa

nHunuanu3anun 3HaueHue {CB 1E 74}. 3HaueHus 3a1aHbl B IIECTHAIATEPUIHON

CHUCTCMC CUHCIICHUA.

11. u¢per DES, DESX u 3DES.

E(xK)=Xx®K ¢ 1munoit 61oka B =24 Gur, a Takke

12. Ilycth 3a1an 61104HbIN UDP
cxema [SO 10126 nonosiHeHHs AaHHBIX 0 pa3Mepa nociieaHero oi1oka mudpa. s
NPUJIOKCHHOW TaOJMIBI JBYyXOaiToBOW KomupoBku cumBojioB (UTF-8, Little-
Endian) pacmmudpyiite Texct {b9 26 43 cf5a 70 d1 26 45 cf 88 76} B pexxume PCBC,
ucronib3yst B kadectBe kmoya K = {5A 3C OF}, a B kauecTBe BekTopa
uHuumanu3auuu 3Hauenue {CB, 1E, 74}. 3HadyeHus 3a1aHbl B lIECTHAAUATEPUIHON

CHCTEME CUHCIICHUSI.
13. llIndp RSA.
N

h(X) =X’
14. Jlna anroputMa XeUupOBaHUS i1 ¢ pa3MmepoM Oioka B = 6 Oaiit u
kimouoM K = {87 10 3E} Beruucauts kox ayrentudukanuu coodbmennss HMAC nns
CBOETO MMEHHU. B kadecTBe CXembl JOTOJHEHUS JAHHBIX 0 OJOKa Xemi-(PyHKITUu
ucnonb3yire ISO/IEC 7816-4.
Ta6nuna koaupoBku CP866 CHMBOJIOB MpUjIaraeTcsl.
15. lllndp AES.
16. Ilycte umeetcs uzobpaxkeHue pazmepoM 4x4 mukcena. Pactp mzoOpaxeHus
npeactaBieH B ¢opmare RGB24. [Ins OmouyHoro anroputma mu@poBaHUs

E(xk)=x®k ¢ 1iumoii Groka B = 24 6ur 1 kirouom k = {5A 3C OF} BblYMCIUTH



mudpotekcT aisa pexxumoB ECB, CBC u CTR. 3Hauenus BeKTOpa MHUIIUATIU3AIUN

1 NONCE BbIOpaTh CaMOCTOSATENBHO.

FFFFFF FFFFFF FFFFFF 000000
000000 FFFFFF 000000 FF2222
000000 000000 FF2222 FF2222
FF2222 FF2222 FF2222 FF2222
17. Xemr-anroputmel SHA.

E(xK)=Xx®K ¢ 1munoit 61oka B =24 Gur, a Takke

18. [lycth 3a1an 61104HbBIN MDD
cXema JIOTTOJTHEHHSI TIOCIICTHETO OJI0Ka 0 HYKHOU JUTMHBI OJTHUM YCTaHOBJICHHBIM
OUTOM clieBa U HEOOXOIMMBIM KOJIMYECTBOM COpPOIICHHBIX OUT: (Hampumep, 11 B
=4 0utux = {bl b2b3}: x’=Padd(x)={b1 b2b3 10000}). s npunoxxkeHHOU
TaONMHUIBI KOJAUPOBKH CHUMBOJIOB 3amm(pyiTe CBOE MM, WCIIONB3Ys B KadyecTBE
kmoua K = {5SA 3C OF}. 3nayenue 3ajaHo B HIECTHAAIIATEPUYHOU CHUCTEME
cuncieHus. Mims 3agaercs B kogupoke UTF-8, Little-Endian. Tabnuia konupoBku
MIPUIIOKCHA.

19.Kmtoun mmdpoBanusi — TeHepaius, CTOMKOCTb.

20. ITycTth 3aman 6mounsnid mmdp ¢ ammHOM 61oka B = 24 6uT, a Takke cxema [SO
10126 monosHeHWs TaHHBIX J0 pa3Mmepa nocieanero 6moka mudpa. B pexxume OFB
c ogauM u TeM xe kodoM K = {SA 3C OF} u Bektopom nnnnmanuzamuu {CB, 1E,
74} npoBenute muppoBanue cBoero uMeHH (B koguposke Windows-1251, rabnuna
npwiaraercs) nBaxasl E(E(M)). O6bsicaute npupony sddexra. Habmomaercs mu
s dekr B pexxumax CFB u CTR?

21. Knaccel BBIYUCIUTEIIBHON CIIOKHOCTH.

22. CrenepupoBaTh mapy kimtouedi RSA wu 3ammdpoBate Texer «Cekper» B
kogupoBke CP-866, Tabmuua npuiiaraercs. [IpomemMoHCTpupoBaTh HpoOLERYPY
nemudpoBaHKs TEKCTA.

23. bnounble mU@psel. Pexxumsl mudpoBaHus.



24. CrenepupoBarh mapy kiatoded RSA © TpoaeMOHCTpUPOBATH MPOIECIYPHI
1rdpoBoit moanucu u Bepudukaruu coodmenus «Jlanupie» B koaupoBke CP-866,
Ta0NHIa MpUIaraeTcs.

25. [ToTokoBble MU(PHI 1 TAMMUPOBAHHE.

26. Ilyctp 3amana croiikas 256-OutoBas xem-¢yHkius h(M) u u3BEeCTHO ee
3HaueHue D st Hekotoporo coobuienust X. Onpeaenure KOJINYECTBO UTEPALIUH,
HEOOXOJMMBIX TP OCYIIECTBICHUH aTaku TpyOoill CHUJIOW, C TeM YTOOBI C
BeposaTHOCTHIO 50% OBUTO HalIeHO Takoe 3HavueHue X, mpu kotopoM h(X’) = D.
Omnpenenure KOIMYECTBO UTEPALHi, TPH KOTOPOM ¢ 50%-0i1 BEpOATHOCTHIO OYyAyT
HaljieHbl J0Oble JBa 3HaueHUs Y W Y, JUIA KOTOPBIX 3HAUEHHUS Xell OyayT
OJIMHAKOBBIMH.

27. llenu 1 BUIBI KpUNITOAHAIIH3A.

28. Ompenenuthb croiikocTs mudpa (Ax+b) mod m, ecim MontHOCTH andaBuTa X
paBHa m.

29. Kpunrorpaduyeckue npoTokoibl. Ponu ctopoH. TUmsl mpoToKoJIOB.

30. OmpenenuTth oneparuio aemudppoBanus, oopatayro pyakuun (Ax+b) mod m,
rae X — 6auT ganaeix, A =223, b =100, m = 256.

31. ATtaka «4emoBeK-B-cepeuHe». MeToapl 3alIUThl OT aTaKH.

32. Bekpoith apdunHBIN mudp (3HAKK MpENMMHAHUS U MPOOETbl COXpPaHEHBI) C
MOMOIIBIO YaCTOTHOTO aHAJIN3a:

[ITAIOIIOI ®BEBRIO HA, T3BI3KDPAN3 3 SABCHIIAC3XKDPAN3
[TAAROIIOTOBHOO ITAPHCK FOH ITALB3XXBKIT JIAY3bA AZAC®DJIK I'bO
HPITSIPHCIA3, LITACSBEBO®C bSPHIT AOCDBEK]T JITUY3b HPIISIPICKBSCHI
3bYHIUIAX3D IOAITABbOBBIbH. IOHBBIITHBACDBbI
[TAAIONIOI ®BEBBHII HA, BHHPHU® THEHIIO, bd 3JIdPC ABDI'®L31 H
CHJIL, bs1 USIMHIIL JISTY3b® BKIOHBLODPCAO ®TH TISIPHCSL.
MAAIONI®I®BELLSIO  HA  ABUDACBBOC MU ®I3bAO
HIODITAX3HbbAO A3ACOJIA b JIMAUCAPAL BKIK3AB3COBbILHII
A3ACOJIK. MSETKI HHJIOBIDCOI ADC3, IISIPHCSDUMIT FOHT
BIOIIABbOL3®JI TTAAIOIGIOBERRHIIT HA, BKIOHHBHODC XKSAACHI



VBBUX3II MCHII TBHPABBIBHII HA. IISAIOI®IOBELRIO HA
HPII®I3b0PC FA® UHITFOBIICOIIK A®C3 b CHJI AJIKAB®, )KCH Hb3
[IIPHCAPC B COABHII HWHHIO®IIAX33 ITIBT A TTBTHJI I'BO
MYY®UC3EbHTH 3AIOHBbIIHBAB30 BA®D/] [IOABITAHB
MHJTIOBIDCOIIBHIL ADC3.

Tabnuira 9acToT MpUITaraeTcs.

33. Ilycte cTopoHa A 3HaeT 3(PGEKTUBHBIM aIrOPUTM pEIICHUS HEKOTOpOi
CJIO’KHOM MTPOOJIeMBI (Harp., OHA HallUIa MOJIMHOMHUANBHBIN alTOPUTM Pa3ioKEHUs
YUCEJI HAa COMHOXKHTEIM). 3a 3TO PELICHUE € IoJIaraeTcs MPEeMHs B MUJUINOH
noJutapoB. OIHaKo BbIAAKONIEE MPEMUIO MO B He 1oBepseT A U jkenaeT yoeauTbes
B TOM, YTO pELICHUE MPOOJIEMBbI IEUCTBUTEILHO CylIecTBYeT. [Ipu 3ToM cTopoHa A
TaK)Ke He JoBepseT B 1 He jkenaeT pacKpbIBaTh PELICHUS 10 NOJIYyUYEHUS PEMUHU.
CdopmynupoBaTh IBpUCTUUECKUMN MPOTOKOI ACHUCTBUIM CTOPOH B ATUX YCIOBUSIX.
34. BekpuiTh addursbi mudp TUC3MU, ecii H3BECTHO, UTO OTKPHITOMY TEKCTY
A4 cootBerctByeT mmdporekct [1B.

35. I'eHeparus ciaydalHBIX MTOCIeI0BaTeIbHOCTEH. OTICHKA «CITYIaiHOCTIY.

36. Hcnone3ys aBTOKJIFOUEBOM QD 3ammdpoBath COOOIIICHHE
«ABTOPU3ALINA» st 3a1aHHOTO HAYAJIbHOTO CMEIICHMS.

37. TlpoTokombl pacmpenefieHus KIIoYeld C TOMOINBI0 IOCPEIHHWKA H
ACCUMETPUYHBIX METOJIOB.

38. C nmomompio mudpa Bukenepa 3ammdpoBarh COOCTBEHHOE MMsI, UCTIOIB3YsI
(baMuITUIo B KA4eCTBE KITI0Ya.

39. IIpoTokon qoKa3aTeNbCTBA C HYJEBBIM pa3rilallicHUEM.

40. OueHUTH CIOKHOCTh BCKPBITUS U (pa NEPECTAHOBKU, KOTOPBIN MOCUMBOJIBHO
3alMChIBACT OTKPBITHIM TEKCT B TAOJIMIy — CTPOKA 3a CTPOKOW — M T€HEpUpYeT
UG POTEKCT, MOCIETOBATENHLHO COCTABIICHHBIN U3 CUMBOJIOB CTOJIOIIOB TaOIHIIbI.
41. IIpoToko:sl moaOpackiBaHUSI YECTHOM MOHETHI U MBICIIEHHOTO MOKepa.

42. OnucaTh MPOTOKOJ IU(PPOBOI MOAMKUCH JAHHBIX C TIOMOIILIO XemI-(PYHKITUN U

MO0Ka3aTh €ro CTOMKOCTb. PaCIHI/IpI/ITL Ha IMPOU3BOJIbHOC YMUCJIO IMMOAIIMCAHTOB.



43. Kpunrorpadus u crera”orpadus. 3agaun kpuntorpadhud U KpUNTOAHAIM3A.
[Tpunuun Kepkroddca.

44, CylecTByeT HEKOTOPBIN LIEHTP XPaHEHUS TaHHBIX, (MHTEPHET) aJpec KOTOPOTO
W3BECTEH U aNpUOPU SBJSETCS MOJJIMHHBIM TOJBKO MPU PETUCTPALMHU KIUEHTOB.
Co31aTh BO3MOXHBIE TPOTOKOJIBI ayTEeHTU(UKAIIMH KIIMEHTOB CEPBEPY.

45. PacnipesienieHne KII04ei B KPUTITOTpaHH.

46. Vcnonp3ys ko mudpoBanus {65 67 25 8B 05 1597 03 11}, pacmmdpoBaTh
coobmienue {35 bl b9 bb 77 43 97 8b {f} ucnons3ys mudp Xumna. [ludposanue
U JIeIuppoBaHne MPOU3BOIUTCS 1O cTondnaM. Koauposka cumBosioB — Windows-
1251, npunaraercs.

47. Kimroun mmgpoBaHusi — reHeparusi, CTOMKOCTb.

48. Ilpeanonoxkum, 1Be CTOPOHBI XOTST MOANKCATH JaHHBIE, HO HU OJIHA HE YKEJIaeT
CTaBUTh CBOK NOANUCH NepBOM. lIpoaHamm3umpyiite BO3MOXHBIE BBIXOIABI M3
CUTYaIlUH U MPEATIOKUTE TPOTOKOJ.

49. [lenu v BUABI KPUTITOAHAIH3A.



KpuTepun BbicTaB/IeHNsI OLEHKH CTY/IEHTY Ha JK3aMeHe

Bbanabl Ouenka
(perTHHTOB IK3aMeHa
oil ouieHku) | (cranpapTHasi)

TpeodoBanusi K ¢chopMUPOBAHHBIM KOMIIETEHIIUAM

86-100 OlLieHKa «OTINYHOY BBICTABIICTCS CTYICHTY, €CITH OH ITYOOKO
Y MPOYHO YCBOWJI MPOTPAMMHBIN MaTepHall, UCYEPITBIBAIOIIIE,
MOCJICIOBATENBHO, YETKO U JIOTHYECKU CTPOWHO €ro U3Jjaraer,
YMEET TECHO YBS3bIBaTh TEOPUI0 C MPAKTUKOW, CBOOOIHO
CHpaBJsIETCsl C 3aJadyaMu, BOIPOCAMH M JIPYTHMMH BHIAMH
MPUMEHEHUS 3HAHUH, IPUYEM HE 3aTPYTHSACTCS C OTBETOM IIPH
BUJOW3MEHCHUN  33JaHWH, TPaBHIBHO  OOOCHOBBIBACT
MPHUHSITOE PEIICHUE, BIAJCET Pa3HOCTOPOHHUMH HaBBIKAMH U
IpUEMaMH BBITIOJIHEHUS PAKTHYECKUX 3a71ad.

«OTJIIMYHO»

76-85 OLieHKa «XOpOIIO» BBICTABIISIETCS CTYJEHTY, €CJIM OH TBEPIO
3HAeT MaTepuaj, rPaMOTHO U IO CYIIECTBY HM3JIaraeT ero, He
JIOITyCKasi CYIIECTBCHHBIX HETOYHOCTEH B OTBETE Ha BOIIPOC,
«Xopoto» NPABWIBHO MPUMEHSET TCOPETUYCCKHE IMOJOKCHUS MPH
pCIIEHNH TMPAKTHYSCKUX BOMPOCOB M  3ajad, BIIAJCET
HEOOXOIUMBIMU HABBIKAMU M MIPUEMAMH UX BBITIOJTHCHHUS.

61-75 OreHka «y10BJIETBOPUTENILHOY BBICTABIISETCS CTYAEHTY, €CIIN
OH MMe€eT 3HaHUs TOJIbKO OCHOBHOI'O MaTepHasa, HO He YCBOWII
ero Jerajed, JOIYCKaeT HETOYHOCTH, HEIO0CTaTOYHO
npaBUiIbHbIE  (HOPMYIUPOBKU, HApYIIEHUS  JIOTUYECKOM
MOCNIEZ0OBATENbHOCTH B M3JOXKEHUH  MPOTrPaMMHOIO
MaTepuaia, WCHBITBIBAET 3aTPyJHEHUS IPU BBINOJIHEHUU
MPAKTUYECKUX padoT.

«YHAOBJICTBOPUT
CIIBHO»

0-60 OneHka «HEYAOBIETBOPUTENIBHO» BBICTABIAECTCA CTYIEHTY,
KOTOPBIA HE 3HAeT 3HAYUTEIBHOM 4YacTH IPOrpPAMMHOIO
MarepHaia, I0yCcKaeT CylleCTBeHHbIe OIIMOKU, HEYBEPEHHO,
«HEY/IOBJETBO | ¢ OOJBIIMMU 3aTPYIHEHUSMHU BBINOJHSAET MPAKTHUECKUE
PHUTEIBHO pabotel. Kak mnpaBuio, OIEHKa «HEYIOBIETBOPUTEIHHO
CTAaBUTCS CTYIEHTaM, KOTOpblE HE MOTYT MpPOJOJIKHUTH
oOydeHue 0e3 JIOTIOTHUTETIbHBIX 3aHATUN o
COOTBETCTBYIOLIEH TUCIUIIIINHE.

OIICHO‘IHLIC cpeacrea aJjist TeKymeﬁ arrecranmun
Hepeqenb AUCKYCCHOHHBIX TEM Uil TUCKYCCUH

o auciuiInHe «OCHOBBI HH(POPMAITMOHHOM 0€30TIaCHOCTH CETEH CBSI3H»

1. 3amaun uHPOpPMAIMOHHOW OE30MACHOCTU CETEH CBS3M U METOJABl MX
pELIeHMS.
2. WucTpyMeHTbl Kpunrorpaduueckoid 3auuThl THGOPMALIMK U Y3JI0B ceTel

CBiA3U.



3. Croumocts uH(poOpManuu, UHPOPMALMOHHONM CUCTEMBI U CTOHKOCTb
METOJIOB 3aIUTHI.

4. MexayHapoaHble W TOCYAApCTBEHHBIE CTaHAAPTHl OE30MaCHOCTH
nHpopMaruu.

5. Kpunrorpapuyeckne nHPOKOMMYHUKAITMOHHBIE POTOKOJBI.

6. Mogenu pacnipeneneHus npaB AOCTyIa B UHHOPMAIMOHHBIX CHCTEMAX.

7. Kpunrorpapuueckue airopuT™Mbl Ha OCHOBE ceTeld DelcTeNs U Ha OCHOBE
M10JICTAHOBOYHO-IIEPECTAHOBOYHBIX CETEH.

8. OrmeHka CTOMKOCTH KpUNTOPAPUUECKUX [1CEBOCTyYalHbIX T€HEPATOPOB.

9. DOutponus Pensu u ee npuMeHeHue B 337a4ax 3alluThl UHOOPMALIHHL.

10. Kuraiickas Teopema 00 ocTaTKax.

Kpurepun oneHku:

v" 100-85 GayIoB BBICTABIISIETCS CTY/ICHTY, €CITH OTBET MOKA3BIBACT MPOYHBIC
3HAHMSI OCHOBHBIX IIPOLIECCOB HM3Y4aeMOM MpPEAMETHOW 00J1acTH, OTINYAEeTCs
rIyOMHOM M TMOJHOTOM pacKphITHsS TEMbI, BIAJEHUE TEPMHHOJIOTMUECKUM
anmnapaToM; yMEHUE OOBSICHAThH CYIIHOCTD, SIBIIEHUM, MPOLIECCOB, COOBITHIA, 1€TaTh
BBIBO/JIbI U 000011I€HUS, JaBaTh apTyMEHTHUPOBAaHHBIE OTBETHI, IPUBOAUTDH IPUMEPHI;
cBOOO/IHOE BJIaICHUE MOHOJIOTUYECKOM PEeUbl0, TIOTHYHOCTh U MOCIIEI0BATENbHOCTD
OTBETA; YMEHUE IPUBOIUTH IPUMEPHI COBPEMEHHBIX MPOOJIEM U3y4aeMoil 00J1acTH.

v/ 85-76 GaJuIOB BBHICTABISAETCS CTYAEHTY, €CIH OTBET, OOHAPYKHBAIOIIMI
IPOYHBbIE 3HAHUS OCHOBHBIX IIPOLIECCOB HW3Y4aeMOW MpeAMETHOW 00JacTH,
OTNIMYaeTcsl  IIIyOMHOM W TMOJHOTOM  pPACKpbITUSL  TEMbl;  BJaJICHHE
TEPMHUHOJIOTHUECKUM alapaToM; YMEHHE OOBSACHATh CYIIHOCTb, SIBJICHHIA,
MPOLIECCOB, COOBITUM, JIeNaTh BEIBO/BI U 0000IIEHUS, TaBaTh APTYMEHTHUPOBAHHBIE
OTBETHI, MPUBOAUTH MPUMEPHI; CBOOOJIHOE BJIAJEHUE MOHOJOTHYECKOH peyblo,
JIOTUYHOCTh M TOCJIE0BATENbHOCTh OTBeTa. OJHAKO [IONMYCKAeTCs OJHAa - JBE
HETOYHOCTH B OTBETE.

v 75-61 06a/ioB BBICTABISETCS CTYICHTY, €CIIM OIIEHMBAETCS OTBET,
CBUJETEIbCTBYIOIMNA B OCHOBHOM O 3HAaHUU IPOLIECCOB M3Y4aeMOM IMPEIMETHOU

001acTH, OTIMYAIOUIUIICS HEAOCTATOYHON IITyOMHON U TTOJTHOTOM PACKPBITUS TEMBI;



3HaHWEM OCHOBHBIX BOIIPOCOB TEOpUHU; €Iab0 C(HOPMHUPOBAHHBIMU HaBbIKAMHU
aHaJlu3a  SIBJICHMH,  IPOLIECCOB,  HEJOCTAaTOYHBIM  yYMEHHEM  JaBaTb
apryMEHTHPOBAaHHbIE OTBETHI M MPUBOAUTH MPUMEPHI; HEJOCTATOUYHO CBOOOIHBIM
BJIAQ/ICHUEM MOHOJOIMYECKOM pPEUYbl0, JIOTMYHOCTBIO M TOCJIEI0BATEIbHOCTHIO
oTBeTa. JlomyckaeTcsi HECKOJbKO OLIMOOK B COJEpPKAHWU OTBETa; HEYMEHHE
IPUBECTU TPUMEDP Pa3BUTHS CUTYallMH, IPOBECTU CBA3b C IPYTHMMH aCHEKTaMH
u3y4aeMoi o0sacTu.

v 60-50 GayToB BBICTABISIETCS CTYACHTY, €CIH OTBET, OOHAPYKHUBAOIINI
HE3HAaHUE TMIPOLIECCOB H3y4aeMOM MpEeAMETHON 00JacTH, OTIMYaOLIUIC
HErnyOOKMM pacKpbITUEM TEMbl; HE3HAHUEM OCHOBHBIX BOIIPOCOB TEOPUH,
HeC(OPMUPOBAHHBIMH HABBIKAMHU aHAIM3a SIBICHUM, MPOIECCOB; HEYMEHUEM
JaBaTh apTyMEHTUPOBAHHbBIE OTBETHI, CJIA0BIM BJIaJICHUEM MOHOJIOTHYECKOH PeUblo,
OTCYTCTBHEM JIOTMYHOCTH M IOCIEAO0BAaTEIbHOCTU. JlOMyCKAIOTCA CEPhE3HbIE
OLLIMOKH B COJEPKAHUH OTBETA; HE3HAHUE COBPEMEHHOM MPOOJIEMATUKH U3YYaeMOM

o0J1acTu.



