MHHHUCTEPCTBO OBPA30OBAHUS U HAYVKU POCCUIICKON ®EIEPALIMU
denepanbHOE rOCYIaPCTBEHHOE aBTOHOMHOE 00pa30BaTEIbHOE YUPESIKACHHE
BBICIIIETO MPO(ECCHOHATBLHOTO 00pa30BaHuUs

«/lanbHEeBOCTOYHBIN (peaepabHbIH YHUBEPCUTET)
(AB®DY)

HNHKEHEPHAS IIIKOJIA

«COI''TACOBAHO» Dy

PyxoBoautens OIT
BeruncnuTenbHbIe MaIIMHBL,
KOMILIEKCHI M KOMIIBIOTEPHBIE CETH

i) kadenpoit
oi1 Oe30macHoCTH

D
oprfomn T1.H Koprromun I1.H.
©.1.0. pyk. OII) (®.U1.0. 3aB. kad.)
g 20151

PABOYAS ITIPOTPAMMA YUYEBHOM JUCITATLIIAHBI
KomrinekcHast 6e301MacHOCTh BEIYUCIUTENBHBIX CHCTEM

Hanpasaenue noarorosku 09.06.01 UndopmaTnka u BRIYUCIUTETbHAS TEXHHKA
npoduis «BeluuCcIUTENbHBIE MAILIMHBIL, KOMITJIEKCHl  KOMIIBIOTEPHBIE CETH»
®opmMa NOArOTOBKM 0YHAsI

Kypc 2 cemectp 3
neknun 18 wyac.
npakTHYecKue 3ausaTusi 18  wac.

nabopaTopHbIC PaOOTHI Jac.

B TOM 4HCJIIE ¢ ucronb3opanueM MAO Jek. /ap. /na6. yac.
BCEro YacoB ayIUTOpHOM Harpy3ku 36 wac.

B TOM 4YHMCJIE C ucnoiab3oBanueM MAO  yac.

camMocTosITeNnbHas pabora 72  dac.

B TOM YHCJIC Ha MTOJTOTOBKY K 2K3aMeHy 9  wac.
KOHTPOIbHBIE Pa0OTHI (KOIMYECTBO)

KypcoBasi paboTa / KypcOBOM IPOEKT ceMmecTp
3a4eT cemecTp
9K3aMeH 3 cemecTp

Pabouast mporpamma cocTaBiieHa B COOTBETCTBHU C TPeOOBaHMSAMH (herepaibHOro rocyAapCTBEHHOTO
00pa30BaTeNFHOrO CTaHAapTa BBICHIEr0 OOpa30BaHMS, YTBEP)KICHHOr0 NpUKa3oM MUHHUCTEpCTBA
obpazoBanus u Hayku PO ot 30.07.2014 Ne 875

Pabouas mporpamma oOcCykJieHa Ha 3acenaHuu Kadenpsl HHPOPMAIIMOHHON 0€30MacHOCTH, MPOTOKOIT No
16 ot «15» urons 2015 r.

3asenyromuii kadenpoii: Kopuromun I1.H., A.T.H., mpodeccop
CocraBurtens. Bapinatag C.K., K.T.H., JIOIIEHT




OO0opoTHas cTopoHa TUTYJIBHOrO Jaucta PITY ]|

|. PaGouasi mporpaMma nmepecMOTpeHAa Ha 3aceJaHNH Kadeapbl:

IIporokon ot « » 20 1. Ne

3aBenyronuii kadeapoun

(mommuce) (M1.0. ®amuiust)

11. PaGouast nporpaMma nepecMoTpeHa Ha 3acelaHuN Kadeapsl:

[TpoTokom oT « » 20 1. Ne

3aBenyronuii kadenpoi

(noamuce) (1.0. damunus)



ABSTRACT

Degree in 09.06.01 Computer science and engineering

Study profile: Computers, complexes and computer networks

Course title: Complex Security of Computing Systems

Variable part of Block 1, 3 credits

Instructor: Varlataya S.K.

At the beginning of the course a student should be able to:

- possession of methods for conducting patent research, licensing and copy-
right protection in the creation of innovative products in the field of professional
activity (GPC-7);

- the ability to create algorithms, methods, software and hardware tools that
provide increased reliability, quality control, fault tolerance and diagnostics of the
functioning of computing systems and their components (PC-4);

- readiness to participate in the work of Russian and international research
teams to solve scientific and scientific-educational tasks (UC-3).

Learning outcomes:

- readiness for teaching activity in basic educational programs of higher edu-
cation (GPC-8);

- the ability to perform theoretical analysis and experimental studies of the
functioning of computers, complexes and computer networks in order to improve
the characteristics of their functionality and integrated security (PC-1);

- readiness to use modern methods and technologies of scientific communi-
cation in the state and foreign languages (UC-4);

- the ability to plan and solve problems of their own professional and per-
sonal development (UC-6).

Course description: The content of the discipline covers the following is-
sues: security methods, types of threats, security models and their application,
cryptographic methods of information protection, protection of operating systems
from unauthorized access.

Main course literature:

1. Bapnaras C.K., [Ilaxanoa M.B. 3anura nHpopManmoOHHbIX MPOLIECCOB B
KOMITBIOTEPHBIX CETAX : YU4eOHO-METOAMYCCKH KoMIuiekec - Mocksa : [Ipocnexkr,
2015. — 216 c. — Pexmm pgoctryma: http://lib.dvfu.ru:8080/lib/item?id=
chamo:791193&theme=FEFU

2. Bapmaras C.K., IllaxanoBa M.B. Kpunrtorpaguueckne MeTompl u
cpeactBa obecrniedeHuss MHGOPMAITMOHHONW 0€30MaCHOCTH: Y4eOHO-METOANYSCKUM
kommiekc / C.K. Bapnaras, M.B. [llaxanoBa — M. : IIpocnekr, 2015. — 152 ¢. —
Pexum moctyna: http://lib.dvfu.ru:8080/lib/item?id=chamo:791159&theme=FEFU


http://lib.dvfu.ru:8080/lib/item?id=%20chamo:791193&theme=FEFU
http://lib.dvfu.ru:8080/lib/item?id=%20chamo:791193&theme=FEFU
http://lib.dvfu.ru:8080/lib/item?id=chamo:791159&theme=FEFU

3. B. ®. lllansrun KommekcHas 3anmuTta MHQOpMAUU B KOPHIOPATUBHBIX
cuctemax : yuyeOHoe mocobOue s By30B. MockBa : @opym, : Uuppa-M, 2015. —
591 c¢. — Pexum poctymna: http:/lib.dvfu.ru:8080/lib/item?id=chamo:294516&
theme=FEFU

4. B. B. IInatonoB IIporpamMmMHO-anmapaTHble CpEACTBA  3aIUTHI
uHpopmanuu : yuyeOHUK aia By30oB / Mocksa : Axagemus, 2014. — 331 c. —
Pexxum noctyna: http://lib.dvfu.ru:8080/lib/item?id=chamo:790443&theme=FEFU

5. UBanoB, M.A. Kpunrorpadpuueckue MeTonbl 3alUTHl MHOpPMALUU B
KOMITBIOTEPHBIX CUCTEMAaX U CETIX [DNEKTPOHHBIM pecypc]: yueOHoe mocolue /
M.A. UBanos, 1.B. UyrynkoB. — DnekTpoH. naH. — Mocksa : HUAY MUOU,
2012. — 400 c. — Pexxum noctyna: https://e.lanbook.com/book/75810

Form of final control: exam.
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AHHOTAIUA K padoyeil mporpaMmme JMCUMILIMHBI
«KoMIiiekcHas1 0e30MaCHOCTh BLIYHCJIUTEILHBIX CHCTEM»

Kypc yueOHOI JVCLIUIIIUHBI «KomnnekcHas 0e30macHOCTh
BBIUMCIIMTEIFHBIX CHUCTEM» TIpeAHa3HadeH i OOydYeHHUs aclupaHTOB TI0
Hamnpasienuto 09.06.01 «MupopmaTka M BbIYMCIUTEIbHAS TEXHHKA», TPODUIb
«BbIUnCIUTEIBHBIE MAIIMHBI, KOMIUIEKCHl M KOMITBIOTEPHBIE CETH» M BXOJHT B
cocTaB 00s3aTENbHBIX JHUCUUIUIMH BAapUaTUBHOM dYacTH y4eOHOro IuIaHa
b1.B.O/1.4.

OOmias TPyJ0EMKOCTh OCBOCHHS TUCIHHUILIMHBI coctaBisier 108 yacos (3
3.€.). Y4eOHbIM IIJJAaHOM MPEeAyCMOTpPEHbl JeKUuoHHble 3aHstus (18 wac.),
npaktuueckue 3ansaTus (18 ydac.), camocrositenbHas pabora (63 yac.), MOArOTOBKA
K 3k3aMeny (9 wac.). Jluciunninna peanu3yercs Ha 2 Kypce B 3 cemectpe. Dopma
KOHTPOJIS MO TUCITUTUINHE — SK3aMEH.

Huctunnnaa «KomruiekcHast 0e30MacHOCTh  BBIUYMCITHUTENBHBIX CUCTEM»
JIOTUYECKH M COJEepKATeNIbHO CBsi3aHA C TaKUMHU Kypcamu, Kak «TectupoBaHue u
JUArHOCTUKA  BBIYMCIUTEIBHBIX  CHCTEM», «BBIUYHCIUTCIIBHBIC  MAIIUHbI,
KOMIUIEKCHI U KOMITBIOTEPHBIE CETUY.

CopnepxaHve JTUCHUIUIMHBI OXBATBHIBAET CIEAYIOIIHMN KPYr BOMPOCOB:
METOJIbI oOecrieueHnss 0€30MacHOCTH, BUIBI YIpO3, MOJETH O€30MaCHOCTH U UX
npUMeHeHHe, KpunTorpaduyeckue METOJbl 3aluThl HHPOpMAILUU, 3allUTa
OTIEpAllMOHHBIX CUCTEM OT HECAaHKIIMOHUPOBAHHOTO JOCTYTIA.

Hean V3YYECHHUS JTACIIUILINHEI «KoMmruiekcHas 0€30I1acHOCTh
BBIUMCITUTEIBHBIX CHCTEM) 3aKIIIOUYalOTCSi B OCBOCHUU METOJOB, CPEACTB U
TEHACHIINI pa3BUTHUS 0OecTieueHns 0€30MaCHOCTH BEIUUCIUTEIBHBIX CUCTEM.

3agauu:

- (hopMupoBaHHE 3HaHUNH 00 OCHOBHBIX MPHUHLHUIAX MOCTPOCHHSI CHCTEMBI
3aIIUTHI BBIYUCIUTEIBHBIX CHCTEM PA3IMYHON apXUTEKTYPHI;

- W3y4YEeHHE CHCTEMHOTO TOJX0/a K Tpoljeme 3amuThl MHGOpMAIMHA B
BBIYHUCIUTEIHHBIX CUCTEMAX;

- (opMUpOBaHHE 3HAHUII O COBPEMEHHBIX METOJAX U CHOCOo0ax 3aIIUTHI
nHpopManuwy,

- U3y4YE€HHE OCHOB IPOEKTUPOBAHMS CUCTEM OOecrieueHus: 6e30MacHOCTH.

Jns ycnemHoro wusy4yeHus AucuUIUinHbl «KommiiekcHas 0e30macHOCTh
BBIYHCIUTEIBHBIX CHUCTEM» y OOYYalomuXcsl MTOJDKHBI OBITh C(HOPMHPOBAHBI
CJIEYIOIUE TIPeABAPUTEIbHBIC KOMIETCHIINN (2JIEMEHTHI KOMIIETEHITHIA )

- BIAJCHUE METOJaMH  TIPOBEJCHUS  MATEHTHBIX  WCCIICIOBAHUH,
JUIICH3UPOBAHUS W 3alIUThl ABTOPCKUX TMpaB TPH CO3JIaHUA WHHOBAITMOHHBIX
NPOAYKTOB B o0iactu npodeccronanbHoi nesrenprocT (OTTK-7);



- CIIOCOOHOCTH CO37aBaTh AJITOPUTMBI, METOJbI, HMPOTrPaMMHO-aIapaTHbIC
CpeICTBa, OOCCIICUMBAIONIUE IIOBBIINICHHE HAJICKHOCTH, KAadecTBa KOHTPOJI,
OTKAa30yCTOWYMBOCTH ¥ JUATHOCTHUKH (DYHKIIMOHUPOBAHUSA BBIYUCIUTEIBHBIX
cucteM u ux kommnonent (I1K-4);

- TOTOBHOCTH Y4YacTBOBaTh B pPadOTE POCCHMCKMX W MEXKIYHAPOIHBIX
UCCIICJIOBATCILCKAX  KOJUIGKTHBOB IO  PEIICHHIO HAYYHBIX W  HAY4YHO-
obpasoBareabHbIX 3a1a4 (YK-3).

B pesymbraTre WM3ydeHWs JAaHHOM JHUCHUIUIMHBI Y  OOy4YarOm[UXCs
GopmupyroTcs  caenymoomme  o0menpodeccuoHalbHble, TPO(eCcCHOHANBHBIC,
YHHUBEPCAIbHBIC KOMIICTCHIINH (3JIEMEHTBI KOMIICTCHIIN ).

Koa u ¢popmynupoBka JTansbl GopMUPOBAHUA KOMIETEHTHOCTH
KOMIIETEHTHOCTH
OIIK-8 — roTtoBHOCTH K | 3Haer OCHOBHBIE TpeOoBaHUs K OpraHu3alyu
MPEnoAaBaTEIbCKOM MIPETO/1aBATEILCKOM ICITETLHOCTH
e TETHHOCTH mo | Ymeer OIIEHWBATh TEKYIIee COCTOSIHUE U TCH/CHIIUH
OCHOBHBIM pa3BuUTHS 00pa30BaTENBHBIX MPOTPaMM B 00JIACTH
o0pa3oBaTeNbHBIM MH(OPMALMOHHBIX UCCIIeI0BaHUMN
MporpaMMam BBICIICTO | Briageer | cmocobamu  u JEMOHCTpAIIMK  YMEHUS
oOpa3oBaHus MIPEJICTABIISITh PE3YyIbTAaThl HMCCIICTOBAHUN
I[IK-1 - cnocob6HOCTH | 3HAeT OCHOBHBIC TpeOOBaHMS K OpraHu3aIu
BBITIOJIHATh TEOPETUYECKUX " SKCIIEPUMEHTAIIbHBIX
TEOPETUYECKUI aHaIu3 | MCCIIEIOBAaHUN KOMITBIOTEPHON TEXHUKH
JKCIIEpUMEHTAJIbHBIE
HCCIEN0BaHUS Ymeer OCYUIECTBJISATh oT0Oop u HCIIOJIb30BaTh
(GYHKIIMOHUPOBAHUS ONTUMAJbHBIE  COYETAHHUS  TEOPETHYECKHX U
BBIYMCIIUTENIbHBIX MAIlIVH, SKCIIEPUMEHTAIIBHBIX HCCIIEJOBAHUN
KOMIUIEKCOB u
KOMIILIOTEPHBIX CeTe ¢ | Biageer | mMeromamu TEOPETHYECKUX nccaea0BaHuM
LEJIBIO YIIY4LICHUS obecrieueHuss PyHKIIMOHATBHOCTH M 0€30MacCHOCTU
XapaKTEPUCTHUK ux BBIYUCIIUTENIBHBIX CUCTEM
(YHKIIMOHATILHOCTH u
KOMILJIEKCHOMN
0€30MacHOCTH
YK-4 -~ rortoBHOCTb | 3HAEeT METOJbl U TEXHOJIOIMU HAYYHOU KOMMYHUKAIIMU HA
WCIIOJIb30BATh rOCyJapCTBEHHOM U MHOCTPAHHOM SI3BIKaX
COBpPEMEHHbIE METOJbl U | YMeeT CleI0BaTb OCHOBHBIM HOpMaM, IIPUHATBIM B
TEXHOJIOTUU Hay4yHOU HAy4yHOM OOIIEHHMH Ha TOCYJapCTBEHHOM U
KOMMYHUKAaIIU Ha MHOCTPAHHOM SI3bIKax
rocy1apCTBCHHOM 1 | Brageer | pasiMYHBIMU METOJAMH, TEXHOJIOTUAMH U THIIAMHU
WHOCTPAHHOM SI3bIKAX KOMMYHUKAINI npu OCYUIIECTBIIEHUHU
npodeccroHanbHO I JeATEIbHOCTH Ha
rOCyJapCTBEHHOM U MHOCTPAHHOM SI3BIKaX
YK-6 — cmocoGHOCTh | 3HaeT coJiepaHue npoiecca LeJenoJiaraHus
MJIAHUPOBaTh MW  pelIaTh npodeccHoHaNTbHOTO U TUYHOCTHOTO PAa3BUTHS, €rO
3a/1auun COOCTBEHHOTO 0COOCHHOCTH U CIIOCOOBI peanu3alui Mpy pelieHun
podeccruoHAIBHOTO u npodeccHoHaNbHBIX 3a/a4, HCXOJs W3 JTaloB
JUYHOCTHOTO Pa3BUTHS KapbepHOTO POCTa M TpeOOBAaHUM PhIHKA TPy
YwMmeer dbopMynupoBath enu JIUYHOCTHOTO u




npo(eCCHOHANBHOTO  PA3BUTUS M YCIOBUSA HX
JOCTHXKCHHUA, HCXOOA U3 TeHI[eHI_[I/If/’I Pa3sBUTUA
o0JacTu mpoecCHOHABHOM e TeIBbHOCTH, 3TANIOB
npo(eCCHOHATBHOTO  pOCTa,  WMHAWBUIYaJIBHO-
JMYHOCTHBIX 0COOCHHOCTEH

BHaI[eeT crnoco0aMH BBISBIICHUS U OLCHKU MHAWBUAYAJIbHO-
JINYHOCTHBIX, HpO(beCCI/IOHaJH)HO'?;Ha'-H/IMI)IX
Ka4CCTB M NYTAMHU JOCTUKCHHA 0os1ee BBICOKOI'O
YPOBHS UX pa3BUTHUS

Jlist hopMHUpOBaHUS BBINICYKA3aHHBIX KOMIICTCHIIMA B paMKaX JUCIHILTAHBI
«KommiekcHasi ~ 0€301aCHOCTh  BBIYHCIIMTEIBHBIX ~ CHCTEM»  MPUMEHSIOTCS
CIIEYIONINE METOIbl OOYYCHHS: UYTEHHE JICKIUH, coOeceOBaHUE 110 HMTOTaM
BBITIOJTHEHUST TPAKTUYCCKUX 3adaHuil. lcmonap3yeMble OIIGHOYHBIC CpEICTBa:
koucuekt (I1P-7), cobecenoBanne (OY-1).

|. CTPYKTYPA U COJEP)KAHUE TEOPETHUYECKOM YACTHU KYPCA

Pasznen |. ba3oBble 3a7aun W MeToAbl oDecreueHusi OezomacHocTH (4
yac.)

Tema 1. BBenenue, 3a1aum u cojep:kaHue Kypca (2 yac).

3amaun MU coAepKaHUEe Kypca, MOpANOK €ro u3ydeHus. MarepuaabHO-
TEXHUYECKass M ydyeOHo-MeToaudeckass 0aza. M3ydeHue OCHOBHBIX TMOHATUNA U
ONpENIENICHUI, HCIOIb3YEMbIX IPU H3YYEHHHM IJUCHUIUIMHBL. MeXIyHapOoIHbIe
cTaHIapThl UHPOPMAIMOHHOTO oOMeHa. [lonmydeHne CTaTUCTHYECKHX 3HAHUU 00
aTakax, KOTOPbIM MOJIBEPratOTCsi KOMIBIOTEPHBIE CUCTEMBI.

Tema 2. CoBpeMeHHbIe MeTObI 3alIUTHI HHpopManuu (2 yaca).

OcHoBHble  TexHOJOrMM  TocTpoeHust  3amuieHHblx  HMC.  Mecrto
nHOOPMAITMOHHONW 0€30MacHOCTH B  HAIMOHAJIBHOW 0O€30MacHOCTH  CTpPAHBI.
Konnenmus napopmManinoHHOM 0€301MacHOCTH.

IIpo6saemubie Bonpockl: OrpaHUYEHUE JOCTYIA, pa3rpaHUUYEHUE J10CTYyIA,
pasneneHue Joctymna, Kpunrtorpadudeckoe mpeoOpa3zoBaHue uH(OpMaIuy,
KOHTPOJIb M ydeT JOCTyla, 3aKOHOJATellbHble Mepbl, olecreueHue
nH(popmarmonHon 6e3onacHocTH B Internet.

Paznen I1. Yrpo3sl u Bupycs (5 yac.)

Tema 1. Buasl yrpo3, HapylieHuii, MPOTUBHUKOB (2 yac).

[Tonsitue yrpos3el. Tpu Buma BO3MOXKHBIX HapyIIeHUH WHGOPMAIMOHHOU
cucteMbl. Buasl NOpOTUBHUKOB WM «HapymuTeneiy. WHbopmanuoHHas
0€30MacHOCTb B YCIOBUSIX PyHKIMOHUPOBaHUS B Poccun riobanbHbIX CETEH.



IIpo6saemubie Bompochl: IlonyyeHue 3HaHUN O BUAAX yIrpo3, MyTed M
KaHAJIOB YTEYKHM HMH(OpMALMU, OT KOO OHHM HMCXOASIT W K YeMy HpPUBOIAT.
N3ydeHne BUIOB aTak U METOOB B3JI0OMa MHTPACETEN 3710YMBIIUICHHUKAMU.

Tema 2. Bupycsl u 3amura ot Hux (3 yac).

[ToraTusa o Bumax BupycoB. I[lonydyeHune 3HaHUM O CYIIECTBYIOIIUX
"kommbloTepHbIX  BUpycax'. Kiaccuduxanmuss "KOMOBIOTEpHBIX  BHPYCOB'.
OcHOBHBIE MPaBUJIa 3aALUTHI OT "KOMIBIOTEPHBIX BUPYCOB". O030p aHTUBUPYCHBIX
IIPOTPaMM. Meroauka UCITOJIb30BAHUS AHTUBUPYCHBIX IIPOTPaMM.
BoccranoBienune nopaxeHHbIX "KOMIBIOTEPHBIMU BUPYCaMU'" 0OBEKTOB.

Paznen |ll. dDopmanusanmsa 3axauy odecnevyeHusi 0€30MACHOCTH
BBIYHMCJINTEIBHBIX cCHCTEM (4 vac.)

Tema 1. Moaeu 6e30macHOCTH U HX IpUMeHeHue (2 Jac).

JIuckpenmoHHass ¥ MaHAaTHas  MOJENM  TOJUTHUKKA  O€30IacHOCTH.
Takconomust HapymieHud HWHOOPMAIIMOHHOW O€30MaCHOCTH BBIYMCIUTEIBHOM
CUCTEMBI M TPUYMHBI, 00YCIaBIMBAIOIIME UX CYIIECTBOBAaHME. AHAlU3 CIOCOOOB
HapylieHui uHPopMalMoOHHON Oe3omacHocTu. lcnonb3oBaHWe 3alMIEHHBIX
KOMITbIOTEPHBIX CUCTEM.

Tema 2. MeToabl kpuntorpaguu (2 yac).

TpaguumoHHble WU COBPEMEHHBIE KPUNTOCHUCTEMBI. MeToabl MmuppOBaHUS
naHHbIX. OCHOBHBIE KpUNTOrpaduyecKkue ajaropuTMbl. AGOHEHTCKOE U MAKETHOE
mudpoBanue. B3auMHOe TOATBEpPXKIACHUE TMOMIMHHOCTH (ayTeHTHU(UKAIMSA)
a00HEHTOB 1 00beKTOB ceTu. ObecneyeHne eT0CTHOCTH UHPOpPMAIIUK Ha OCHOBE
AIEKTPOHHOM ITU(POBOM MOITHUCH.

Jlekuusi-npecc-koHpepeH st

B Havasie 3aHATHA penoaBaTeNlb HA3bIBAET TEMY JIEKLIMU U TIPOCHUT CTYIEHTOB
MMMCBMEHHO 33J1aBaTh €MY BOIPOCHI MO AAaHHOM Teme. KaKaplil acliupaHT JOJIKEH B
TeueHue 2-3 MHUHYT cPOpPMYIHPOBATh HAMOOJIEEe MHTEPECYIOIIHME €ro BOMPOCHI IO
TeMe JIEKIIMHY, HalrMcaTh UX Ha JIUCTKE OyMaru u nepeaaTh 3alucKy MpernoJaBaTeio.
IIperonaBatennb B Te4eHUE 3-5 MHUHYT COPTUPYET BOIIPOCHI IO MX CMBICIOBOMY
COJICP/KaHUIO Y HAYMHAET YUTATh JICKIUIO. M3110KeHne MaTepuaia mpenoHOCUTCS
B BUJIE CBSI3HOI'O PACKPBITHS TEMBI, a HE KaK OTBET HA KaXKJbIi 3aJaHHBIN BOIPOC, HO
B Ipolecce JEeKIUu (OpMYIUPYIOTCS COOTBETCTBYIOIIME OTBETHl. B 3aBepiieHue
JIEKLMU TPETOAABATENb IIPOBOAUT UTOTOBYIO OLICHKY BOIIPOCOB, BBIABIASA 3HAHUS U
WHTEPECHI ACIIMPAHTOB.

Paznen |V. 3amura onepaumoHHbIX cucTeM (5 4ac.)

Tema 1. MeToabl HeCAHKIIMOHUPOBAHHOIO A0CTYNA K ONEPALMOHHBIM
cucremam (2 yac).

OcHoBHble MexaHu3Mbl ¢GyHkmoHupoBanuss OC. OCHOBHBIE TEPMHUHBI
6e3onacnoctu OC. Pazrpanunuenue gocrymna k OC.



Tema 2. OcHOBHBbIE MeXaHH3MbI 3alIUTHI B ONMEPANMOHHBIX CHCTEMax
Linux m Windows (3 uac).

[Tonp3oBarenmn u rpymnmbl B Linux. Pasmenenue nocryma.  CucTeMbl
ManaatHo# 3amuTtel. SELINUX. 3amura OC B cetu. CeteBble skpanbl. IPTables.

[Tons3oBatenu u rpymmel B Windows. Pasnenenue noctyma. bpanamaysp
Windows. 3amura OC B cetu. 3amura B Active Directory.

Il. CTPYKTYPA U COJEP)KAHUE MMPAKTUYECKOMN YACTH KYPCA

IpakTuueckue 3ansaTus (18 yac.)

3ansaTue 1. Pemienne 3a1a4 o0ecrnieyeHus1 0€30MaCHOCTH NMpeaNPUATHSA.

(6 uac.)
1. [TocTpoenue monuTrKHU 0€30MACHOCTH TIPEATPUSITHS.
2. Haznauenue nmaposieit v JIOTHHOB
3. [IpoBepka B cucteMe ayTeHTH(UKAIUH.
3aunsitue 2. Pemenne 3anau 3¢ dexTuBHOro Koauposanusi. (6 yac.)
1. CuMMeTpU4YHOE KOJUPOBAHUE.
2. AcuMMeTpUYHOE KOJIUPOBAHHUE.
3. DIEeKTPOHHO — ITU(POBast TOJIMHCH.
JucnyT. [Tonstne mmdpoBanus nanHbiX. lludpoBanus ypoBHA

otnenbHbIX (aitnos. [lludpoBanue Ha ypoBHE (aiinoBoit cucteMbl. CepTudUKaThI
u  kmoud. PesepHoe  kommpoBanue. CHUMKHA  (alIOBBIX  CHCTEM.
KypnanupoBanue

3ausitue 3. Pemenue 3agau odecnevyeHusi 6€30MACHOCTH ONEPANMOHHBIX
cucrteM. (6 gac.)

1. VYcTaHOBKa OMEparMoHHBIX cuUcTeM Linux u Windows Ha
BUPTYaJIbHYIO MAIIIMHY.

2. bazoBas HacTpoiika ocHOBHBIX cucteM OezonacHocTi OC.

3. [lonyueHne HECAHKIIMOHMPOBAHHOTO JOCTyNa C MCIOJIb30BAHUEM
ysizBuMoctu OC.

4, Opranuzanus BUpTyaibHOU cpenbl Ha ocHOBe TexHonorun LXC.

d. Co3nanue u aIMUHUCTPUPOBAHUE MOJIb30BATEIEH.

IIpo0JieMHBIE BONIPOCHI. OtoOpaxkenne u cmeHa SID. I'enepanus

SID. ®unbprpamms Tpaduka cpeactBamu  Windows. PesepBupoBanme u
BOCCTaHOBJICHHE IieiocTHOCTH B Active Directory.



I1l. YHEBHO-METOANYECKOE OBECIHHEYHEHHUE
CAMOCTOSTEJIBHON PABOTHI OBYYAIOIIUXCS

Y4eOHO-MeTOInYeCKOe oOecrieueHue CaMOCTOATEIbHOMN paboThI
o0yJaronmxcs no AUCIUIINHE « TeCTHpOBaHUE U AMATHOCTUKA BBIUMCIUTEIBHBIX
cuctem» mpezacTasieHo B [Ipunoxennn 1 u BKIro4aeT B ceos:

TiaH-TpaduK BBITIOTHEHHS] CAMOCTOSATEIBHOW pabOThl MO JUCIUILIMHE, B
TOM YHCIIe IPUMEpHBIE HOPMBI BPEMEHH Ha BHITIOJTHEHHE MO KXKIOMY 3aaHUIO;

XapaKTEepUCTUKA 3aJaHUN I CaMOCTOSITEIbHOW pabOThl OOYyYarOIUXCS |

MCTOAUYCCKHC PCKOMCHAAIINH 110 UX BBITTOJIHCHUIO,

TpeOboBaHUs K

MMpCaACTAaBJICHUTO

CaMOCTOATEIbHON pabOThI;

0(OPMIICHUIO

KPUTCPHUH OLICHKU BBIITOJITHCHHA CaMOCTOSITCIIbHOU pa6OTBI.

pE3yNbTATOB

IV. KOHTPOJIb JOCTHXEHUSA IEJENA KYPCA

No KonTponupyemeie Konp! 1 sTamnst O1ieHOYHBIE CpENICTBA
n/m pasnuensl / TeMbl dbopMupoBaHHs TEeKYITUH MPOMEKYTO
JIACIIMIUTHHBI KOMITETEHITU I KOHTPOJIb gHast
arrecTarus
1 Pasznen 1. bazoBrie OI1K-8, 3HAET cobecenosanue | 1-5
3aJ1a41 U METOIbI IIK-1, VK- (0VY-1)
obecrieueHus 4, YK-6 yMeeT cobecenosanue | 1-5
0e30macHOCTH (0OY-1)
BJIAJIEET koHcrekt (ITP- | 1-5
7
3HAET cobecenoBanue | 6-10
(OVY-1)
yMeeT cobecenoBanue | 6-10
OIIK-8, (OVY-1)
2 E;Sﬂiglﬂ' Yrposbl u IIK-1, VK- | Bnageer koHcriekt (ITP- | 6-10
Py 4, YK-6 7), oT4er o
BBITIOJIHEHUH
IPAKTHYECKOIO
3aaHus
3HAET cobecemoBanmne | 11-21
Pazpnen II1. (OY-1)
Popvansaims yMeeT cobecenosanne | 11-21
OIIK-8, (OVY-1)
3 éanaq obecresenua IIK-1, YK- | Bnageer koncrekt (ITP- | 11-21
€30IaCHOCTHU
BBIYHUCIIMTENBHBIX 4, YK-6 7), oruer o
cHCTeM BBITIOJTHEHUH
PaKTUYECKOTO
3a7aHus
4 Pasnen IV. 3amura OIIK-8, 3HAET cobecenoBanue | 22-30




OTIePaIIMOHHBIX [K-1, VK- (0OVY-1)
CHUCTEM 4, YK-6 yMeeT cobecenoBanue | 22-30
(0VY-1)
BJIaJeeT koHcrnekt (ITP- | 22-30
7), or4er o
BBITTOJTHEHNH
PaKTHYECKOTO
3a/1aHKs

Tunosele KOHTPOJIbHBIE 3a/1aHus, METOANYECKHE MaTepuasbl,
ONpeeNsoue NpoUeAyphl OLEHUBAaHUSA 3HAHUN, YMEHMA W HABBIKOB U (WJIN)
OMbITa JEATEIBbHOCTH, a TaKKe KPUTEpUM U IOKa3aTelid, HeoOXOAuMbIe IS
OLICHKU 3HAHWM, YMEHUW, HABBIKOB U XapaKTEPU3YIOIIME ATamnbl (POPMUPOBAHUS
KOMIIETEHIIMA B MPOIECCE  OCBOEHHUS  0Opa3oBaTENbHON  MPOTrpaMMBI,
npencrapieHsl B [Ipunoxenun 2.

V. ClINCOK YYEBHOM JINTEPATYPHI 1 THOOPMAIIMOHHO-
METOANYECKOE OBECIIEYEHUE JUCIHUIIJINHBI

OcHoBHas1 TUTEpPaATypa
(mevaTHbIe U AIIEKTPOHHBIC U3IAHNS)

1. Bapnaras C.K., [llaxanoBa M.B. 3amnura naGpopMaIimoHHbIX MPOIIECCOB B
KOMITBIOTEPHBIX CETAX : Y4eOHO-MeToAndecKkuil KoMmiuieke - Mocksa : IIpocnexr,
2015. — 216 c¢. — Pexum pgocryma: http://lib.dvfu.ru:8080/lib/item?id=
chamo:791193&theme=FEFU

2. Bapnaras C.K., Illaxanoa M.B. Kpuntorpaguueckue MeToabl u
cpeacTBa obecrieueHUs: HHGOPMAIIMOHHONW O€301MacHOCTH: YIeOHO-METOIMUSCKU
komruieke / C.K. Bapnaras, M.B. lllaxanoBa — M. : Ilpocmekr, 2015. — 152 ¢. —
Pexum moctyna: http://lib.dvfu.ru:8080/lib/item?id=chamo:791159&theme=FEFU

3. B. ®@. lllansrun KommnekcHas 3amurta WHGOPMAIMA B KOPIIOPATHUBHBIX
cuctemax : yuyebHoe mocobue nis By3oB. MockBa : @opym, : Undpa-M, 2015. —
591 c¢. — Pexum poctymna: http:/lib.dvfu.ru:8080/lib/item?id=chamo:294516&
theme=FEFU

4. B. B. IlnatonoB IIporpamMmMHoO-anmnapaTHble CpEACTBAa 3aIIUTHI
uHdopmarmu : yuyeOHUK ais By3oB / MockBa : Axagemus, 2014. — 331 c. —
Pexum moctyna: http://lib.dvfu.ru:8080/lib/item?id=chamo:790443&theme=FEFU

5. HBanoB, M.A. Kpuntorpadguueckue MeTOAbl 3aIUTHI WHGOpMAIMH B
KOMITBIOTEPHBIX CHCTEMaX M CETAX [DICKTpOHHBIN pecypc]: yuyeOHoe mocobwue /
M.A. UBanos, 1.B. UyrynkoB. — OnektpoH. naH. — Mocksa : HUAY MUOU,
2012. — 400 c. — Pexxum noctyna: https://e.lanbook.com/book/75810


http://lib.dvfu.ru:8080/lib/item?id=%20chamo:791193&theme=FEFU
http://lib.dvfu.ru:8080/lib/item?id=%20chamo:791193&theme=FEFU
http://lib.dvfu.ru:8080/lib/item?id=chamo:791159&theme=FEFU
http://lib.dvfu.ru:8080/lib/item?id=chamo:294516&%20theme=FEFU
http://lib.dvfu.ru:8080/lib/item?id=chamo:294516&%20theme=FEFU
http://lib.dvfu.ru:8080/lib/item?id=chamo:790443&theme=FEFU

JonosHUTEIbHAS ¥ CTIPABOYHASA
(TmeyaTHBIC ¥ AIICKTPOHHBIC U3IAHHS)

1. IMaxanoBa M.B. CoBpeMeHHbIE TEXHOJOTHU WH(OPMAIMOHHON
0e30macHoCTU : yuyeOHO-MeToandeckuii komiiekc Mocksa : [Ipocmekt, 2015. —
216 C. — Pexum JIOCTyTa:
http://lib.dvfu.ru:8080/lib/item?id=chamo:791301&theme=FEFU

2. Merenmuna H.T. BbluuciautenbHble ceTH UM 3amura  WHpOpMauu
[DnekTpoHHBId pecypc]: ydebHoe mocodue/ Merenuna H.T.— DnexTpoH.
TekcToBble nanHble.— KpacHopap: FOxxHbIl MHCTUTYT MeHemxMeHTa, 2013.— 48
c. — Pexxum poctyna: http://www.iprbookshop.ru/25962.htmi

3.  HecrepoB, C.A. OcHoBbl uHGOPMAIMOHHONW  0€30MaCHOCTH
[DnexTponHbId pecypc] : yuebnoe nmocobue / C.A. HectepoB. — DeKTpoH. AaH.
— Cankr-Ilerepoypr : CIIOI'TTY, 2014, — 322 c¢. — PexuMm pgoctymna:
https://e.lanbook.com/book/64809

4. Kypuno, A.Il. OcHoBbI yripaBieHUs: HHGOPMAIIMOHHON 0€30MaCHOCTHIO.
Cepust «Bompocsl ymnpapiieHHe HHPOpMAIIMOHHOW Oe3omacHocThio". Brimyck 1
[DnexTponHbIid pecypc] : yuedHoe mocodue / A.Il. Kypuno, H.I'. Munocnasckas,
M.1O. CenaropoB, A.W. Toncroil. — InekTpoH. gaH. — MockBa : ['opsuas
muHuA-Tenexkom, 2012. — 244 C. — Pexum JIOCTyTa:
https://e.lanbook.com/book/5178

5. BacumbkoB, A. B. be3onacHocTh U ympaBieHUE JOCTYNIOM B
nH()OPMAIIMOHHBIX CHCTEMax: y4e0. mocobue s cpen. npod. odpazoBanus / A.
B. BacunbkoB, . A. BacunpkoB. - M. : ®opym, 2010. - 367 c. : uu., Tabmn. -
(ITpodeccunonanpuoe obpazoBanue). - budmumorp.: ¢. 356-358. — Pexxum nocrymna:
http://znanium.com/bookread2.php?book=405313

6. IIpoxopoa O.B. HMudopmanuonnas 0e€30MacHOCT, H  3alluTa
uHdopmaruu [DnekTpoHHBIN pecypc]: yueOnuk/ [Ipoxopoa O.B.— 3nexTpoH.
TEeKCTOBbIe aaHHble.— Camapa: CaMapcKuil TOCYJapCTBEHHBIM apXUTEKTYpHO-
ctpoutenbHblii yHUBepcuteT, OBC ACB, 2014.— 113 c¢. — Pexum nocrtyna:
http://www.iprbookshop.ru/43183.html.

7. I'atuenxo H.A., IlatubpatoB, A.Il. BerancnurenbHble CUCTEMBI, CETH U
TeJICeKOMMYHHKaNWU: yaeOHuk s By30B / A.IL Ilstubparos, JLIL. I'yneiao, A.A.
Kupuuenko; 4-e uzz., nepepad. u gorm. - M.: @uHancsl u cratuctuka, 2008. - 736¢.
—  Pexmm  pocryma:  https://lib.dvfu.ru:8443/lib/item?id=chamo:355883&
theme=FEFU

Ilepeuensb pecypcoB HHGPOPMALMOHHO-TEJIEKOMMYHHUKAMOHHON CeTH
«HTEepHE?


http://lib.dvfu.ru:8080/lib/item?id=chamo:791301&theme=FEFU
http://www.iprbookshop.ru/25962.html
http://znanium.com/bookread2.php?book=405313
http://www.iprbookshop.ru/43183.html
https://lib.dvfu.ru:8443/lib/item?id=chamo:355883&%20theme=FEFU
https://lib.dvfu.ru:8443/lib/item?id=chamo:355883&%20theme=FEFU

1. Hayunas onextponHass Oubnmorexka eLIBRARY mnpoexkt PODU

www.elibrary.ru

2. ®depepanbHbll NOPTAT MO HAYYHOM M WMHHOBALMOHHOM JI€SITEIBHOCTH

WWW.SCi-innov.ru

3. Dnekrponnas 6ubnuoreka HUAY MUDU www.library.mephi.ru

4. TlonmnotekcroBas 6a3a nanubix 'OCToB, AEMCTBYIOIUX HA TEPPUTOPUU

P® http://www.vniiki.ru/catalog/gost.aspx

5. Hayuynas 6ubnuoteka JIBOY http://www.dvfu.ru/web/library/nb1

Ilepeyenb HHPOPMAUOHHBIX TEXHOJIOIMH

U MPOrPaMMHOI0 odecrevyeHus

IMpumopcknii kpaii, r. Bnagusoctok, ®pyH3eHCKHH p-H,
Pycckuit OctpoB, yn. Askc 1., a. 10, koprmyc D, ayn. D
318, KommbtoTepHblii kinace kadeapbl HHHOPMAIMOHHOM
0€30MacHOCTH, AayAUTOPHS IUIsi TPOBEACHUS 3aHITHH
JIEKIMOHHOI'O, IIPAKTHYECKOTO0 M CEMHUHApPCKOro THIIA,
IPYNIOBBIX M HMHIMBUIYalbHBIX  KOHCYJIbTaLUM,
TEKYLIEro KOHTPOJIS U IIPOMEKYTOYHON aTTeCTaLuH.

1) IBM SPSS Statistics Premium Campus Edition. ITocrasriuk
3A0 [IlporHocruueckue pemenus. [Jorosop DA-442-15 or
18.01.16 1ot 5. Cpoxk neifctBust norosopa 30.06.2016. JInuen3us
GeccpouHo.

2) SolidWorks Campus 500. IlocraBmmk Comux Bopkc P.
Horosop 15-04-101 ot 23.12.2015. Cpok neiicTBusi 10oroBopa
15.03.2016. JInuensus GeccpodHo.

3) Microsoft Office, Microsoft Visual Studio. IMocrasimuk Codr
Jlaiin Tpeiin. JoroBop DA-261-18 or 02.08.18. Cpok nelictBust
norosopa 20.09.2018. Jlunensus no 30.06.2020.

4) MathCad Education Universety Edition. ITocraBumk Codr
Jlaiin Tpetin. Jorosop 15-03-49 or 02.12.2015. Cpok nelictBust
norosopa 30.11.2015. JInuensus 6eccpodHo.

5) Corel Academic Site. TlocraBumk Codr Jlaitn Tpeiin.
HoroBop DA-442-15 or 18.01.16 nor 4. Cpok nelctBust
norosopa 30.06.2016. JIunensus 3akonumiacs 28.01.2019.

[Ipumopckuii kpali, r. Bnagusoctok, ®pyH3eHCKUI
p-H, Pycckuit Octpos, yn. Asike 1., a. 10, koprye D,
ayn. D 314, Ayouropust i TIpOBENSHUS 3aHATHHA

JIEKIWOHHOTO, MPAaKTHYECKOTO U CEMHHApCKOIro
THIIA, IPYMIIOBBIX u WHIUBHIYAIbHBIX
KOHCYJbTaIWH, TEKYIIEro KOHTPOJS u

MIPOMEXYTOUHOHN aTTeCTallu.

1) IBM SPSS Statistics Premium Campus Edition. TTocraBmmk
3A0 [IlporHocruueckue pemenus. Joropop DA-442-15 or
18.01.16 not 5. Cpok neiictBust norosopa 30.06.2016. JIuueH3us
OeccpovHo.

2) SolidWorks Campus 500. IlocraBmuk Comua Bopkc P.
Horosop 15-04-101 ot 23.12.2015. Cpok neicTBusi JOroBopa
15.03.2016. JIunensus 6eccpodHo.

3) Microsoft Office, Microsoft Visual Studio. IMocrasimuk Codr
Jlaitn Tpeiin. JoroBop DA-261-18 or 02.08.18. Cpok aeiictBust
norosopa 20.09.2018. Jlunensus no 30.06.2020.

4) MathCad Education Universety Edition. ITocraBumk Codt
Jlaitn Tpeiin. Jorosop 15-03-49 or 02.12.2015. Cpok aelictBust
norosopa 30.11.2015. JIunensus 6eccpodHo.

5) Corel Academic Site. Tlocrasumk Codr Jlaitn Tpeiin.
HoroBop DA-442-15 or 18.01.16 mor 4. Cpok paelcTBust
norosopa 30.06.2016. JIunensus 3axkonumiacs 28.01.2019.

VI. METOAUYECKHUE YKA3ZAHUA
1O OCBOEHHUIO JUCHUITJIMHbI




KonndecTBo ayIUTOPHBIX YacOB, OTBEJACHHBIX HA M3YYEHHE AUCIUILIMHBI
«KommiekcHasi 6€301acHOCTb BBIYMCIUTENIBHBIX CHCTEM)», COCTABIISIET 36 4acoB.
Ha camocTosrenbhyto padoty — 72 yaca. [Ipu 3ToM aynutropHasi Harpy3ka COCTOUT
n3 18 neKIMOHHbBIX YacoB U 18 4acoB MpakTUYECKUX 3aHSITHI.

OOyuaromuiics MoJay4daeT TEOpPEeTHUYECKHe 3HaHMs Ha JeKuusx. B xone
MOJATOTOBKH K JIEKIUSAM JOJIKHBI UCIIONb30BAThCSI UCTOYHUKU U3 CIUCKA y4eOHOM
JUTEPATYPBHI.

[lonroToBKka K NPAKTUYECKUM 3aHATUSAM MPEIIOJaraeT MOBTOPEHUE
JEKIIMOHHOTO MaTepuana. B pe3ynbrare oOywaromuics TOJKEH ObITh T'OTOB K
BBIMOJTHEHUIO 3aJlaHUl Ha MPaKTUYECKOM 3aHATHUU. OCHOBHOW NPAKTUYECKOM
COCTaBIIAIOIIEH  SBISIETCS  BBINOJHEHUWE TpeX MPaKTUYECKUX 3aJaHuid ¢
NOCJIEYIOIIMM MPEIOCTABICHUEM OTYETA O BBIMONHEHUH. 110 nTOram BhINMOTHEHUS
3a/laHusl MPOBOJIUTCS cOOECeOBAHME.

B pamkax yka3zaHHOW JAMCHMIUIMHBI UTOTOBOM (DOPMBI aTTECTAIIUH SIBISETCS
sk3ameH. CamocrosiTenibHasg paboTa MpPU TOATOTOBKE K DK3aMEHY BKJIIOYAET
U3y4YeHHE TEOPETUYECKOro MaTepuaja C  HCIOJIb30BAHUEM  JIEKIIMOHHBIX
MaTEpHUAIOB, PEKOMEHJIYEMbIX HCTOYHHUKOB M MAaTEpPHAIOB MO MPAKTUYECKUM

3aHATUAM.

Vil. MATEPHAJIBHO-TEXHUYECKOE OBECIIEYEHHUE

[Ipumopckuit kpaii, r. Bnagusoctok, ®pyH3eHCKUH P-H,
Pycckuit OctpoB, yin. Askc ., a. 10, kopnyc D, ayn. D

JIMCHUATNJINHBI
IlomemieHne  yKOMIUIEKTOBAHO  CIIELUATIM3UPOBAHHOU
yueOHOI Meberbio (TocamouHbIX MecT — 25).
Ob6opynoBanue:

318, KommbroTepHsiii kinacc kadeapbl HHPOPMALHOHHOM
0C30MIaCHOCTH, AYIUTOPUS [UIs TNPOBEICHHS 3aHSTHI
JICKLIMOHHOTO, MPAKTUYECKOr0 W CEMHHAPCKOTO THIIA,
[PYNIOBBIX M HMHAMBHUAYANbHBIX  KOHCY/IBTALHH,
TEKYIIEro KOHTPOJIS U MPOMEKYTOYHOM aTTECTALNH.

Monobmnok HPP-BOGOSES#ACB/8200E AIO
500G 4.0G 28 PC

Onektponnas nocka Poly Vision Walk-and-Talk WTL
1810

MynpTUMeauiiHas AyAUTOPHUS:

Oxpan npoeknronnbiii ScreenLine Trim White Ice 50 cm
yepHas KaiiMa cBepxy, pazmep paboueir obmactu 236x147
cM

Jokyment-kamepa Avervision CP355AF

KK-nmauens 47", Full HD, LG M4716 CCBA
Mynerumennitabiii poektop Mitsubishi EW330U, 3000
ANSI Lumen, 1280x800

Ceresas Bujeokamepa Multipix MP-HD718

i52400S

IIpumopckuit kpali, r. Bnaausoctok, ®pyH3eHCKHIA
p-H, Pycckuit Octpos, yn. Asike ., a. 10, koprrye D,
ayn. D 314, Ayouropust uis TIpOBENCHUS 3aHATHA

JICKOUOHHOI'O, IPAKTUYECKOIro MW CEMHHAPCKOIo
THIIA, TpynmoBbIX u WHAWBUAYAJIbHBIX
KOHCyJ'ILTaIIHﬁ, TCKYIICT O KOHTPOJIA u

HpOMC)KyTO‘IHOﬁ aTTeCTalnu.

Kommerorep DNS Office (aBTromatusupoBaHHOEe pabouee
MeCTO),

Pabodyee MecTo COTPpYIHHMKOB B  COCTaBe: CHCTEMHBIH
0JI0K, KJIaBUATYpa, MbIilb, MOHUTOp 17" Aser-173
MynbsTrMenniiHOe 000pyIOBaHUE:

Okpan npoekimonHbit ScreenLine Trim White Ice 50 cm
yepHasl KaiiMa CBepXxy, pasmep paboueii obmactu 236x147
cM

Hokyment-kamepa Avervision CP355AF

KK-nanens 47", Full HD, LG M4716 CCBA




MynetuMenuitaeiid mpoekrop Mitsubishi EW330U, 3000
ANSI Lumen, 1280x800
CereBas Bugeokamepa Multipix MP-HD718




[Ipunoxenue 1

MHHHUCTEPCTBO OBPA30OBAHUS U HAVKU POCCUIICKON ®EIEPALIMU
dezepanbHOE FOCYIAPCTBEHHOE aBTOHOMHOE 00pa30BaTENIbHOE YUPESIKACHHE
BBICIIIETO MPO(ECCHOHATBLHOTO 00pa30BaHuUs

«/lanbHEeBOCTOYHBIN (peepabHbIA YHUBEPCUTET
(AB®DY)

HNHKEHEPHAS IIIKOJIA

YYEBHO-METOIMYECKOE OBECIHEYEHUE CAMOCTOSITEJIbHON
PABOTbBI OBYYAIOLIUXCS
no qucuniuinie « KomiuiekcHasi 6€30acHOCTbh BHIYUCINTENbHBIX CUHCTEM»
Hanpagiyenne noarorosku 09.06.01 Undgopmaruka u
BBIYUCJIUTENbHAS TEXHUKA
npoduie «BEUUCINTETbHBIE MAIIMHBI, KOMIUIEKCHI U KOMITBIOTEPHBIE CETH»
dopma NOATrOTOBKH OYHAS

BaaauBocTok
2015



Ilnan-rpauk BbINOJHEHHUSA CAMOCTOATEIbHON PadOThI 110 JUCHMILINHE

Ne Jara/cpoxn Buna IIpumepHubie | ®opMa KOHTPOJISA
BbINOJTHEHHS CaMoOCTOSITEIbLHOMH HOPMBI
n/m padoThI BpeMeHHU Ha
BbINOJIHEHHE
1 1-6 nwenens IToaroroBka 21 OT4ueT O BBINOJIHEHUU
oOyueHus MPAKTHIECKOTO MIPAKTHIECKOTO
3aaHus (BBITIOJTHCHHE 3a1aHus
oTYeTa K 3aHATHIO 1)
2 7-12 uenens IToaroroBka 21 OT4deT O BBINOJIHEHUU
oOyueHus MPAKTHIECKOTO MIPAKTUIECKOTO
3a1aHusl (BBITIOJTHCHHE 3a1aHus
oTYeTa K 3aHATHIO 2)
3 13-18 nenens IToxroroska 21 OTyeT O BBIIOJHEHUU
oOyueHus MIPAKTUIECKOTO MIPAKTHIECKOTO
3a/1aHus (BBITIOJTHCHHE 3a1aHus
OTYeTa K 3aHATHIO 3)
4 Ceccus IlonroroBka m cpauya 9 DK3aMeH
JK3aMeHa

PexomeHaanum no camocTosiTeJIbHOM padoTe CTYy/I€eHTOB
[Ipy moAroToBKE OTYETA O BBINOJHEHUH MPAKTUYECKOTO 3aaHUsl JOJIKHBI

MCIIOJIb30BAaThCSl UCTOUYHUKHU M3 CIUCKA YYCOHOU JUTEPaTyphl, a TAaKKe MPUMEPHI,

PAaCCMOTPCHHBIC Ha JICKOUMOHHBIX W IIPAKTHYCCKHUX 3aHATHAX. Otuer JOJDKCH

COACPIKATh:

- TUTYJIBHBIH JIUCT;

- COJIEpKAHUE;

- OIIMCAaHHUC 3aJJaHH,

- pelieHue;
- BBIBOJIBI.

MeToauveckue yKa3aHus K BbINOJHEHUIO 0TYETA MO 3aHATHIO 1
Lenpto mnpakTU4ecKOro 3aHsATHS 1 sBIseTCS NPUOOPETEHUE HABBIKOB
peuieHus 3a1a4 o0ecrneueHus: 0€30MacHOCTU MPEANPUSATHUSA .

I[JIH IMOJYYCHHA «G3AYTCHO» OTUCT AOJDKCH COACPIKATH OCHOBHBLIC ITYHKTEI:

TUTYJIBHBIM JIUCT, COJIEpP>KaHHWE, ONMUCAHWUE 3ajJaHusl, pelieHue, BBIBOABL [lpu

npcacraBjiICHU OT4YCTa K COaydc O6y‘—I&IOI].[HﬁCH IIOCJICAOBATCIBbHO H3JIaracrt

MIPUHIIUIT BBIMIOJIHEHHON Pa0OTHI.




OneHka «He3a4YTEeHO0» BBICTABIIETCS B CJIydae, €CIM OTYET HE COAECPKHUT
pELICHNs] WK BBIBOJOB; OOYYAIOMIMIICS HE MOXKET OOBSICHUTH PELICHUE, U3JIaraet
MaTepuai HeMocCIeJ0BATeIbHO, COMBUUBO.

MeTonnuyeckue yKa3aHus K BbIIIOJHEHUIO 0TYETA M0 3aHATHIO 2

Llenpto mMpakTHUUECKOro 3aHATUA 2 SBISETCS NPUOOPETEHHE HABBIKOB
penieHue 3a1a4 3QPEKTUBHOIO KOJUPOBAHUS.

JUist moy4eHusl «3a4TeHO0» OTYET JOJDKEH COJEp)KaThb OCHOBHBIE IMYHKTHI:
TUTYJIbHBIA JIUCT, COAEp>KaHUE, ONMUCAaHWE 3aJaHusi, pelieHue, BBIBOALL. [lpu
NOPECTABIEHUU OT4YETa K cJadye OOydarolUiiCsl MOCIEN0BaTEIbHO H3JIaraetr
NPUHIIMI BHIMOJIHEHHOU pabOoThI.

OneHka «He3aYTeHO» BBICTABISETCS B CIIyyae, €ClIM OTYET HE COJCPIKHUT
pELIeHHs] WK BBIBOAOB; O0YYAIOIIMICS HE MOXKET OOBSICHUTH PEIICHHE, U3J1araet
MaTepua HelocaeA0BaTelIbHO, COMBUMBO.

MeToauyeckue yKa3aHus K BbINOJHEHUIO 0TYETA MO 3aHATHIO 3

Ilenbt0 MPAKTUYECKOTO 3aHIATHS 3 SBIACTCS MPUOOPETCHUE HABBIKOB
penieHus 3a1a4 odecreyeHus: 6e30MacHOCTH ONEPAIIMOHHBIX CUCTEM.

JI1s HoJTydeHUs! «3a4TeHO0» OTYET JOJDKEH COAEP)KAThb OCHOBHBIE ITYHKTHI:
TUTYJIBHBIM JIMCT, COJEp’KaHHWE, ONMUCAHUE 3aJaHusl, pelIeHue, BbIBOABL [lpu
NpeJICTaBIEHUH OT4YeTa K clade OOydarolIMiics TMOCIeA0BaTeIbHO H3Jaraer
IIPUHIIMIT BBIMTOJHEHHOM PaOOTHI.

OueHKa «He3a4TEeHO0» BBICTABIIAECTCS B CJIydae, €CIM OTYET HE COLEPKHUT
pEIICHHs WA BBHIBOJOB; O0YYAIOIIMICS HE MOXKET OOBSICHUTH PEIICHHE, U3JIaraet
MaTepHall HEMOCIeOBATEIIbHO, COMBUHBO.



[Tpunoxenue 2

MUHUCTEPCTBO OBPA3OBAHUS 1 HAYKU POCCUMCKOM ®EJIEPALIUN

dezepanbHOE FOCYIAPCTBEHHOE aBTOHOMHOE 00pa30BaTENIbHOE YUPESIKACHHE
BBICIIIETO MPO(ECCHOHATBLHOTO 00pa30BaHuUs

«/lanbHEeBOCTOYHBIN (peaepabHbIH YHUBEPCUTET)
(ABDY)

HNHKEHEPHAS IIIKOJIA

®OHJI OHNEHOYHbIX CPEACTB
no qucuniinie « KomiiekcHasi 6€30acHOCTb BHIYUCIUTEIBHBIX CHCTEM
Hanpagyenne noarorosku 09.06.01 Undgopmaruka u
BBIYUCJIUTENbHAS TEXHUKA
npoduiie «BeYUCINTETbHBIE MAIIMHBI, KOMIUIEKCHI U KOMITBIOTEPHBIE CETH»
dopma NOATrOTOBKH OYHAS

BaaauBocTok
2015



IHacmopt ®OC

Kon u ¢popmyamposka

Jtansl GOpMHUPOBAHUA KOMIIETEHTHOCTH

KOMIIETEHTHOCTH

OIIK-8 — roTtoBHOCTH K | 3Haer OCHOBHBIE TpeOoBaHUs K OpraHu3aluu

MPEI0IaBaTENbCKOM MIPEIOIaBATEIbCKOM IS TENbHOCTH

JEATEIIbHOCTH no | Ymeer OLICHMBATh TEKYIIEE COCTOSHUE W TEHACHUUH

OCHOBHBIM pa3BuTHA 00pa30BaTENIbHBIX MPOTPaMM B 00JIACTH

00pa30BaTeILHBIM WH(OPMAITMOHHBIX UCCIICTOBAHUHT

InporpaMmmam BBICIIETO | Bnameer | cmocodamu u JEMOHCTpaluu YMCHHUSA

oOpazoBaHus MPEJCTABIISITh PE3YIBTATHl HCCIIEIOBAHUMN

I[IK-1 —  cnocoGHOCTh | 3HaeT OCHOBHbBIE TpeOoBaHUs K OpraHu3aIuu

BBITOJIHATh TEOPETUYECKUX 151 AKCIIEPUMEHTAIBHBIX

TEOPETUYECKUN aHAN3 H UCCIIEI0BAaHUN KOMITBIOTEPHON TEXHUKHU

AKCIIEPUMEHTAIbHBIE

HCCIIEIOBAHUSA Ywmeer OCYILIECTBJIATH 0TOOD u HCIIOJIb30BaTh

(b YHKIIMOHUPOBAHUS ONTUMAJIbHBIE  COYETAHUS  TEOPETUYECKUX U

BBIYMCIIUTEIBLHBIX MaIllWH, AKCIIEPUMEHTAIBHBIX UCCIIEA0BAHUI

KOMILJIEKCOB u

KOMIILIOTEPHBIX CeT€N ¢ | Brageer | MeTomamu TCOPETUICCKHUX HUCCIEA0BaHUN

LENbIo YIy4IICHHUA obecrieyeHns] PYyHKIIMOHAIBHOCTH M 0€30MacHOCTU

XapaKTCPUCTHUK nux BBIYHUCIIUTCIBHBIX CUCTEM

(YHKIIMOHATILHOCTH u

KOMILJIEKCHO M

0€30MacCHOCTH

VK-4 — TOTOBHOCTDH | 3HAeT METO/Ibl U1 TEXHOJOTUM HAyYHOU KOMMYHHUKAIIUU Ha

HCIMOJIb30BATh TrOCY/IapCTBEHHOM M MHOCTPAHHOM SI3bIKax

COBPEMEHHBIE METOJbl H | YMeeT CJIEI0BAaTh OCHOBHBIM HOpPMaM, NPUHATBIM B

TEXHOJIOTUH HAay4HOU HAayyHOM OOIIEHWH Ha TOCYJAapCTBEHHOM H

KOMMYHUKaIUH Ha WHOCTPAHHOM SI3bIKaX

rocyiapCTBCHHOM U | Brageer | pa3iM4HBIMU METOJIAMH, TEXHOJIOTUSMH U TUIIAMHU

HHOCTPAHHOM SI3bIKaxX KOMMYHUKaIUH npu OCYILECTBJICHUH
npoeCCHOHAITBHOM JIEATEIIbHOCTH Ha
rOCy/IapCTBEHHOM M MHOCTPAHHOM SI3bIKax

YK-6 - cmocoO6HOCTh | 3HaeT coJiepKaHue npoiiecca 1ieJIeToJIaranust

IJIAaHUPOBaTh U peliaTh poECCHOHAIBHOTO U JTUYHOCTHOTO Pa3BHUTHS, €r0

3a7a4u COOCTBEHHOTO 0COOEHHOCTH U CITIOCOOBI peaM3alliy MPH PEIICHUH

poheCCHOHATBHOTO u npoeCCHOHAIBHBIX 3aJlay, HCXOJs U3 JTaroB

JINYHOCTHOTO Pa3BUTHUSA KapbepHOTO POCTa M TpeOOBaHUM PhIHKA TPy

Ymeer dbopmynupoBath eJu JIUYHOCTHOTO u
npodeccHoHaTbHOTO pPa3BUTHS M YCIOBUS HX
JOCTHMKEHMS, MCXOId U3 TEHICHLUUN pa3BUTHSI
obnactu pohecCHOHANBFHON AeATeIbHOCTH, STAIOB
npodeccHoHanbHOTO  pOCTa,  WHAMBHUAYaIbHO-
JUYHOCTHBIX 0COOEHHOCTEN
Brnageer | cmoco6aMu BBISIBIEHUS U OLEHKH WHIUBUIYaIbHO-

JUYHOCTHBIX, poecCHOHATBHO-3HAUUMBIX
Ka4eCTB W MYyTSAMH JOCTHXKEHHsS Oojiee BBICOKOTO
YPOBHSI MX pPa3BUTHS




Ne Kontponupyemsie Konxp! u 3ramnst OneHouHbIE CpeCTBA
n/n pas3zaensl / TeMbl dopmupoBanus TEKYIIUN IIPOMEXKYTO
JTMCIUTUTHHBI KOMIICTCHITHI KOHTPOJIb YHast
aTTecTanus
1 Pasnen 1. bazoBrie OI1K-8, 3HAET cobecenoBanue | 1-5
3aJ]a9u ¥ METOIbI IK-1, VK- (0OVY-1)
obecniedeHus 4, VK-6 ymeer cobecenopanne | 1-5
0e30macHOCTH (OVY-1)
BJIJICET koHncrekt (ITP- | 1-5
7)
3HaeT cobecenoBanue | 6-10
(0OV-1)
yMeeT cobecenoBanue | 6-10
Pazzien I1. Yrpossl u OIIK-8, (O¥-1)
2 BUDYCHI IIK-1, YK- | Bmameer koHcrekt (ITP- | 6-10
4, VK-6 7), oruer o
BBITIOJTHCHHH
MPAKTHIECKOTO
3alaHus
3HAET cobecenosanue | 11-21
(0OVY-1)
Paznen I11. yMeeT cobecenoBanue | 11-21
Dopmanuzanys OTIK-8, (OY-1)

3 3anad obecnenenus [1K-1, YK- | Biageer koncrekt (I1P-| 11-21
0€3011acCHOCTH 4, VK-6 7). omer o
BBIYMCITUTEIBHBIX ’

CHCTEM BBITIOJTHCHUH
PaKTUYECKOTO
3aJlaHus

3HAEeT cobecenoBanue | 22-30
(OV-1)
yMeeT cobecenoBanue | 22-30

Pasnen IV. 3amura | OIIK-8, (OY-1)

4 ONEPALIMOHHBIX IIK-1, YK- | Brageer koHcriekt (I1P- | 22-30
CHUCTEM 4, YK-6 7), OTYET O

BBITIOJTHCHUH
MPAKTHIECKOTO
3aJIaHHsI




IIIkayia oueHNBAHUS YPOBHS CGOPMHUPOBAHHOCTH KOMIIETCHIMH

Koa n Jrtansl GOpMUPOBAHMA KOMIIETEHIMH KpPHUTEepUH MO0KA3aTeJH
¢popmynupo
BKa
KOMIeTeHI!
"
OIIK-8 — | 3HaeT (TIOPOTOBBIIl | OCHOBHBIE c(OpMHUpPOBaHHEIE KOMIUIEKCHOE
TOTOBHOCTh K | YPOBEHB) TpeboBaHus K | IpencTaBieHus 0 | BUIEHUE
IperoaBaTe OpraHu3aIyu TpeOOoBaHMIX K | OpraHH3anuu
JIBCKOU NpernoiaBaTenbckod | (OPMHUPOBAHUIO W | METO/IOB NPOBEACHHS
JeSTENTLHOCT JeATELHOCTH peanuzanun MpenogaBaTeIbCKON
u o TEOPETHYECKUX U | OeATENbHOCTH B HX
OCHOBHBIM OKCTIEPUMEHTAJIbHBIX | B3aHMOCBSI3U
obpazoBaten UCCIe0BaHNI
BHBIM yMeeT OlLIEHMBAaTh TeKyllee | oToop u | oTOOp M OlLICHHBaHHE
nporpaMMmaM | (IPOIBUHYTHIM) COCTOSIHUE W | apryMEHTHPOBaHHOE | 3a7a4 M PE3yJIbTaTOB
BBICIIIETO TEHJICHIIMM Pa3BUTHUS | WCIIOIB30BaHKE 33/1a4 | MCCIIEIOBaHUS c
o0pa3oBaHus 00pa3oBaTeNbHBIX u Pe3yabTaTOB | MCIONB30BAHUEM
nporpamMm B 00JIaCTH | UCCIIEAOBaHUIt C | JIOTHKO-
MH(OpPMAaLIMOHHBIX y4eToM  crenupuKH | MaTeMaTHYeCKOM
HCCIIeI0OBaHUN HAaIpaBJIeHHOCTH MHTEpIpETaALUH
(npoduns)
TOATOTOBKH
BJazeeT (BBICOKHIN) | crocobamu 1 | YBepeHHOe BlajieHHe | Y CIEIIHO u
JCMOHCTpalu OCHOBHBIMH TBOPYECKU
yMEHHUS HaBbIKAMH OOIIEHHS | MPUMEHSET HABBIKK U
HPECTABISTh B XOzie | METOIUKHU
pe3yNbTaTh MH(POPMALOHHBIX UCCIIEIOBaHUS
HCCIIEOBAHUH HUCCIIEOBAHUHN
[IK-1 — | 3HaeT (HOPOTOBHBIN | OCHOBHBIE c(opMUpPOBaHHBIC KOMIIJICKCHOE
CIIOCOOHOCTh | YPOBEHB) TpeGoBaHUS K | MpeacTaBlICHUS 0 | BUACHUE
BBIIIOJTHSATD OpraHu3aluu TpeOOoBaHMAX K | OpraHu3anuu
TEOPETHYECK TEOPETHIECKUX U | GOPMHPOBAHHIO M | TEOPETHYECKUX u
il aHaMM3 U 9KCIIEPUMEHTANIBHBIX | pealu3alun 9KCTIEPUMEHTAIBHBIX
9KCIIEPUMEHT UCCIIe0BaHUI TEOPETHIECKUX U | UCCIENOBAaHUNA B HX
aJIbHBIC KOMITBIOTEPHON 9KCIEPUMEHTANBHBIX | B3aUMOCBSI3U
HCCIIEJOBaHU TEXHUKH UCCIIEeI0BaHUI
S
GYHKIMOHUD | yMeeT OCYIIECTBISTH OTOOp | 0TOOp u | otbop u
OBaHUsA (nponBUHYTBHII) u UCIIOIb30BaTh | UCIIOIb30BAHKE UCTIONIb30BAHHE
BBIYUCIIUTET ONTHMAaJIbHBIC METOJI0B METO/I0B
BHBIX COYETaHUs WCCIIEOBaHNI ¢ | uccnenoBaHus c
MallIuH, TEOPETHIECKUX W | y9eTOM CHenu(uKH | UCTIOIb30BAHHEM
KOMILIEKCOB 9KCIIEPUMEHTAIBHBIX | HANpPaBICHHOCTH JIOTUKO-
u HCCITEIOBAHINA (mpocpmst) MaTEMaTUIECKON
KOMITBIOTEPH MIOATOTOBKH MHTEpIpETALIN
BIX CETEH ¢ | pmameer (BBICOKMIA) | MeTOgaMuU YBepeHHOe BajcHHE | Y CIEIIHO u
A (2823:0) TCOPETHICCKUX OCHOBHBIMH TBOPYCCKH
YIyqIICHNSA HCCIIEeI0BAaHUN HaBBIKAMH OOIIEHHS | IPUMEHSET HABBIKH U
XapaKTEPUCT obecriedeHus B XO/ie | METOIUKH
UK nx (hYHKIIMOHATBPHOCTH HHPOPMAIIMOHHBIX HCCIICTOBAHMS
(yHKIMOHAT u 0e30MacHOCTH | MCCIIEIOBAHUIMA
bHOCTH u BBIYHCIIMTCIIBHBIX
KOMIIJIICKCHO CUCTEM
i
6e3omacHoCT
u
YK-4 — | 3HaeT (TIOPOTOBBII | METOIBI u | chopMHUpOBaHHbIE, cOopMHUpOBaHHBIE U
TOTOBHOCTh YPOBEHB) TEXHOJIOTHUH HO COZIeprKaIllie | CHCTEMaTHIECKHUe
HCTIONB30BaT Hay4IHOH OT/IENbHBIE TPOOENBI | 3HAHUS METOAOB U
b KOMMYHUKAllMM  Ha | 3HaHM METOJOB W | TEXHOJOIMH HaydHOH




COBPEMEHHBI

rOCyJapCTBEHHOM U

TEXHOJIOTUHA Hay4dHOU

KOMMYHUKaIlUN Ha

€ METOAbl H HMHOCTPaHHOM KOMMYHHKAallMM  Ha | TOCYZapCTBEHHOM U
TEXHOJIOTHUH S3BIKaxX TOCY/IapCTBEHHOM ¥ | MHOCTPAHHOM SI3BIKax
Hay4IHOH MHOCTpaHHOM s3bIKax | ChopMUpOBaHHEIE
KOMMYHHKaIl CdopmupoBaHHbIe, cHCTeMaTHYeCKHe
umn Ha HO coziepKaInue | 3HaHUS
rocyaapcIse OT/IENbHBIE TPOOEIBI | CTHIIMCTHYECKHX
HHOM u 3HaHUSA  OCHOBHBIX | OCOOEHHOCTEH
WHOCTPaHHO CTHJIMCTHYECKUX Mpe/ICTaBICHUS
M SI3BIKaX ocobeHHOCTe! pe3yIbTaToB
NPEe/ICTaBICHUS HayJHOH
pe3yIbTaToB JIeITEIHOCTH B
Hay4JHOI YCTHOU u
JIeATEbHOCTH B | MMCbMEHHOH (opme
YCTHOM W | HA TOCYIapCTBEHHOM
nUCbMEeHHOH  dopme | u WHOCTPaHHOM
Ha TOCYIAapCTBEHHOM | sI3bIKAX
u WHOCTPaHHOM
S3BIKAX
yMmeeT ClIeJ0BaTh B LEJIOM YCIEIIHOE, | YCHEHIHOoe u
(IpOIBUHYTHIH) OCHOBHBIM HOpMam, | HO coleprKallee | CUCTEMaTU4eCcKoe
MPUHATBIM B OTACIIBHBIC npo6em)1 yYMEHUEe CiIea0BaTh
HayYHOM OOIIEHHM | yMEHHWE  CJIE[OBAaTh | OCHOBHBIM  HOpMaM,
Ha rocyrapCTBEHHOM OCHOBHBIM HOpMaMm, TMIPUHATBIM B
u HWHOCTPAaHHOM TMPUHATBIM B | HAYYHOM O6LH6HI/II/I
SI3BIKaX Hay4YHOM  OOIICHMH | HA TOCYJapCTBEHHOM
Ha TOCYIAapCTBEHHOM | W WHOCTPaHHOM
u MHOCTPAaHHOM | f3BIKaxX
A3BIKaX
BIIaJeeT (BBICOKHH) | pasiIM4HBIMU B LEJIOM YCIEIIHOE, | YCHEIHOoe u
METOZlaMH, HO CHCTEMaTHYEeCKOe
TEXHOJIOTHUSMU U | CONPOBOXKAAIOIIEECS | MPUMEHEHHE
THIIAMU OTIIENbHBIMH HaBbIKOB aHan3a
KOMMYHHUKALM{ TpH | OIIHOKaMH HAay4HBIX TEKCTOB Ha
OCYILIECTBIICHUH IpHMEHEHUE rOCyIapcTBEHHOM |
npoQecCHOHATBHOW | HAaBBIKOB aHAJIN3a | HHOCTPAHHOM SI3bIKaX
JeATEeNbHOCTH Ha | Hay4HBIX TEKCTOB Ha
TOCYJapCTBEHHOM U | TOCYIapCTBEHHOM H
HMHOCTPaHHOM MHOCTPAHHOM SI3bIKaX
A3BIKAX
YK-6 — | 3Haer (TOpOroOBBIi | conepkaHue copMUpOBaHHEIE, cM(OpMHUPOBAHHBIE
CIIOCOOHOCTE | YPOBEHB) nporiecca HO CofiepyKaIlie | CHCTEMaTHYeCKue
IUIAaHUPOBATh LeJIenoIaraHus OTIENbHBIE TPOOEINBI | 3HAHUS METO/IOB
U pemiath npo()eCCHOHANBHOIO | 3HAHUS ~ OCHOBHBIX | KPHTHYECKOTO
3a7a4n u JMYHOCTHOTO | METONIOB aHaiM3a ¥ OLEHKH
COOCTBEHHOT pasBHTHS, €ro | KPUTHYECKOTO COBPEMEHHBIX
0 0COOEHHOCTH U | aHaJM3a W OLEHKH | HAayYHBIX
mpodeccuoH CIIOCOOBI COBPEMEHHBIX JTOCTIDKEHUH, a
QBHOTO U peanu3anuu IpH | HAyIHBIX TaKKe METO/IOB
JIMYHOCTHOTO penieHnu JOCTIDKCHUH, a | TeHepHPOBAHUS
pa3BHTHA po(eCCHOHANBHBIX | TaKKe METO/IOB | HOBBIX ~ HIeH TpH
3aja4, MCXOAS W3 | TCHEPUPOBAHHUS peIICHUH
9TaloB KapbepHOTO | HOBBIX WJACH IPH | HCCIIEI0BATEIBCKHX
pocra U TpeOOBaHMII | pPELICHUH " MPaKTUYECKUX
PBIHKa Tpyaa UCCIIEIOBATEIbCKUX | 3aJa4, B TOM YHCIE
" NPAKTHYECKUX | MEXIUCIUTUTHHAPHEI
3aJa4, B TOM YHCIE | X
MEKANCIUTUTMHAPHBI
X
yMmeer (hopMynpoBaTh cOopMHUpPOBaHHEIE, cM(OpPMHUPOBAHHEIE
(TpoBUHYTHIIT) LeNTH JTMYHOCTHOTO M | HO CoZIeprKalllie | CHCTEMaTHIECKHe
poeCCHOHANBHOTO | OTAENbHBIE MPOOENBI | 3HAHUS METO/I0B
pa3BUTHSL M YCIIOBHSI | 3HAHUSI  OCHOBHBIX | KPHUTHYECKOTO




l'[ny{MI/I JOCTHXXCHUSL
ooiee BBICOKOTO
YPOBHSI UX Pa3BUTHSA

aHallu3a W OICHKH
COBpPEMEHHBIX
Hay4YHBIX
JIOCTIDKEHUH, a
TaKxke METO/0B
TeHEPUPOBaHUS
HOBBIX  MJIEH
pelieHuu
HCCIIeI0OBATEIbCKUX
u IIPAKTUYECKHUX
3ajJa4, B TOM 4YHCJIE
MEXAMCLUIIIIMHAPHBI
X

npu

nx JOCTW)KEHHS, | METOZOB aHalM3a W OLEHKU
HCXOJIS W3 | KPUTHYECKOTO COBPEMEHHBIX
TEHICHIIMI pa3BUTHS | aHAM3a W OLEHKH | HAYYHBIX
obnactu COBPEMEHHBIX JIOCTYDKEHHH, a
npodeccHoHANBbHON | HayYHBIX TaKxe METO/I0B
JIeATENLHOCTH, JIOCTH)KEHHH, a | reHepupOBaHUA
JTaIoB TaKxKe METOJIOB | HOBBIX HJEH TIpH
npodeCCUOHAIBHOTO | TeHEePUPOBAHUS penieHnu
pocra, HOBBIX WJIEHl TIpH | MCCIENOBaTEIbCKUX
WHUBHUAYaJIBHO- penieHnu u MPaKTHYECKUX
JIMYHOCTHBIX UCCIIEIOBATeNIbCKUX | 337a4, B TOM 4YHCIE
ocobeHHOCTEH u MPAKTHYECKUX | MEXIUCUUILIMHAPHBI
3ama4, B TOM 4YHUCIE | X
MEXANCIUTUTUHAPHBI
X
BiIajeeT (BBICOKHMI) | criocobamu c(OpMUpPOBaHHEIE, cM(OpMHUPOBaHHBIE
BBISBJICHUSI M OLIEHKH | HO COofiepKalIlue | CHCTEMaTUYeCKue
VHMBHUAYaIbHO- OT/IeNbHBIE TIPOOENBI | 3HAHUS METOZIOB
JIMYHOCTHBIX, 3HaHUS  OCHOBHBIX | KPUTHYECKOTO
npodeccroHaIbHO- METOZIOB aHaM3a W OLEHKU
3HAYUMBIX Ka4CCTB U KPUTHYCCKOI'O COBPEMCHHBIX

Hay4YHBIX
JIOCT)KEHUH, a
TakKe METOJI0B
TE€HEPUPOBAHUS
HOBBIX  MJEH
peleHuu
HCCIIETOBATEIbCKUX
u IIPAKTUYECKUX
3aJa4, B TOM 4YHCJIEC
MEXAMCLUUIUIMHAPHBI
X

npu

MeTonnuyeckue peKOMeHIAMHU, ONpeIe/IAI0NIUe MPoleayphl

OLICHUBAHMUA PE3yJabTaTOB OCBOCHHUSA JUCIHHUILIMHDI

Tekymas arrecTanus CTyJIeHTOB
[IpoBoauTCS B COOTBETCTBUU C JIOKAJTBHBIMH HOPMATHBHBIMHU aKTaMU

JIB®Y wu sBmsgercs 00s3aTeIbHOM.

[IpoBoguTcss B QopMe KOHTPOIBHBIX

MEpONPHUATHI: 3alIUTHl MPAKTHYCCKUX paboT, coOeceqoBaHUS MO OICHUBAHUIO

(dakTUUeCKUX pe3yabTaTOB OOyUYEHHsI CTYIEHTOB M OCYIIECTBISETCS BEIYIIUM

npenojaBateseM. O0bEeKTaMU OLICHUBAHUSI BBICTYIIAIOT:

- y‘-I€6HaH AUCHUIIIINHA (aKTI/IBHOCTI) Ha 3aHATHAX, CBOCBPCMCHHOCTD

BBIIIOJTHCHUS Pa3JIMIHBIX BH0B BaHaHHﬁ, MoCCImacMOCTb BCEX BHUA0OB 3aHATUM 10

aTTECTYeMOM AUCLMIINHE);

- CTEIICHb YCBOCHMS TEOPETUUECKUX 3HAHUH (0TPOC);

- YpOBEHb OBJIQJICHHS] MPAKTUYECKUMU YMEHHUSIMU M HaBbIKAMHU MO BCEM
BUJIaM yueOHOI paboThl (pa3HOYpOBHEHBBIC 3a/1a4M U 3aJjaHNUA);

- pe3yJbTaThl CaMOCTOSITENILHOM paboThl (Pa3HOYPOBHEHBBIE 3a/laud U

3a7aHus ).




IIpomMexkyTOUHAS aTTECTALUA CTYACHTOB
[IpoBoguTCs B COOTBETCTBMM C JIOKAJIbHBIMM HOPMATUBHBIMU aKTaMH
JB®Y u sBnsercs obs3atenvHOi. [IpemycmaTpuBaeT ycTHBINM ompoc B (opme
OTBETOB Ha BOMNPOCHI 3K3aMEHAIMOHHBIX OWIETOB. B KauecTBe OIIEHOYHOTO
CPEJIICTBA UCTIONB3YIOTCS SK3aMEHAMOHHBIE OUJIETHI.

OueHoYHbIE CPeICTBA JIs1 IPOMEKYTOYHOM aTTeCTAlUM

Chnucox BOIIPOCOB HAa 3K3aMCH

1. MexryHapoIHbIe CTaHIapThl HHHOPMAIIMOHHOTO OOMEHA.

2. [TonyueHne  CTaTUCTHYECKUX 3HAHMM 00 aTakax, KOTOPBIM
MOJABEPraroTC KOMIBbIOTEPHBIE CUCTEMBI.

3. CoBpeMeHHBIE METO/IbI 3aIIUThI UH(POPMAITUU

4, OCHOBHBIE TEXHOJIOTUH TIOCTPOEHUS 3alTUIIEHHBIX HH()OPMAIIMOHHBIX
CUCTEM.

5. Mecro  uHpopMarMoHHOW  0€30MaCHOCTH B HAIMOHAIBHOMN
6e3onacHoctu cTpanbl. KoHuenus nHPpopMalMoHHOM 0€301MacHOCTH.

6. [lonsiTie  yrpossi. Tpu  BHAa  BO3MOXKHBIX  HapyLICHUU
UH(GOPMAIIMOHHON CUCTEMBI.

7. Bunbr npoTUBHUKOB WM «Hapymutenei». MHopmanmoHHas

0€301acHOCTb B YCIOBUAX (PYHKIIMOHHPOBaHUs B Poccuu rio0aibHBIX CETei.

8. [lonstust 0 Bumax BupycoB. llonydeHne 3HaAHHM O CYIIECTBYIOIIMX
"kKoMITbIOTepHBIX BUpycax'. Knaccudukanus "KOMIBIOTEPHBIX BUPYCOB'".

Q. OcHOBHBIC TIpaBUJIa 3alIUTHI OT "KOMIBIOTEPHBIX BUPYCOB". O0630p
AHTUBHUPYCHBIX MPOrPaMM.

10. Meronuka HCIIOJIb30BaHUs AHTHUBUPYCHBIX POTPaMM.
BoccranoBieHue nopaxeHHbIX "KOMIBIOTEPHBIMHU BUpYcamMu' 0OBEKTOB.

11. Mopnenu 6€30MaCHOCTH U WX MPUMEHEHHE.

12.  JIuckpelmoHHas ¥ MaHIaTHAS MOJIEJH IMOJUTHKU O€30MacHOCTH.

13. TakcoHomusi  HapymieHHd  WH(DOpPMAIMOHHOW  OE30MaCHOCTH
BBIYHCITUTEIILHOW CHCTEMBI U IPUYHUHBI, 00YCIIaBIMBAIOIINE X CYIIECTBOBAHHE.

14.  Ananmu3 croco0oB HapylieHUH NHHOPMAITMOHHON O€30TTaCHOCTH.

15. Hcnonb3oBaHHE 3aIUIIEHHBIX KOMIBIOTEPHBIX CUCTEM.

16. TpaaunMOHHBIE U COBPEMEHHBIC KPUITTOCHCTEMBI.

17. Metoab! mmnppoBaHUs TaHHBIX.

18.  OcHoBHBIC KpUNITOTPAPUIECKUE ANTOPUTMEI.

19. AOGOHEHTCKOE U MaKeTHOEe MU POBAHUE.



20. BzaumHOe  TOATBEpKACHUE  MOIMHHOCTH  (ayTeHTU(UKAIWA)
a0OHEHTOB U OOBEKTOB CETH.

21. OOecneyeHue IEIOCTHOCTU WH(OpPMAIMK HAa OCHOBE SJIEKTPOHHOU
1M(pOBOM MOAMHUCH.

22. Metonpl HECAHKIIMOHUPOBAHHOIO JOCTyHa K  OMNEPAllMOHHBIM
cuctemam (OC).

23.  OcHoBHbIe MexaHu3Mbl pyHKIMOHUpoBaHus OC.

24. OcHoBHble TepMmuHbl 6e3omacHoctd OC. Pasrpanuuenue goctymna K
OcC.

25.  OcHoBHble Mexanu3Msbl 3ammTsl B OC Linux

26. Tlomw3oBatenu u rpymmsl B Linux. Pasmenenue mocryma. CHCTEMBI
MaHJIaTHOM 3allUTHI.

27.  SELinux. 3amura OC B cetu. CeteBsle akpanbl. IPTables.

28.  OcHoBHble Mexanu3Msbl 3amuThl B OC Windows

29. Tlomw3oBatenu u rpynmsl B Windows. Pasaenenue mocTyna.
Bbpanamaysp Windows.

30. 3ammra OC B cetu. 3amura B Active Directory.

KpHTepnn BBICTABJICHHUA OIICHKHN HA JK3aMCECHC

Ouenka TpeodoBanus K ¢copMUPOBAHHBIM
KOMIIeTeHIIUSIM

«OMAUYHON OneHka «OTIMYHO» BBICTABISETCS CTYAEHTY,
eclii  OH TIIIyOOKO M MHPOYHO  YCBOMII
IPOrpaMMHBIM  MaTepuan, HCUYEpIbIBAIOLIE,
MOCIIEJIOBATEIbHO, YeTKO U JIOTHYECKH
CTPOMHO €ro u3JlaraeT, yMeeT TECHO yBSI3bIBATh
TEOPUIO C MPAKTUKOH, CBOOOJHO CIpaBIsETCs
C 3aJayaMu, BONPOCAMHU U APYTUMHU BUIAMHU
MPUMEHECHHUS 3HAHWH, npuyemM HE
3aTPyJHSETCS] C OTBETOM IPH BUIOM3MEHEHUU
3a/laHul, HCIOJb3yeT B OTBETE MaTepuan
MOHOTpaUUecKoil JTUTEpaTyphl, MPABUIBLHO
000CHOBBIBAET MPUHATOE pEUICHUE, BIAJEET
Pa3HOCTOPOHHUMHU HaBBIKAMU U TMpUEMaMH
BBITIONTHEHHS] ~ MPAaKTHYECKUX  3aJad 10
METOJO0JIOTUH HAYYHBIX UCCIIETOBAHUM.

«xopouio» OLICHKa «XOpOoMIO» BBICTABIIAICTCA CTYACHTY,
€CJIM OH TBCPAO 3HACT MATCpHaJl, I paMOTHO U
o CymecCTtBy wu3jiaract ¢€ro, HC JOITyCKas
CYIICCTBCHHBIX HETOYHOCTEH B OTBETE€ Ha
BOIIPOC, IMpaBUJIIBHO IPpUMCHACT
TCOPCTUYCCKUC TIOJIOKCHUSA TIpHU PCHICHUU
MMPAKTUYCCKUX BOIIPOCOB U 3a1a4, BJIAACCT
HCO6XOI[I/IMLIMI/I HaBbIKaMU HW IMPUCMaMH HUX
BBITIOJTHCHU .




«V00871eMEOPUNETLHOY

OneHka «yJIOBJIETBOPUTEIBHO» BBICTABISAETCS
CTYIEHTY, €CIM OH HUMEEeT 3HaHUS TOJIbKO
OCHOBHOTO MaTepuanga, HO HE YCBOWJI €ro
JieTajeu, JIOITYCKaeT HETOYHOCTH,
HEIOCTaTOYHO NpaBUJIbHBIE (HOPMYITHPOBKH,
HapyIIEHUs JOTMYECKONW MOCIEeI0BaTEIbHOCTH
B U3JIO)KEHUU [POrpaMMHOIO MaTepuaia,
UCHBITBIBACT 3aTPYIHEHUS IPU BHIIOJHEHUU
IPAKTHYECKUX padoT

((H€y006]l€m€0pum€ﬂbH0»

Onenka «HEY/I0BJIETBOPUTEIHHO»
BBICTABIISIETCA CTYIEHTY, KOTOPBIH HE 3HAET
3HAUUTENbHOU 4acTH MIPOrPaMMHOTO
MaTepuana, JOTMTYCKaeT CYLIECTBEHHbIE
OImuOKH, HEYBEPEHHO, c OOTBIITUMU
3aTPYAHEHUSIMH  BBITIOJIHSAET TPAKTUYECKUE
paboTHI. Kak IIPaBUIIO, OIICHKA

CHEYOOBJICTBOPUTCIIbHO» CTABUTCA CTYACHTAM,
KOTOpbIE HE MOTYT IPOJOJLKUTH 0OyueHue 0e3
JOITOJIHUTECIIbHBIX 3aHATHI 110
COOTBETCTBYIOIIEH TUCITUIIIINHE.

OueHouHbIE CPeICTBA JIfl TeKYlIel aTTecTANU

Ne | Kon OC | HaumeHoBaHue Kporkas xapakrepucTuka IIpencraBiienune
n/n OLICHOYHOI 0 OLICHOYHOI'0 CPeACTBA OLICHOYHOI' 0
cpeacTBa cpeAcTBa B
ponne
1 OVY-1 | CobecenoBanue Cpenctso KOHTPOJIS, Bompocsr mo
OpraHU30BaHHOE KaK CIHEIHalibHasi | TeMam/pa3fesiaM
IIpeno/iaBaresis c JUCLUTIIIMHBI
oOyuaroumcs Ha TEMBI,
CBSI3aHHbIEC c n3y4aeMoun
JUCUUIIJIMHOM, U PACCUMTAHHOE Ha
BBISICHEHHE o0bema 3HaHUI
oOyyJaromierocs I10
ONIpEeNeNEHHOMY pa3leny, TeMe,
npoOJeMe U T.1I.
2 I1P-7 Kouncnekr IIponykr camocTosTeNbHOW | Tembl/pa3ziensl
paboThI oOyuarolerocs, JUCUHUTIIIMHBI
OTPAXKAIOIIUA  OCHOBHBIE  HJEU
3acNylIaHHOM JIEKIIUHU, COOOIIECHUS
U T.J.




dopma IK3aMeHALMOHHOT0 OnJIeTa

MHHUCTEPCTBO OBPA30OBAHNS 1 HAYKU POCCUICKON OEJIEPALINN
denepanbHOE FOCYAapPCTBEHHOE aBTOHOMHOE 00pa30BaTeIbHOE
YUPEKICHHUE BBICIIETO 00Pa30BaHUS

«/laIbHEeBOCTOYHBIN (eaepabHbIil YHUBEPCUTET)

NHXEHEPHAS IIKOJIA

IK3aMeH Mo TUCHHIINHE
«KomrekcHast 6€301acHOCTh BEIUHCIUTENTBHBIX CHCTEM
o HampasieHuto moarotoBku 09.06.01 Mudopmarrika v BEIUUCIUTETHHAS TEXHAKA

HpO(bI/IJ'II) «BpramcimTeNbHbIC MalllMHbI, KOMIUIEKChI 1 KOMITBIOTCPHBIC CETH

3K3AMEHAIIMOHHBIA BUWIET Ne 1

1. Tlonstue yrpossl. Tpu BuAa BO3MOXKHBIX HApyIIeHUH MHGOPMAIMOHHON

CUCTCMBHI.

2. Moaenu 6€301acHOCTH 1 UX IPUMEHEHHE.

3. MeToibl HeCaHKITMOHUPOBAHHOIO JIOCTyNa K OINEPallMOHHBIM CHCTEMaM
(OC).

PyxoBoaurens OITOII 10.B. JloOpkuHCKMit

W.o. 3aB. kadenpoii Ub 1O.B. JoOpxxuHckuit
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